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ABSTRACT

The cloud environment is hypervisor-based, and many virtual machines are interconnected, which makes propagation of
malicious code easier than other environments. Accordingly, this paper proposes a malicious traffic dynamic analysis system for
secure cloud environment. The proposed system continuously monitors and analyzes malicious activity in an isolated virtual
network environment by distinguishing malicious traffic that occurs in a cloud environment. In addition, the analyzed results are
reflected in the distinguishment and analysis of malicious traffic that occurs in the future. The goal of this research is secure
and efficient malicious traffic dynamic analysis by constructing the malicious traffic analysis environment in the cloud
environment for detecting and responding to the new and variant malicious traffic generated in the cloud environment.
Keywords: Cloud, Malware Analysis, Security
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Fig. 1. Dynamic Analysis system of Mariano
Graziano et al.(5].
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flow-netlink.c :
_ovs_nla_copy.actions0

case ovs_ACTION_ATTR_CT

actions.c :
do_execute_actions(

case OVS_ACTION_ATTR_CT

!

conntrack.c :
ovs_ct_execute()

=

( conn_info—commit)

!

conntrack.c :
ovs_ct_commit(

@ state = key — ct.state
if state == TRACKED
return 0

@ __ovs_ct_lookup()

@ nf_conntrack_confirm(skb)

actions.c :

return ovs_ct_execute() - - - - - -=>

return ovs_ct_commit() - - —|--- >

return ovs_ct_copy_action() - -|- - - -3

Input patameter

/* network namespace*/
struct net *net

/* IP src/dst address, port, conntrack field (state, Zone -
struct sw_flow_key *key

)/
/* flow action */
struct_flow_actions **sfa

/* ovs conntrack information */
struct OVS_conntrack_info *info

/* data length, packet type, trace, flag— */
struct sk_buff *skb

nf_conntrack_confirmQ

1
skb_info
==conntack
return return
_nf_conntrack_confirm(skb)

nf_ct_deliver_catched_events(ct)

Fig. 11. Static analysis result of OvS conntrack function
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Fig. 12. OvS command step for replay attacks
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Table 2. Comparison with existing system
(malicious traffic detection and analysis)
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