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ABSTRACT

Many businesses have adopted the standard security management structure such as ISO27001 and K-ISMS for strengthening
business’s security management structure to protect their core information assets and have acquired partial output from such
effort. However, many risk factors such as recent advances in Information Technology and evolution of intrusion methods have
increased exponentially requiring the businesses to response even more quickly with better accuracy. For such purpose, a study
of 'Real Time Security Management Structure for Business’ based on security management process optimization, defining a set
of security index for managing core security area and calculation of risk indices for precognition of intrusion risk area has been
made. Also, a survey on opinions of an expert panel has been conducted. The effectiveness of studied structure was analyzed
using AHP method as well. Using this study, security personnels of a company can improve efficiency of the preemptive
responsive and quicker measure from the current security management structure.
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Table 1. K-ISMS Criteria

Countermeasure

Management Process
Controls

- 5 Step 12 Activities | - 13 Area 92 Activities
1. Security Policy &

1. Security Policy

Scope
2. Responsibility & .
.. 2. Security
Organization o
Organization

3. Risk Management

3. Security of
External Parties

4. Infomation Asset
Classification

5. Security
Educatuion

4. Implementing 6. Personal Security
Countermeasure 7. Physical Security

8. Development
Security

9. Crypto. Control

10. Access Control

11. Operations
Security

12. Incident Handling
5. Post Management 13. IT Disaster
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No. MAIN CONTENTS countermeasure control

Establishment of Information Security Countermeasure

1 . Management Process
policy & scope Controls

9 Define that management have to Policy Establishment Policy Approval
participate allocating resource for IS Check the existence | Need the approval of

3 Analyzing vulnerabilities and risks of top level policy top management
which resides in an organization

4 Imple.mentation of Information 312 MEES CHADPY 13709
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contermeasure implemented
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Fig. 1. Security Index Management System of
"A” Company
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Table 5. Example of the ‘General index and
Dynamic index’
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Example of Assessment Level Check Standard

5 ] 5
Regulation > Improvement
4 & 4
Board approval 3 Monitoring
= 3

3
CEO approval Risk Total Observance

2 | Level 2
CSO0 approval > Partial Observance
3 «
1 < 1 .

Manager approval Not Observing

Fig. 5. Example of Measurement of one of the
Security Index
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Fig. 7. Comparison of K-ISMS vs. Enterprise
Type RealTime Security Management System
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Security accident

Continuous
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Enterprise wide
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prevention
T
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1) Threat factor

1) Business process

1) Whole

derivation coincidence Organization
2) Security level 2) Accident issue 2) Crown jewels
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3) Fast response 3) Standard ISMS centric

of accident applying 4) IT centric
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5) Security ability collection

improvement 5) Operation status
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Fig. 8. Layered AHP model to derive the core-
characteristic of ISMS
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Fig. 9. The Priority result of core characteristic
of ISMS from Expert choice 2000
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