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ABSTRACT

STI(Social Trust Index) indicates levels of trustworthiness, honesty and reliability among people in a society. Since the STI
varies in countries, security control on cyber space should be applied differently according to the STI so that companies can
protect their assets efficiently and effectively. We compare STIs between Korea and United States using the Diamond Model and
investigate how the STIs affect corporate security controls in those two countries. We finally present a formula using AHP
(Analytic Hierarchy Process) to measure levels of corporate security controls in different countries.

Keywords: Social Trust, Security Control, Security Policy, Diamond Model, AHP

.M 2 7re] AlFle BEo|x, s Fwizke] AlF, 7Y
3 A AzE AlF & chekak Al @A) da AR

1.1 o478 HiA t}2 A5 (STI, Social Trust Index)o] A
=] 9lek

A e sk Angel o) Ae's L oleldh AL ARSES Frlolet Aol s,
Habaend wi APNSRA FR0 GBS WY 3o AsE sEsEaE el ook AEH
s Qeh). Webd Aslel o A SIS, oz aasel Sl AlHeEe A4 et ook
AN B0 AIRE BoAHE TF AR 3] sl sk ARUFAE A
2 eH2). Putnam(3lel Sk HHE A ATed. dbdd 9t F4, AUET 58 4
e TS g A SRR ADE B o) A ael aleld, A8l SR 9 4
g Tl slolAel g, we, Al 72Tt A Bl e EAE SRR, AEe 1
He 3T hdeld, fElAbEledle Hed =1l e 297 s ole FAS A 7HA7A

27] el 7oA ® s Fitele HekE EA
Received(04. 26. 2017), Modified(05. 18. 2017), 2 3 w9} wrel A}E|e] AlF]gFo] oz
fi%iﬁif,déﬁéuizg'.fgg@zmaﬂ.com ol ol & gk s AFHoR dHdl £
¥ WAL kevinlee @korea.ac.kr(Corresponding author) ZdERt E=elohd ole & T AsE 2 X



674 AR AlF el wE

7199 HtEA F Wi

ko2 vpehd Aolv}.

A AAA 7199 AN E PC SIS
FASA %3 A= JFPCE 77 25
3 4 oA 43l 92, USB 5 o]%A AAA
XlE M FA glo *}% 614%}44 L A

SO
ILFHE A 43 Aol EP%‘?'* welA= HEd I
27} 9let.
upeba] B AFels S7PERE AbolsiAl HA4H
o] gl Al el 24 71dde] o= FFA] B
SHeAIE Falloksh=Al Wl 7]9]e] HeHeA &3
A, A2 A9 e R F2 HekAd|
JEF 5& B3 Ak v 224 7149
SHEA| Best Practices AAISH, o]& =ul7]
A3t Aste] vl EEH AL3] AlE]lpsel
WobEA S v, AFIEE o w3 dT
erﬂ oAl HebgAl Hries 2 md® AAstast

e b

B el 224 71909 uekEA A3 o
 Am A fE == 1270 718de] A wle]

ZA 7]"13*] 7% HolEA Best Practice
E AT § 9e 2] 7194l 20164 Fortune
5000 Eol7k= 224 719 F 164 #i&e] $ 10
Billion °ol4al 711& AAstd o, SWE 470
*F FE4F A XﬂJ—uf ANAF 5 oheFat o
AAgste] zape] AR =g Flvh
dlole] $3E $l8f 3AL] u
o} xR A" 7)ol %-c'r%}?i‘:d 5l

A

ofN

[

1 LTRANG rulo

i)
a2
oo

S 2
Ot

2T e o
ol

>
-

l‘

N
o ro, 031,
o
L1k
o
e (s
o I,
il
:% r
O
. m N
\ o2,
ol
ok,
= =3
— [e3
Tgl
it
1 @
o r;}%

i
B
rvO
il
Eud
il
offt
2
e
ofN
)
o
)
o
A

=
o

—
N

-

m o oY m R
N o ol 2

o N

o lo

oN | E o

ot

kY

N
>
>
oS
g
rlo
o)
a
}n
T
-
e
E
1o,
ra
_A_;
P

+ PR o 5

= ZAlele . 243 E,L,] 7111}/\4 3 g Al

7] {8 Bebdeal 219 e m orlE

94@73( CDM : Multiple Criteria Decision
)A de] AREEl= AHP 2dlS Ajgsle]

I AE A3
w3 7 AFEE vn A
Michael Porter” P AA & =71 73A

—

‘H ﬂ“éq‘ii “'% ‘H A&
B AT AL ot 2ok A 1A 1i°ﬂ*1
= A7E/EE, o LHS/?’"“"“ LR s
o} A DA A 24 Security Control
%+, Porter? Dlamond Model <1+, AHP
Model 7% 7|&dt}. A4+ Diamond
Model& &-§3tod =34 vl=ae] AlZeE a2
AAE BESta, va Fa019 HebEAl 5
< 2R AVAdAE 71918 BebEA 9
oatAA s FAE AABRAL W71 A
o At A VA AR £ AT AR

o ieljA 7]&gic}.

ARA|~E3 220 HobeA A9 2 3L A
A3} =7he] ot oy A9 A4kt f-ode
2 FdE vA $ Qe T8 gFolvH4)(5). T
52| 7§ F8 AR 7HRA A 2] Ale] Bl
QA ste], 20136l Supmf Eﬂiﬁiﬂ A A (6] =
NISTellA At Bt ZHLFA(T)E 53,
7127} == AX7F NIST SP 800- 53-4 HekEA|
o}, g ISO/IEC 27001¢l4e A, ’“E'?‘E, A

Mol digh SAkeak 1170 okl 3970
SAEE} SAERE S-S A% 13370 BAGES
2 7AE A Zad=2E AREa ol

ole} o] WEEAl F5 A3l vl 9
bl ofe] Z1R] A whe] EAlE, £uS
71dellde A g7 NIST, ISO/IEC SellA
AR A e s 71919 AMbe Bsst
7] 13 s 1ol whe BbeA WS Rt
AHgstar ik, whebd AAl 719ES] HEAl FE
< Fpetslr] SlaiME 7 A ZHesta e
E‘_°J%4% | 2w}l sted 3hE A= Zlo] 7F
gojr}, 72| H Afidie 54 B
S Addshs A Heh BbEAE P
9= 719452 Best Practice AHE

of
F
o,
o

r°"

r
OEi

=2

Mool



AR R 53| =82 (2017, 6) 675

HobgAl 55 WAvlEte] EAF AblEe
23] (817} vi=, A&, EUS ARHES $5F5 W
A wpdete] geiele] Az ARR S| A A
(ISMS) M4 A& wAvp) Axg Fa-or
Fg3 o ol el diEl ekl ol=3 &
(9] Best Practice AFI7F 4% $47e x
ahp-ok A5 Thol=ekale T AR Fab AR
7t w2 skl

2.2 Diamond Model ¢i7*

B QAFollAM= =t v Arre I AlF
55 vlwsky] 218 Michael E. Porter(10]el
o8] /i" Diamond Models #&3kth 1990
W AR Boko] AAA HWIAR £33
= Michael Porter 2= 373 A4H& AAsh=
23E& Figl.# #e] Diamond He|Z AlA5}A]
Axka 4 27 (Factor Conditions), AlAF=8.24
(Demand Conditions), H 2 A4 K]
(Related and Supporting Industries), 7142l
A F2 9 AAIA(Firm  Strategy,
Structure and Rivalry)& =7} ZAHL AA s}
E b ZERLLE AN =3 AR
(Government) ¢} 713](Chance) & 7AAH 7H4
Aoz g nxe AHSFE Ea i)

Diamond Model=> & =7}e] Y 4%
A8 =t 2Eld S7ke] AAY 9
A, 719, JHe] AAEE FEHSE vt
Az ddl® A4 5 glo] thefaiA E4E
th(11).

=7} AAE Hrrel FEste] World Economic
Form(AAl 74 E£3, WEF)S 29z BEALE

—
—— - Firm strategy.

= Chance structure

S— " and rivalry

2
nF
I’_i

>

ol

Mo or

o]

ful
32

Demand

Factor
conditions

conditions

Related
and supporting
industries

»{ Government

Fig. 1. Porter’s Diamond Model

Bl ARAR A AA A=) A g s
s ="l g)ew FE Michael Porter?l tf
olol£ wdlef o]&H AL Fu 7} AAHE
A8l S= 20164 GCI(Growth
Competitiveness Index)= A AAl 138715%

gEFzr glen, ZAA 281 Technology,
Macroeconomics, Environment, Public

Institutione]th. ==d I+ ARIA AT
National Competitiveness ResearchdlA+
Michael Portere] tfoJo}2x  #xF  xdql
9-Factors BEdS AMgslal glow, =7} qfme}
WA w A e we} 1Esksta slol

Michael Porter?] tlelolZe wdlg 7} ®
ot 7371 vl A48k AR 45 S(12)0]
vl AR H A FAAAY 4 o
Ak dlld Aol 4709 A sl 1374 3}
A 8& EE3ta 310 SAAEE AA v
ARAS F7} AAEE v wskgil.

WAEl 5(13) clolofts mule] AIHS &
S3te] Aedqle] gyl A digt vAs B o
HFe AT AT AMFEY oA Al
gk Al Q75 ZF3sich

)

Fainshmidt, S $(14)2 907 Axl==} 7t
EATS Ao R rlololEe vl 3asle] F
AMIze] FE 7 AAHE AFRFAC wigt

AT z3slt.

o]#3 H(15) tlololE= melo] Azl 7
= setvke] 57F A gk A7-E A3

ueha] 2 el e Hvke] Ak, 3 :
ALE e AAY 55 TR wlasta 43}
4 A4(11)8lx 9J& Diamond Model &=
I} W] Abg] AlR]eE Blalel] Hgsiglon, A4
Wt Ayl Al A Zeld 4= gl

2.3 AHP Model 217

2 Aol s HHEA 5 Best Practice®
AARs7] ¢l AHP(Analytic Hierarchic
Process)E& &83t}. Tomas L. Saaty(16]¢l
e ksl AHPE B<59] digte] digt E<o F
7710 EAEE tr|Ee] A FAE A
7] A% HEAQ] 7P oR thfgt K39 aaA
A 4= o (17).

AHPe FolAl o4 wAlS &3, 37kasl,



676 AHE] Al

FEA e A192) BEA $F vl

Goal: Choose a Leader

AN
Criteria: Age Experience Education Charisma
Alternatives: Tom Dick Harry

Fig. 2. Example of AHP Layered Model

ete g FAEE AE(Hierarchy) &2 Fig 2.9}

Zro] mysiala ZF AF W AHEA 84s 79

MPEHH]IJ_' Pairwise Comparison)& 33le] 3
S 598 &)

AHP 712 AR SaE el AA
25 FAst] AFgdE Aw = Imax-w. 3714
Av dp|aR dofxl A o2 e afd
H s 73 F e WY 4 a4 SWiE
s wy xEskE sEAE ik 3 A
(Consistency Index, C.I)+=
E 53l AES, o714 N2 deiu|aLe] diakso]
t}.

A4 AEZ(Consistency Ration, C.R.)+=
C.R.=C.I/RIZ 4&3c} =3t Z"—J 24
(Random Index, R.I)+ A¥A #EZ2 ozl
o] A Fir z“’] A goleb(18].

AHP 7142 thefst 3829 MCDM EAlsZ
ador  AgEa glem, oMsl F(19)
AHP 719& AH&ste] F5-3]AF A Privilege 7
A eduk] Ax mdlE BAM3la Windows
Privilege AA #e)7ksls S8 4714 AAHeke
Al A7E A&t A7IE S(20)E
AHPE 71422 SNS AlF3t4el] ArH s &
2 9gasls A3k, ARES B2 AA 7SS
EEdhe A7 AYsict. A7ZEF SNS Als
AollA AdzRaed Yz 2 ol Ay 23
o7} XM Fa PR FAEHGoH, A
2 ol A7 ARRS FaAb AA7|EAAM T FL
g gcler waEgic) webx] B Ao ok
g ATl 4= gl AHPE 2l H43)
Qonf Hedbs Axs AVAlA 2elEd 5= 9
t}.

X

1. HAFCHA D JIMMA
3.1 &i0] MEES 2 ME|E H|w

E Ao =y v AR sl eE
AlFeEs A8l wlasly] $1sl Michael
Porter?] Diamond Models &3l ALS 4
PR

311 BAX|E

2 Arelre AR o143 Zhiﬁ 4w
Hol ol AA EAZHT A3 B AF4
AR EAARE o 83fe] A3} TS| Anus

Table 1. Social Trust Level KPIs

Factor KPI
. Government’s budget of
Capital Cyber security
. Credit portion of
Capital financial institutions
Factor Skilled Information technology
Conditio Labor skills (most=10)
ns Skilled Cyber Security
Labor Technical Index
Skilled Cyber Security
Labor Organizational Index
Cyber Security Capacity
R&D Building Index
Respect of Intellectual
Customers Property rights
Demand _
Conditio (most=10)
Ons Customers Press Freedom Index
Domestic | Gross Domestic Product
market per capita
Military
Market Defense Budget
Related Social .
& Maturity Crime Rate
Supporti Social
ng Maturity Rule of Law
Industri SOCI%I Confidence Index
es Maturity
Social Corruption Perceptions
Maturity Index
Management | Cyber Security Legal
Firm Conditions Index
Strategy, Management Business expenditure on
Structur Conditions R&D (percentage of
e & GDP)
Rivalry Rivalr Cyber Security
Y Cooperation Index
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Table 2. Standardization conversion example

KPI | USA | KOR Formula USA |KOR

KPI1| 82 37 | (37/82x10)x0.25 | 2.5 | 1.1

KPI2| 23 5 (5/23x10)x0.25 | 2.5 | 0.5

KPI3| 730 | 456 |(456/730x10)x0.25| 2.5 | 1.6

KPI4| 90 | 123 [(123/90x10)x0.25| 2.5 | 3.4

Total 10.0 | 6.6
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Fig. 3. Social Trust Level Result
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Table 3. Factor Conditions

KPI USA KOR
Government's bu'dget of L7 004
Cyber security
Credit port}on f)f financial L 67 L 08
institutions
Information technology skills |67 »
(most=10)
Cyber Security Technical {67 Lo7
Index
Cyber Security
Organizational Index 1.67 1.67
Cyber Security Capacity
Building Index 1.67 2.08
Total 10.00 7.62

AR Bl ARG A gz o] vimEeh #2 A
o2 =ik ITUCA 71et Axr|e o=

ZF8A4+=  Standardization development,
Manpower development, Professional
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AFE wl= 1.674, o] 2.08HoRE ol
25% =& A F53kch
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Table 4. Demand Conditions

KPI USA | KOR
Respect of Intellectual
3.33 | 3.93
Property rights(most=10)
Press Freedom Index 3.33 | 3.18
GDP per capita 3.33 1.65

Total 10.00 | 8.11
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Table 5. Related&Supporting Industries

KPI USA KOR

Defense Budget 2.00 1.03

Crime Rate 2.00 0.29

Rule of Law 2.00 1.76
Confidence Index 2.00 0.80
Corruption Perceptions Index 2.00 1.49
Total 10.00 5.37
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Table 6. Firm Strategy, Structure & Rivalry

KPI USA KOR
Cyber Security Legal Index 3.33 3.33
Business expenditure on
R&D (percentage of GDP) 3.33 5.58
Cyber Security Cooperation 333 333
Index
Total 10.00 | 12.25
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Table 8. Security Control Result
Table 7. Security Control ltems
Control Not Control
Control Items Answer p p
Device Control (USB) 0/X PC A47(79.7%) 12(20.3%)
File Encryption 0/X Mobile 13(65.0%) 7(35.0%)
PC HDD Encryption 0/X E-mail 11(28.9%) 27(71.1%)
Patch Mini?e\/@ent System 8; i Internet 27(34.9%) | 28(65.1%)
nti-Virus P P
o Mobile Camera Control o/X Total 86(53.8%) 74(46.2%)
bile Remote Wipe 0/X
PC mail Storage duration Control | O/X Table 9. Security Control Result (Sectors)
E-m |Mobile mail View duration Control| O/X
ail | Attachment mobile Save Control | O/X Ave Finance Manufac IT
Mobil-mail Contents Copy 0/X ' turing (SW)
C&C Server Control 0/X Control | 53.8% | 71.7% | 55.6% | 38.3%
Inter Webhard Control 0/X
net Https site Control 0/X CN? || 46.2% | 283% | 44.4% | 61.7%
ontro

External mail Control

0/X
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WA 4671 35 F 3370 5 T1.7%A HotE
Control Items M1|M2|M3| M4
Table 10. Security Control Result (Finance) Device Control (USB) | X |0 ] 0|0
G B Y File Encryption O X|0|X
ontrol Items
p ;
Device Control (USB) O]lO0|O]|O ¢ HDD Encryption 0101010
File Encryption X 0 X o) Patch Mgmt System NA| O O O
PC HDD Encryption Ol0]0]|O0 Anti-Virus OO0 |00
Patch Mgmt System 0101010 Mo | Mobile Camera Control | O |[NA| O | X
Anti-Virus 0101010 bile Remote Wipe O [NA|NA| O
Mo | Mobile Camera Control | O | X [NA| X PO 1 st durati
bile Remote Wipe 0|00 O ma C;’Ifs‘iel urationt 6 1o | x | X
PC mail Storage duration - ——
010100 Mobile mail View
Control E-m . 0|0 |X|X
o Mobile mail View Al % o e ail duration Control
rln duration Control Attachment mobile Save vlx|x|x
ai
i Control
Attachment mobile Save NAINAINAINA ' :
Control Mobil-mail Contents Copy| X | X | X | X
Mobil-mail Contents Copy|NA|NA |NA|NA C&C Server Control olololo
C&C Server Control O|0]0]|O0O
Inter Webhard Control NA|NA|NA| O Intir Webhal.rd Control X |[NA|NA| O
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Fig. 6. AHP Result (Matrix)
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Table 13. AHP Result (Weight & Priority)

Factor Weight |Priority
Device Control (USB) 0.123 1
File Encryption 0.116 2
PC HDD Encryption 0.076 7
Patch Mgmt System 0.082 5
Anti-Virus 0.026 15
Mo | Mobile Camera Control | 0.088 4
bile Remote Wipe 0.045 10
PC mail Storage duration 0.045 10

Control

Mobile mail View
E- duration Control 0.046 9

mail -
Attachment mobile Save

Control 0.056 8

Mobil-mail Contents Copy| 0.041 13

C&C Server Control 0.029 14

Inter Webhard Control 0.105

net Https site Control 0.081

External mail Control 0.042 12
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Table 14. Security Control Decision Model

Factor Formula

P=(P1x0.123) + (P2x0.116) + (P3x0.076)
+(P4x0.082)

Mobile [M=(M1x0.088)
Email [E=(E1x0.045)+(E2x0.046) + (E3x0.056)
Internet|I=(12x0.105) + (I3x0.081)

PC

Table 15. Security Control Result (AHP Result)

Control Items USA | KOR
P1 |Device Control (USB) 0.072 | 0.123
P2 |File Encryption 0.048 | 0.116
P3 |HDD Encryption 0.076 | 0.076
P4 |[Patch Management System 0.082 | 0.082
M1 [Mobile Camera Control 0.026 | 0.088
Bl PC mail Storage duration 0.030 | 0.045
Control
o Mobile mail View duration 0.014 | 0.046
Control
73 Attachment  mobile  Save 0.000 | 0.056
Control
12 {Webhard Control 0.030 | 0.000
13 |Https site Control 0.000 | 0.000
Total 0.378 | 0.632
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