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ABSTRACT

As Korea’s industrial competitiveness and technological prowess increase, collaboration and technical exchanges with
contracting companies are increasing. In an environment where cooperation with the contracting company is unavoidable
ordering companies are also striving to prevent leakage of technologies through various security systems, policy-making and
security checks. However, although the contracting companies were assessed to have a high level of security
management the leakage of technical datas are steadily increasing. Issues are being raised about the effectiveness of the
security management assessment and the actual security management levels. Therefore, this study suggested a security
management system model to improve security management efficiency in the general contract structure. To prove this,
analyze the efficiency of 36 contractor companies for the technical datas security management system using the DEA model. The
results of the analysis are reflected in the assessment results. Lastly, suggestions for improving the effectiveness of the technical
datas security system are proposed.

Keywords: DEA(Data Envelopment Analysis), Security efficiency, Security management system
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Table 3. Security Checklist for Technical Datas

Sortation Category
Establish, Operate Self
Technical Datas Management
Processes
Technical | Technical Datas Storage Control
Datas and Management
Maintena | Carry out Destruction Procedure
nce for Project Completion Technical
Status Datas
Operation of Technical Datas
Management System
The Others
Personnel Access
Operation Management(Account)
of Save File and Access History
Technical Management
Datas Technical Security Measures
Storage Physical Security Measures
The Others
Operation of Technical Datas
Management System
Information Security Check and
1st, 2nd Education for Secondary Partner
Security Collaborative Security
Manageme Foundation (Written Oath,
nt Status Basic Transaction)
Confirm Destruction of Security
Documents(Technical Datas)
The Others
Using Secure USB
Control Portable Storage
Control
Storage Permanen'tly De?ete Storage
Medium Devices(Disuse)
Regular Management(Report)
The Others
Operation of Document
Management System
Document Security Class Labelling of
Manageme Printed Materials
nt Document Encryption Action
Regular Management(Report)
The Others
Limit File External Transfers
Operation of PC (Network
Separation) for Technical Datas
Outbound File Deli P
Control ile Delivery Process
Operatation of Approval Process
Regular Management(Report)
The Others
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Table 5. Results of CCR Measurement

Sortation Car Cox?éiliecﬁzlal Equipment
DMU1 93.4 % 100 % 26.7 %
DMU2 45.3 % 55.4 % 22.7 %
DMU3 100 % 33 % 33.3 %
DMU4 41.8 % 53.3 % 14.1 %
DMUbS 21.3 % 46.9 % 7.5 %
DMU6 24.3 % 100 % 21.7 %
DMU7 100 % 24.3 % 80 %
DMU8 100 % 100 % 100 %
DMU9 70 % 91.4 % 15.1 %
DMU10 | 594 % 58.8 % 100 %
DMU11 100 % 82.1 % 59.1 %
DMU12 | 45.7 % 34.5 % 26.3 %
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& 4 9l ZEAo] 100% Pl = vehd A Sales Total IT Investment
=& AdHeR vEgAelet & 4 gtk oF Sortation | (hundred | number of Budget
591 DMU49 7§ 41.8%% 7]€Atg3el gk B million) | employees (i?l?ﬁ)f)d
R E HAEEH R sta e AT S gk DMUL | 280 60 1.4
ol ¢ :[Loﬂ/l = AR & 1:}:]]'}—3]' AL T2E 2 DMU?2 1.328 171 9
oz W5 a4 719 mon M A Rz & Nl T —
U TAYRE welFh S DMU4S] A% e T ey =
DMU3 zZelx DMU11E #Fxrd=z Igst 4 DMU9 1627 100 5
Sk, SA% ol Ao TeAel oulE 2 i = _
Ae ohle FEA4TF BESE AdHCR B8 5w -
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Table 9. Input and Output Value(Car) Table 11. Reference Value to be Improved(Car)
. Actual . Actual
(0] t f .
Number giii;iocr;lo Condition Number ?f}eriufml Condition
of for Technical of ot technicall o) Technical
. . . datas datas
Sortation [industrial Managemen datas Control Sortation |industrial Manasemen datas Control
security t System Inspection security t S item Inspection
personnel (Number) result personnel (Ny ber) result
(point) umber (point)
gﬁg; ; ; ;3 DMU1 1.07 1.44 12.84
DMU4 5 1 3 DMU2 4.41 6.62 45.99
DMU5 1 1 1 DMU4 4.79 3.78 19.14
DMUG6 6 7 36 DMU5 4.71 4.71 35.47
1;31\1245190 f f 513 DMUG | 24.68 28.8 248
DMU1L2 3 7 52 DMU9 2.86 2.86 16.84
DMU10 1.68 2.43 20.92
A&7l 7oz =] S8 3] 2aEel W A DMU12 | 6.56 15.3 126
Ao Besjel. ol x4A EARE] SaE <
Ao el F2g v = 1EAS 483 F o o FrAE AAst A oF she saEel
£ Farstel A 4 9lo s gl 5 alalt
(£10), (F11)S mjggAos s <894
o dlel &4 FAXE A &3 e 7IgES 323 BCC £ Zxt
x| wir)sle] AT 4 gl 845 dis el
Aelet. DMUAS] 745 AJut Aukalze] 52 2 ol dfeli= CCR 2yt tief BCC =¥
wollA] 5HoR Sely 7|eAlm Hakwe] A~ L Al e a g4 24359t CCR 2
2 1A 4tz s AFur ngdew B HAHe] qpReld dAE 7Eskgel Heh nel
T eAmel Bd wake] ZRs 4 vk AL AR wdE L glvke JMes A8 Al
s 9loh, mwat 7)eAln Hokwe] e Atk Hs BCC 23L& qFu5d gt W5S ueste] 28
194 4 57} Uslol ATFare oF 2 9lr}. AF8QlA) A sk WAelrh Fel8ael meh AlEs
o) A% 9lel mEed DMUA dal AdAge  A7H A il Sksk] e Wbt 3
Azstslon] el G4 SgdAg) Lo e = Aol 446l ASBE BOC 20 AN
q
O

2 1078¢] w244 DMUE-l Hs] &84 DMU

Table 10. Reference Value to be Improved(Car)

of dsl Aol 7kl (Z12)F

Table 12. Results of BCC Measurement

Sales Total IT Investment Sortation Car Commgrcia Equipment

Sortation | (hundred | number of Budget L vehicle
million) | employees (hgndred DMU1 100 % 100 % 65.5 %
million) DMU2 68.7 % 76.2 % 100 %
DMU1 280 58.01 1.4 DMU3 100 % 100 % 33.3 %
DMU2 | 1.286.71 171 6.15 DMU4 44 % 65 % 65.5 %
DMU5 23.1 % 93.7T % 79.7 %
DMU4 | 950.98 160 o7 DMUG 80 % 100 % | 663 %
DMU5 | 1.214.05 180 6.5 DMU7 100 % 42.9 % 100 %
DMU6 5638 1300 34.36 DMUS8 100 % 100 % 100 %
DMU9 646.02 100 4.36 DMU9 76.5 % 100 % 100 %
DMUL0 561 7298 5 DMU10 59.5 % 100 % 100 %
: DMU11 100 % 100 % 100 %
DMU12 | 2.569 345.51 7.43 DMU12 100 % 65.5 % 33.2 %
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BCC E3& AHgste] =w3labe ¢ H 58
e AT A3 F84A9 A5 FdS 79.3%.
Hagh> 23.1%E veper 6702 dA7F 100%
2 vepgeh, AesdAe] A Fd2 86.9%, Hx

e 42,94; »}E}‘ﬁc_v% 08 gAZ 100%=
viepdrl, AwdAle] 49 it 78.6%, 33.23%
7} Hxztez aEla 100%e GAE /1R e
whk

BCC Z3& AM3sle] 7|9e] MR 5848
A A3 5449 4$ CCREFT Fdsii
AL ERAL Bl BaAde] B o veht
on AgdAL A EPGAE aFAl vl ZE
Aol & ALZ Jehygrh wbd Adu|gAle] A5

CCR 2383} tp2A 2347 A} vl&] 284
o] =& Ao el {Fr EMEa 2Ag)
3 5894 A% F2719, 19, FA719

o FgAo] F& AR vehton 1 Aol
A egskeh. AL A Tl Farld
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T *e}%"" ‘M TAAl Tl Farlguct
< 2 yepgrl, CCR 237 th2
il ‘%E}‘)r 0121?& 2N Frs) ukeds Ane)
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Table 13. Average Efficiency Measurement for
the BCC(Characteristics)

Average efficiency

Sortation Car COI?;?MC Equipm
vehicle ent

Group, Group 83.2% | 84.1% 100%
Holding | Holding | 76.5% | 88.3% | 76.7%

Conglomer 80% _ ~
ate
Medi
Scale CUUM 05 995 | 92.5% | 100%
enterprises
Small

81.2% | 84.1% | 76.7%

enterprises

324 BCC 2HS AR YZY 58N BA 2

A% A3 uel e
dol FxE AYEE FAT 5 ol
DMU7} ¥]l&2&4d DMU=Z F¥ #Hx =Hox1 9l
o ol 12 8 7l 4 e E A4

e HERd Ao},

8149l 7+ DMU3e] 33, DMU6G°| 43],
DMUS8e| 13], DMUI10e] 43] #x =HgoH
DMUG, 10°] & siAlel wlaf sz T84
< Fe1F 5 dsich AngAe] A vlagAal
dAE=HFe  DMU27F 23, DMU8e] 23],
DMU97} 33, DMUI10°] 63] 3= =35+ 24
g 4 Qi (RIDF (F18)2 HlagA o7 3
e Aol £EA4al rldew Ak Sl N
A AFE veRd Aolrh. BCC 23S AHgsfe] &

-

o

$A AL B Az nEeHoen sy 289
Aol dis) E&Ael EAAE W Sl e 7des
W2 ste] ZfA ek ? e gasel s ek
Aolet. DMU1L02] 745 At uel Adelse] 5
19ellA 27 o2 Fe|a 7]exts Bekde] Alxd
T 1dellx] 32 FAZ AFH 5840
2 7lsAs Bekde] 295 ¥ 5 ode rheAel
s S ARk AAESIAl A S8sd A9t Bt
J

N7 BCCRFE ALste] 5709 ulEgA

Table 14. Efficiency Measurement(Car Company),
Reference Company

Sortation| Car Reference Reference
company count

DMU1 100 % 0
DMU2 | 68.7 % | DMU3,11,12

DMU3 100 % 4
DMU4 44 % DMU3,11

DMU5 | 23.1 % DMU5

DMU6 80 % DMUG6

DMU7 100 % 1
DMU8 | 100 % 1
DMU9 | 76.5 % DMUS3, 11

DMU10 | 59.5 % DMU3, 7, 8

DMUI11 | 100 % 3
DMU12 | 100 % 1
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Table 18. Reference Value to be Improved(Car)

. Actual
o A 2 NAdsol she Sagel HiEk A Number Operatl(.)n of Condition for
A AL A it of Te(;:gscal Technical
Sortation | industrial datas Control
. Management K
security Qyst Inspection
Table 15. Input and Output Value(Car) personnel ystem result
(Number) :
(point)
IT Investment
Sales Total DMU2 3.24 4.37 29.12
Sortation | (hundred ber of | Dudeet
oriation | thundred ) number o (hundred DMU4 4.55 4.66 27.78
million) | employees Tlion)
miliion DMU5 4.33 4.33 26.85
DMU2 | 1328 171 9 DMU6 | 10.58 8.75 45
DMU4 1,149 160 8 DMU9 2.61 3.75 25.72
DMU5 1,328 180 6.5 DMU10 1.68 2.57 22.05
DMUG6 5,638 1,300 42
DMU9 1,627 100 5 325 12 284 =8 4
DMU10 561 320 2
TEEEANS DMUY Aeol dis] w849
2olo] o wl o] od3S HES 7o)z T
Table 16. Input and Output Value(Car) dele] &9 E= gt 9 ASA 7
Aale] EipH oz Agste] AR AR ¥
Number Operation of Corfﬂ;:‘;ur?lf . i‘ll—ﬂf\% _/l: 9}\‘;}‘ 'H—E— 3%%6]_‘01_ CCRoﬂ EH—Eﬂ' j—%}\é
M| Technical | SRR P ZA3ke BCCol g &84 Aoz o] &
Sortation | industrial dat:;ent datas Control A& 4 olvh, FRIEAS ST A9 S89AS
security Sysgtem Inspection 735 S 84.5%, A 30.4% % eyt
personnel | (Number) | 50 AN GA7 100%9] E2de nelrh AesdA
7S AL 13.2%, H1FE 33% = ‘/]'E]'M‘-*EE] 3
DMU2 2 3 20 .
DMU4 2 1 Mo GA7E Z4H AR et X e A
o i SEEE 75% 33&—3— 62.4%. HAzgke 15.1%%2
DMU5 1 1 1 vehton | 2 Yehd olA= 33 o|gdc),
DMUG6 6 7 36
DMU9 2 2 8 Table 19. Results of Scale Efficiency
DMU10 1 1 1 —
. Commercial .
Sortation Car . Equipment
vehicle
Table 17. Reference Value to be Improved(Car) DMU1 93.4 % 100 % 40.76 %
DMU2 65.94 % 72.7 % 22.7 %
Sal Total IT Investment
Sortation (hu?lcfri}d numcl)[;fr of Budget DMU3 100 7% 33 7% 100 %
- (hundred DMU4 95 % 82 % 21.53 %
million) | employees 1lion)
million DMU5 92.2 % 50.05 % 97.24 %
DMU2 | 1.024.8 171 5.54 DMUS6 30.38 % 100 % 32.73 %
DMU4 1,042.5 160 6.91 DMU7 100 % 56.64 % 80 %
DMU5 | 1.005.3 154.27 6.5 DMU8 100 % 100 % 100 %
DMU6 97992.4 55042 209 DMU9 915 % 914 % 15.1 %
DMU10 99.83 % 58.8 % 100 %
DMU9 7,40.04 100 3.69
DMU11 100 % 82.1 % 59.1 %
DMUL0 | 561 75.87 2 DMU12 | 457 % | 52.671 % | 79.22 %
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Table 20. Average Efficiency Measurement for
the Scale Efficiency(Characteristics)

Average efficiency

Sortation Comme Equip
Car rcial ment
vehicle €
Group, Group 84.3% 49.6% 15.1%
Holding | Holding | 84.6% 85.1% 66.7%
Conglo 30.4% ~ ~
merate
Medium
enterpri | 85.1% 63.9% 15.1%
Scale
ses
Small
enterpri | 91.9% 78% 66.7%
ses
Scale Efficiency
120
100 G@%
Efficiency 2g G%
40 Gl
20
0
0 5 10 15
DMU
Fig. 2. Frontier Analysis(Car)
Scale Efficiency
120
100 | gogdbbdd
Efficienc 80
' s @
40 ‘/.\ji’
20
0

0 5 10 15
DMU

Fig. 3. Frontier Analysis(Commercial vehicle)

A7) adze Frass 24 A3 584 A
o} B|ESA JAZ IEE A5 33”4 2}
o] & vehd Zlolt}h. 7191e] SR A4S A

Scale Efficiency
120

100 G
80 *

Efficiency
60 $
40 v
20 &Q
0

0 5 10 15
DMU

Fig. 4. Frontier Analysis(Equipment)
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Table 21. Improved Model(Car)

Sortation An existing Imp.rovc.ed Model
score (%) Application Points
DMU1 12 9.6
DMU2 1 1
DMU3 52 52
DMU4 20 16.8
DMU5 24 23.6
DMUG6 8 8
DMUT 1 1
DMUS8 36 36
DMU9 20 20
DMU10 12 12
DMU11 8 6.3
DMU12 40 35.8

Table 22. Improved Model(Commercial vehicle)

Sortation An existing Imp.row.ed Model
score (%) Application Points
DMU1 4 4
DMU?2 24 22.9
DMUS3 1 1
DMU4 8 8
DMU5 4 2
DMU6 44 44
DMU7 8 8
DMUS 12 12
DMU9 28 26.2
DMU10 12 10.3
DMU11 1 1
DMU12 20 18.1

Table 23. Improved Model(Equipment)

Sortation An existing Imp_Y’OV?d Model
score (%) Application Points
DMU1 12 114
DMU2 20 159
DMU3 ) 3
DMU4 1 1
DMUbS 59 50 4
DMU6 4 4
DMU7 ) 3
DMUS 16 16
DMU9 ) 73
DMU10 ) 3
DMU11 20 20
DMU12 20 156
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