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Today, the world is evolving into a huge community that can communicate with real-time information sharing and

communication based on the rapid advancement of scientific technology and information. Behind this information, the adverse

effects of information assets, such as hacking, viruses, information assets, and unauthorized disclosure of information assets, are

continually increasing as a serious social problem. Each time an infringement of the invasion and personal information leaks

occur, many regulatory policies have been announced, including stricter regulations for protecting the privacy of the government

and establishing comprehensive countermeasures. Also, companies are making various efforts to increase awareness of the

importance of information security. Nevertheless, information security accidents like the leaks of industrial secrets are

continuously occurring and the frequency is not lessening. In this thesis, I proposed a customized security policy methodology
A 7 ofd) AL AR TRt o

that supports users with various business circumstances and service and also enables them to respond to the security threats more
s AdG shlel FEAL s
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confidently and effectively through not a monotonous and technical but user-centered security policy
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Table 1. User classification table
No Staff Role
1 IT
2 Internal Head office
3 Branch office
4 IT(System
Management)
External IT(System
5 .
Intergration)
6 Head/Branch office
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Table 2. Classification of job permissions for
access media

?;af)f WEB |EMAIL| PC |SEVER|DBMS
(0]
1 2 2 1 1 1
2 2 2 1 3 3
3 2 2 1 3 3
4 3 3 1 2 2
5 3 3 1 3 3
6 3 3 1 3 3
4.2 HI04HS) HIUs Ho|
Table 3.2 A2HAE Mgt she A5 A
ol Aol di AEAe a2 Feae] Bial
i},
R EEE R
0 : ATAL A2 Vel
1 gAY A 420 e
R ER E DISERER AT
R EUECIELE EEEE

Table 3. Access authority of access media

Access Wei-
Media aht Contents
3 Able the use of the
Web / Email
Web/ 2 Blacklists Policies
Email 1 Whitelists Policies
0 Disable the use of the
Web / Email
3 Not Install all PC
Security programs
9 Install some PC
PC Security programs
1 Install Core PC
Security programs
0 Install All PC Security
programs
3 Direct connection to
Root Account
9 Direct connection
Server/ to Business account
DBMS Direct connection
1
to User account
0 No Direct connection to
ALL account

4.3 2otEs 34k 9

Table 4.= A}ﬁz}ﬂi B Fold wl B
WY AT ANFOE FEAF, BelLE, w04
99 For Taael AEAT AT A4
of o8 WY AFAE AATEREFA
z29 5(ARREHT Azle] oF)e] F47tES]

7o) Mgk 3470 AHH HALSE sHAAE 9
= BA7FE BolES o B2 nlglo 7 A olslelint

Table 4. Security compliance loyalty table

Weight Contents
S(t;“oon)g - Security threat behavior
N(hzd(()i}e - Security Carelessness
Weak ; i
(15 Simple Mistake
4.4 0|ME= FH9
Table 5. A2wAE Avele 2@ E(rule)

AEes oBAFE Aeldaln 2 oAl 7

A=

Table 5. Abnormal symptom definition table

Access

. Scenario
Media

Excessive network
Web/ traffic occurrs

Email

Network traffic occurs, not
working hours.

Attempt to connect
unauthorized IP

More than 3
Passwords failed

Server/DB
MS

Using risk commands for servers

Retrieve files containing
customer information

Force Shutdown
Security Program

Office PC Boot safe mode from PC

Illegal software
installation on the PC
Reinstall the OS

on the PC
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Fig. 6. User security grade distribution(Refer to
Table 1. for user classification classification)

Table 6. Security policy violation status

Policy Sortation gt %
ber
Ma}lclou; code 316 39
. infection
Security
Compliance K(.aep custgmer
information 78 2.0
within PC
Access Excessive
Media authority 101 2.6
i Using risk
Abnormal commands for 32 0.8
Sympton
servers
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Table 7.2 AMAF HotsFH HekA e
A MAAHE 22 A9} Helgd =8
2l3te] 115+ o= $1¥(danger), 8~10%5+
Fo|(care),5~7 S+ 4l (attention), 1~4
& A4 (normal) SAR skt

198 (danger) AFeAbel] Wid BA Az} A2
wjAle] AZdge] FE& AElelA Table 6.4

ZAbE W83} wsedt AR Habeol Eobaltt

ol rlo 1—4 il

Table 7. Security risk step table

S T Semo T amber [
danger 11 or more 159 4
care 8§~10 570 15
attention 5~17 883 23
normal 1~4 2,211 58
Total 3,823 100
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Table 8. Perform custom security policies

Risk .
Step Security Response
- Security education and
check
Reduce access media and
access authority
Danger - Reinforce third-party
verification for security
exceptions
- Monitoring after blacklist
entries
Care - Send warning statements
Attention | - not applicable
Normal - not applicable
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Fig. 7. Comparison of risk step after performing
user security policies
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