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ABSTRACT

For all the various cryptographic techniques related to security, social technological attacks such as a shoulder surfing are
infeasible to block off completely. Especially, the attacks are executed against financial facilities such as automated teller
machine(ATM) which are located in public areas. Furthermore, online financial services whose rate of task management is
consistently increasing are vulnerable to a shoulder surfing, smudge attacks, and key stroke inference attacks with google glass
behind the convenience of ubiquitous business transactions. In this paper, we show that the security of ATM and internet
banking can be reinforced against a shoulder surfing by using One-Time Keypad(OTK) and compare the security of OTK with
those of ordinary keypad and One-Time Password(OTP).
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Fig. 2. Inserting password 2988 on null keypad
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Table 1. Number of possible 4-digit passwords
for each type

password type number of possible
passwords
(A,B.C.D) 10P4=5040
(A,AB.C) (10C3) (3 (41/21)=4320
(AAAB) (10C2) (2)(41/31) =360
(AJAB.B) (10C2) 4!/ (2121))=270
(AJAAA) 10C1=10
Total 10'=10000
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Table 2. Number of possible keypad positions
for 4-digit password of each type

number of possible
password type keypad positions
(A,B,C,D) 12P4=11880
(A,AB,C) (12C3) (3) (41/21) =7920
(A,A A B) (12C2) (2) 4'/3‘ =528
(A,AB.B) (12C2) (41/(21) ( =396
(A A AA) 12C1=12
Total 12'=20736

3.2 6X12] HYHS

Al AR Tol axbe] viERlEe ARRE] S
Aol AAA elell B thAje] a3t AAelr}. o]
of el B2 veke ovl §4, 7k= SOl vl
FE5 6= vk ARSta 911 TEHl H7 el A
AHEEl = OTPE: 67he] | SAks A8k glch
w2bA OTKS| 67k2] vldmizel] tfak Bekdd 4

& 474 wEEs) 622 uigAY OTPE
Ak oo e 2 o}

Aol 7hEe] A9 nUwEs} 6#le| 2 Eoiut
W HelAo] Folx& vk 7]ERT} 7o} st
Hue] ofo] wolx AMgAle] BEHIJE FUkgh=
@Ae] glch o] W ohEt FrIH o wUWEE
WA oF s A5, AMEAR] vl Sl g et
= 7bEet o] ), ARk s OTK < Al
2lo] djAlghci ARAP) HIERSE TR
W7 slol sz Feto] = 4 9l

OTKelA rdwlz o1 $)x]¢] 7[3l45 doln
AR L - B b R e Ea= e R e K|
Table 3.7 #o] v2th= A

o)
A
VI FEL e Tl IR G} shhal

(AABCDE)

§
D>
U:J
U:J
O
9 4
o
ofl
-,
L T
in=y
T
g
(T
I

=
7]’ %j\l‘ A B C D E.F) +3¢ ndisrc] 27t
3, 1.5v] o wrhe Aolrh. o)A
ZollA] HJEE]L ’“7]' 9= (AB
UM 57} A weke Ay v o

2] BEuE ARl A §] F F3 vUHEs A
At AL AAAHEY HAMIS Zol: wi = 3}

Table 3. Number of possible 6-digit passwords
for each type

password number of possible
type passwords
(A,B.C.D.E.F 10P6=151200

(A,AJAB.C,D (10C4) (4)(61/31)=100800
(A AAAB,C (10C3) (3)(61/41)=10800

)

(A,AB,C,D.E) (10C5) (5)(61/21) =453600
)
)

(10C4) (4C2) (6!1/(2121))

(A.A.B.B.C.D) 296800

C3)(2) (3C2) (61/(3121)) =
(AAABB.C) (10C3) ( )(345)2(00/( ))
(A,AB.B.C.C) (10C3) (61/(212121)) =10800
(AAA A AB) (10C2) (2)(61/51) =540
(A,A A ABB) (10C2) (2)(61/4121)=1350
(A,A.AB.B,B) (10C2) (2)(61/3131) =900
(A, A AAAA) 10C1=10

Total 10°=1000000
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Table 4. Number of possible keypad positions
for 6-digit password of each type

password number of possible keypad
type positions
(AB.C.D.E.F) 12Ps=665280
(AAB.C.D.E) (12C5) (5) (61/21) =1425600
(AA AB.C.D) (12C4) (4) (61/31)=237600
(AAJAAB.C) (12C3) (3)(61/41) =19800
Cy) (4C2) (61/(2121)) =
(AAB.B.C.D) (12C4) (4 ;;5160/()( )
C: (3C2) (6!1/(3121))
(AAB.B.C.C) (12C3) (61/(212121)) =19800
(A A A AAB) (12C2) (2)(61/51) =792
(A A A ABB) (12C2) (2) (6!/4121) =1980
(A, A /AB.B.B) (12C2)(2)(61/3131)=1320
(AL A AAAA 12C1=12
Total 12°=2985984
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Have you forgottenyour password
before?

Are you willing to use a system that
provides equivalent security to previous
system and does not require periodic
password changes?

mYes  mNotresly
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Do you feel OTK is easy to use?

W hard
malittle bit had

measy

Did you feel safer when using
OTK than previous keypads?

mYes mNo

Which keypad do you prefer?

m fixed keypad
mOTK
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Table 5. Number of possible password positions
on different keypad size

keypad password size
size 4-digit 5-digit 6-digit
4x3 20736 248832 2985984
4x4 65536 1048576 16777216
5x4 160000 3200000 64000000
5x5 390625 9765625 | 244140625
Hedl, OTKE non-OTKe} vlw3g w 4x}=
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Table 6. Probability of (4-digit) password
leakage for each type

Password Type Ordinary and OTP OTK :
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Table 7. Probability of (6-digit) password
leakage for each type
Password Type ordinary and OTP OTK
Case 1 1 -
65280
(A'B'C'D’E’F)cmezm,ngmum m,ngﬁﬁs?so
Case 1 1 T
142360
(4,4,5,G,D, ) Case 2 4—535001-@-1)»" < 453600 71425600‘_(71_“,71 < 14251600
Case | 1 o
(A,AA,B,C,D) - 1237600 |
Case 1 1 Srgiet
s 19800
S vy " < 1000 m,ngwiﬂm
Case 1 1 T
(A4,4,B,B8,C,D){— - 534500 |
Case 2 W{("ﬂ),n < 226800 m,n < 5346;00
Case 1 1 b
(A, A,A,B,B,C) Case 2 m’n < 43200 m'" < 792100
Case 1 1 L
(A,A,B,B,C,C) = 19500
Case 2 mm < 10800 m,n < 198?0
Case 1 1 s
792
(4,4,4,4,4,5) Case 2 —Muftn—l)’" <540 7927;"71)% <792
Case 1 1 1980
(4,4,4,4,B,B) Case 2 m,n <1350 W(n—l)’" <1980,
Case 1 1 1320
(4.4,4,5,5,5) Case 2 T ( ,n <900 m,n <1320
Case 1 1 12
AAAALAN e H,_(l"_l),nglo T S22
Szl A EHE AE 7] o3 ARE A
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Fig. 8. Probability of (A,B,C,D) -type password
leakage for OTK(blue) and non-OTK(red)

Table 8. Comparison of ordinary keypads, OTP,

and OTK
ordianry
keypads OTP OTK
needs to know
when succeeds succeeds random
password in user in user keypad to
is authenti- authentica succeed
disclosed cation -tion in user
authentication
able to able to
cos . reuse able to reuse
repetitive reuse password password
use of password . ; ¢
password until user max%nium m?xlmung 0
changes it 0 minute
minute
succeeds
in user needs to
when authentica know
device is N/A ~tion until password
ost user for user
changes authentication
the device
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Table 9. Comparison of authentication methods

ey User & 5
Description NFC SMS ARS Fingerprints Iris Face oTP OTK
Password
1ce
Methed Intelli P ion | P P i Bi Biometric | Biometric | Possession &
Possession
: Fairicni : : : . |Copy & Sp:
How user's authentication is hacked?| Spy camera |Lost device |Lost device |Lost device| Copy Copy Copy |Lost device
camera
Safe or dangerous with hacked
Dangerous N/A N/A N/A Dangerous | Dangerous | Dangerous N/A Safe
password?
Safe or dangerous with hacked
g NJA Dangerous | Dangerous | Dangerous N/A N/A N/A Dangerous Safe
device?
Is user's authentication
Yes Yes Yes Yes No No No Yes Yes
changeable?
Can be used at the unconscious
) Ne Ves Yes Yes Yes Yes Yes Yes No
(sleeping, etc)?
Usablity (User friendly) High Low Average Average Low Low Low Average Law
Econamic efficiency High Low Average | Average Low Low Low [ L
& Change Mot to be | Mot tobe | Mot tobe | Mot tobe | Mot to be | Mot to be | Not to be
Requirement for user g i _ Pratice
reguarly lost lost lost copied copied copied lost
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V. Conclusion
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