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ABSTRACT

Recently, malicious code infiltration and leakage of confidential documents using external USB medium are frequently
occurring in each field. We investigate the media to investigate incidents using external USB media, but there are many
difficulties in that they can be lost or damaged. Ultimately, in order to investigate cases of external USB media, it is necessary
to conduct a direct analysis of the external USB media as well as the system to which the media is connected.

This paper describes an analysis of the artifacts of Windows systems to which external USB media is connected, and how

to check the job history on the media. Therefore, it is expected that the system can be used to analyze the job history of the
USB medium even if the external USB medium is not secured.
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Table 1. System artifacts for job history analysis of USB media

Analysis Target 4, Ay As Ay Ay A
Information Event Registry I;f;p ]ilrl(::jf; Prefetch Icongach
D, | First connected time @) @) - - - -
D, | Connected time 0 - - - - -
D, | Released time 0 - - - — -
D, | Last released time O o) - - - -
D5 | Identification number 0 o) - - - -
Dy | Mounted drive letter - 0 - - - -
D, | Absolute path of file - - ¢) ¢} - 0
Dy | File name - - @) 0 @) @)
D, | Time Info of the file - - @) 0 - -
¢, | Data accumulation o) ) - o} 0 0
¢, | Updating data - - O - O -
¢, | Elimination possibility O O O O O -
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Fig. 1. Analysis about USB media identification
and device identification number
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the USB media_(1)

Fig. 3. Analysis about drive letter assigned to
the USB media_(2)
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imeCreated SystemTime="2016-10-01T10:32:18.3189656002" />
<EventRecordiD>10592 J/EventRecordiD>

Connection event occurred
2016-10-01,10:32:18

<Execution ProcessID="
<Channel>Microsoft-Windows-DriverFram

<Computer>Admin-PC.</Computer>
<Security UserlD="§-1-5-19" />
</System>
<UserData>
- <UMDFHostAddDeviceBegin
instance=" \uMB\283 umEs_??

BSTO OLEPRO OL_PMS000030 .
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m

Uee 2210 @ XML 271

<EventRecordID. ordID>

Release event occurred
< ind i 2016-10-01,11:08:30

<Computer. >.ndmm chComuute >
<Security UserlD="5-1-5-18" /
</System>
- <UserData>
~[<UMDFDriverManageros tshutdown lifetme="{F74A92DB-9F B5-4134-BEE3-
DO29AB6CIAEF]}" xmins:auto-

3 L 08
xmins="http:/ / www.microsoft.com/DriverFrameworks/UserMode/ Event">
<TerminateStatus>0</TerminateStatus>
<ExitCode>0</ExitCode>

Fig. 9. Analysis connection time of the USB
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Select media to analyze

!
Check the USB media

connected time

1

‘ Check drive letter ‘ !

HKLM\SYSTEM\ControlSetoox\Enum\USBSTOR
HKLM\SYSTEM\ControlSetoox\Enum\USB

Microsoft\Windows\ DriverFrameworks-UserMode\ Operational evtx

HKLM\SYSTEM\MountedDevices

assigned to media HKLM\System\CurrentControlset\ Enum\SWD\WPDBUSENUM

)

\ Link file \ Jump file
| WebBroserHistoryfile | Prefetch file

Check the job history
of filesand programs

I i
! Connected Time < Time of taskexecution < Released Time |
i i

i Assigned drive letter to USB media = E:\ example |

Absolute path of files or programs = E:\ Temp\Test.exe i
i

Fig. 10. The flowchart to analysis job history of
the USB media
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Check the USB media

connected time

Microsoft\Windows\ DriverFrameworks-UserMode\Operational evtx

]

Check the job history

of filesand programs

90SystemRoot %\ Prefetch\*.pf

Connected Time < Time of taskexecution < Released Time

{The volume number and volume GUID of local disk} &
{Absolute path of files or programs}

Fig. 11. The flowchart to analysis the attempt
to remove system artifact
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