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ABSTRACT

In recent years, personal information leakage and technology leakage accidents are frequently occurring. According to the
survey, the most important part of this spill is the ’insider’ within the organization, and the leakage of technology by insiders
is considered to be an increasingly important issue because it causes huge damage to the organization. In this paper, we try to
learn the normal behavior of employees using machine learning to prevent insider threats, and to investigate how to detect
abnormal behavior. Experiments on the detection of abnormal behavior by implementing an Autoencoder composed of Recurrent
Neural Network suitable for learning time series data among the neural network models were conducted and the validity of this
method was verified.

Keywords: Insider threat, Machine learning, Neural network, Anomaly detect, Information security
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Table 1. CERT dataset insider threat scenario

User who did not previously use
removable drives or work after
hours begins logging in after
Scenario 1 | hours, using a removable drive,
and uploading data to
wikileaks.org. Leaves the
organization shortly thereafter.

User begins surfing job websites
and soliciting employment from a
competitor. Before leaving the
Scenario 2 | company, they use a thumb drive
(at markedly higher rates than
their previous activity) to steal
data.

System administrator becomes
disgruntled. Downloads a
keylogger and uses a thumb
drive to transfer it to his
supervisor's machine. The next
day, he uses the collected
keylogs to log in as  his
supervisor and send out an
alarming mass email, causing
panic in the organization. He
leaves the organization
immediately.

Scenario 3

A user logs into another user’s
machine and searches for
interesting files, emailing to their
home email. This behavior occurs
more and more frequently over a 3
month period.

Scenario 4

A member of a group decimated
by layoffs uploads documents to
Dropbox, planning to use them for
personal gain.

Scenario 5




AR R 53| =82 (2017, 8) 7617

Z3Fstar gl7] witell o] vhefgt wAAt A9 E Ho
F3 ‘}l\“/}. Table 1= CERT dataset‘ﬂw o] 8}
I 9kE WA 1 AvEleE e 425
A Qg o2 A datasetﬂ]*ﬂ” 7 AvEl e E
Fsls WAL 1~29 EAlska A%, $-27)
ARS8l datasetql r4.2= AVl 1, 2 1.‘ 304,
Alde] L 3 10%e] EAlsta glar, A¥EE $l6l
Ao roMAe Exshs AYElL 4, 59 iR
A5 194 F71 A7

Alde] e 12 AREAE el kA Wd 895
ated S FYsle AdELolx, AL 2+
Hanoh o B2 54 g90E g deoleE #4471
= Adg el AvE e 37 4= AA E=4el
gk Aldg] o]y AU L 5= T8 HoHE el

4R s Aele otk Auele 1.34% 919
P95 st AGATL Dol FA e A2
+ AR AFPHE YA Ha, AL 2
= 54 95 23zt Aele] Panct sEef o
o] Vel Hieh, Avjele 5b BAjelel B2
sz gelo] vl Hc)

3.2 G0l XXz

CERT dataset& ®#¢] A4Ee] d5 215
g2 e 98 Fd=2 A= slok logon,
logoff, SIAle]E A& olvld % U o]5A
txazel HAb o5 tazE oA, AZ s Al
g A7k ¢1e] FAE 9 = logon.csv,
http.csv, email.csv, device.csv I3} YL
9| A3 gFo| g JEs "z e
psychometric.csv, AHAES] A$, A, &5
717k, A7F Z2AE 58 2 LDAP HUR o] F
Sk 9\1\3} t}e-& device.csv Y9 HA=Fzs)
W45 el Eeolth, UmA] gdER g4 Ao
7} %W”J A fAkE FRE FAEC] gtk

Table 2. File Structure of device.csv

Field Content

id primary key

date dd/mm/yyyy hh:mm:ss
user User ID

pc PC ID

activity connect/disconnect
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2010-01-02, login, http, http, email, connect, file, disconnect ... logout
2010-01-03, login, http, email, email, http, file, connect ... logout
2010-01-04, login, http, http, http, connect, file, file ... logout
2010-01-05, login, file, http, email, connect, file, disconnect ... logout

U

2010-01-02, 0, 1,
2010-01-03, 0, 1,
2010-01-04, 0, 1,
2010-01-05, 0, 3
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NENDd
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Fig. 7. Example of preprocessed file
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Table 3. Configuration of Experimental Dataset

Total employees 1002
Insiders 72
Scenario 1 30
Scenario 2 30
Scenario 3 10
Scenario 4 1
Scenario 5 1
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Table 4. Detection result by threshold

0.9 1.0 1.1 1.2 153

Accuracy 0.997 | 0.998 | 0.998 | 0.998 | 0.999
Sensitivity | 0.957 | 0.793 | 0.780 | 0.777 | 0.777
Specificity | 0.998 | 0.998 | 0.999 | 0.999 | 0.999
Precision 0.351 | 0.434 | 0.489 | 0.519 | 0.679
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Table 5. Detection result by penalty

0.1 0.2 0.3 0.4 0.5

Accuracy 0.997 | 0.998 | 0.997 | 0.997 | 0.991

Sensitivity | 0.298 | 0.557 | 0.957 | 0.957 | 0.957

Specificity | 0.998 | 0.998 | 0.998 | 0.997 | 0.991

Precision 0.217 | 0.335 | 0.351 | 0.336 | 0.116
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Table 6. Detection result by Scenario

Threshold 0.9 penalty 0.3
Scenario S1 | S2 | S3 | S4 | Sh

The day

malicious | 6g | 997 | 20 | 9 | 1 | 305
act 1s

performed

Detected 68 | 200 | 17 7 0 | 292
Undetected 0 7 3 2 1 13

Correct

detection 100 | 97 | 85 | 18 0 96
Rate(%)
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