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ABSTRACT

As interest in cloud computing grows, the number of users using cloud computing services is increasing. However, cloud
computing technology has been steadily challenged by security concerns. Therefore, various security breaches are springing up
to enhance the system security for cloud services users. In particular, research on detection of malicious VM (Virtual Machine)
is actively underway through the introspecting virtual machines on the cloud platform. However, memory analysis technology is
not used as a monitoring tool in the environments where multiple virtual machines are run on a single server platform due to
obstructive monitoring overhead. As a remedy to the challenging issue, we proposes a computationally efficient instance memory
introspection scheme to minimize the overhead that occurs in memory dump and monitor it through a partial memory monitoring
based on the well-defined kernel memory map library.
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Table 1. Operation profile for cloud instance
memory dump
Symbol (Object) Overhead

(q) gemu-system-x86_64 34.97 %

(k] copy_page_rep 11.15 %

(k] intel_idle 421 %

(q) 0x2e87c 2.717 %

(q) 0x1332de 2.25 %

(q) 0x58bf 1.37 %

(q) vfprintf 1.20 %

k: kernel function call
q : gemu and I/O function call
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Fig. 5. Performance comparison of malicious
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