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Automated Method for Detecting Use-After-Free Vulnerability of Windows
System Calls Using Dynamic Symbolic Execution
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ABSTRACT

Recently, social security problems have been caused by the development of the software industry, and a variety of automation
techniques have been used to verify software stability. In this paper, we propose a method of automatically detecting a
use-after-free vulnerability on Windows system calls using dynamic symbolic execution, one of the software testing methods.
First, a static analysis based pattern search is performed to select a target point. Based on the detected pattern points, we apply
an induced path search technique that blocks branching to areas outside of interest. Through this, we overcome limitations of
existing dynamic symbolic performance technology and verify whether vulnerability exists at actual target point. As a result of
applying the proposed method to the Windows system call, it is confirmed that the use-after-free vulnerability, which had
previously to be manually analyzed, can be detected by the proposed automation technique.

Keywords: Dynamic Symbolic Execution, Windows Kemel, Use-After-Free, Software Vulnerability
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Table 1. UAF pattern detecting algorithm

Algorithm. UAF pattern detecting

FUNCTION XrefToHere(l, depth) » call chain from NT* to
INPUT lp- initial location here
depth: maximum searching depth WHILE i to depth
OUTPUT T: targeted location list » T = {luw, Lap by XrefTo(Function(l)) » use import library function
b} END FUNCTION
C: possible call chain list » C = {Cp, Cu, Cp,
vy Coy} FUNCTION TraceObject(opl, op2)
Py possible call chain(function list) » Py = IF op2 is (register or stack) THEN
o, Jirewer fiaeom} Ror § « opl
DECLARE [f: locking flag ELSE IF op! is (register or stack) THEN
df: UAF detection flag R or § < opl
ca: user-mode callback address END FUNCTION
R: register name list > target object in register
S: stack location name list » target object in stack | FUNCTION FindUserCallback(leuren, opl)
BEGIN DECLARE X: function list triggering user-mode callback
L « function instruction list of [y » L = {ly, I;, L, ..., I} | «— KeUserModeCallback function starting address
WHILE /yens in L THEN X « XrefToHere(l, 2)
LineAnalyzer(leuren) IF opl in X THEN
IF mnem is ‘mov’ or ‘lea’ THEN return L rens
IF op2 in (R or S) THEN ELSE THEN
TraceObject(opl, op2) DetectUseafterfreePattern(loyem, depth) — » recursive call
IF mnem is ‘call’ THEN return NULL
ca « FindCallback(leurrem, opl) END FUNCTION
IF ca is not NULL THEN
If « CheckLockingPattern(ca) FUNCTION CheckLockingPattern(ca)
IF If is false THEN WHILE /) to ca THEN
df « DetectReuseObject(ca) IF mnem is ‘inc’ and opl in (R or §) THEN
IF df is true THEN return frue
return ca, 7, C, P.  » success finding the pattern return false
return NULL » fail to find the pattern END FUNCTION
END
FUNCTION DetectReuseObject()
FUNCTION LineAnalyzer(leuen) IF mnem is (read or write) THEN » memory read,
mnem «— mnemonic of l.rent write pattern
opl « operandl of Luren IF (op! or op2) in (R or S) THEN
op2 « operand2 of Leumen return true
END FUNCTION return false
END FUNCTION
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Table 2. Experimental results

Detecting pattern type
CVE IDs User ;Pfh:aﬁuﬁﬁfl BSOD. Valid_
callback UAF (depth) Generation test suite
CVE-2011-1241 0O O 2(6) 0O 0O
CVE-2011-1242 (0] (0] 2(6) (0] (0]
CVE-2011-1878 (0] (0] 16(6) (0] (0]
CVE-2015-2360 O O 22(7) 0 O
CVE-2015-2546 O O 7(6) 0 O
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