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ABSTRACT

In the case of electronic payment, the obligation to use the certificate-based authentication was abolished. As Fin-tech service
providers gain autonomy, various authentication methods are provided. SMS, ARS, PIN, Text-passwords, Fingerprints are popular
authentication methods in the mobile Fin-tech services. In this study evaluate the usability and security of authentication methods
in a unified mobile environment. We evaluate the usability through SUS and interview. Also we evaluate the security level of
authentication methods through NIST guideline. At the result of the usability evaluation, Fingerprint authentication method had
been determined as the highest usability, also Fingerprint authentication method had been determined as the safest authentication
method by obtaining Security Level 4.

Keywords: Fin-tech, Authentication, Usability, Security.
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T e Fol Fobr] 2588 Bk ol e Al
AF ol ol Are ARAS TR SleA
+ Slt.

A AF o] M w2 AR TEE ok
o HE olo] PIN % Fdo] B 555 3t
o}, FHolo] 2mlE 7HA 1L v} TinyLock $1%
FHo] C eHs T UmA S FE ZF D
TES WU AR 9% 79 49 Excellent At
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(Table 3 SUs wokeh A AR £Ee] 9% 4 9 8 wa
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& Q% b Akl wistel Atskich. A AL
S E w3 A T3] AR A] sk & « Q.1. dg odF WAL 2] AlgE Holr]
S Ege) A% 58 AR J1E - 18 A A A Fe FT 249 I5Y BPon A¥
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A Bom F 104 FRe Htet AE 2 Satgick whd BLI A Ay sk AF Sk
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NPKI E ARS TinyLock

P |

i i E i Fingerprint

i i 1 1 !

i i ISMS | Smart PIN

! o ! H i i

1 1 1 1
b | D | C 1 | B A | A’
| OK 1 1Good Excellent | Best
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Fig. 1. The usability grade of authentication methods

Table 2. t-test results with SUS score

T2 Al A2 A3 A4 A5 A6 A7 A8

Al -1.062 49717 | 46417 | 4.587" 1.381 7.203" 2.289°
A2 6.1987 | 6.6927 | 6.659 2.569" 8.393" 2.787"
A3 -.868 -.453 -3.517 1.031 2.350°
A4 715 -3.160° 2.633 -1.505
A5 -3.813 2.001 -2.062"
A6 4.800" 781

AT -3.460°

Al : PIN A2 : Fingerprint A3 @ Voice A4 : SMS Ab5 ARS A*6'I Smart A7 : NPKI A8 : TinyLock
P<0.001 , P<0.01 , P€0.05, ns : insignificant at the 0.05 level
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Table 4. Results of the evaluation of the security measures of the authentication methods

°, PIN

Security
Level

Requirements

Al

A2

A3

A4

Ab

A6

Level 1

With the lowest security level, no
rigorous identification is required.

O

It ensures that the same user has
access to protected information or
work, and does not require the use of
cryptographic techniques.

The long-secret authentication value
used may be exposed to identity
verifier.

Level 2

It can prevent eavesdropping, reuse
attacks, and online guessing attacks.

The authentication secret value used
for a long time should not be leaked
to the outside.

Use a cryptographic technique
approved by NIST.

Level 3

Based on proving the possession of a
secret key or disposable password
through a cryptographic protocol.

There is a cryptographic mechanism
that can prevent an authentication
token from being leaked by various
attacks.

Use a cryptographic technique
approved by NIST.

Level 4

Transmission of data must also be
authenticated.

Require strong cryptographic
authentication, use symmetric key,
public key technology.

Password leakage due to malicious
code can be prevented.

Use a cryptographic technique
approved by NIST.

X

)

Result

Level
1

Level
2

Level
3

Level
4

Level

Level

Al : PIN,

PWD A2 : ARS A3 : SMS A4 : Biometric A5 : NPKI A6 : Smart
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Table 5. Usability-based user preference

T2 Autl\l;[e;r‘s;llocsstlon Answer (%)
Priority 1. Fingerprint 157 (50%)
Priority 2. TinyLock 107 (33%)
Priority 3. PIN 34 (10%)

o NPKI 1%(3.3%)
Priority 4.

Smart 17(3.3%)

Voice -

Priority 6. SMS -

ARS -

Table 6. Security-based user preference

T Autl\};[irtlifsstlon Answer (%)
o Fingerprint 11 (36.7%)
Priority 1.
NPKI 11 (36.7%)
o TinyLock 2 (6.7%)
Priority 3.
Smar 2 (6.7%)
PIN 1 (3.3%)
o Voice 1 (3.3%)
Priority 5.
ARS 1 (3.3%)
SMS 1 (3.3%)
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