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FAIR-Based BIA for Ransomware Attacks in Financial Industry
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ABSTRACT

As Ransomware spreads, the target of the attack shifted from a single personal to organizations which lead attackers to be
more intelligent and systematic. Thus, Ransomware’s threats to domestic infrastructure, including the financial industry, have
grown to a level that cannot be ignored. As a measure against these security issues, organizations use ISMS, which is an
information protection management system. However, it is difficult for management to make decisions on the loss done by the
security issues since amount of the damage done can not be calculated with just ISMS. In this paper, through FAIR-based loss
measurement model based on scenario’s to identify the extent of damage and calculate the reasonable damages which has been
considered to be the problem of the ISMS, we identified losses and risks of Ransomeware on the financial industry and method
to reduce the loss by applying the current ISMS and ISO 27001 control items rather than modifying the ISMS.

Keyword: Ransomware, ISMS, FAIR, Financial industry, Risk management

. M B s AMSE iR AREAlEe] SNS ¥
E-mail& AR =9t

1.1 oA75H QEjdle] HFo] Zrigtel uwlel dH JAlz=9

5wk A A Hlx Axds FarAd

Qe wgEel T e SNSH  olee g A8 4+ GEE UE §, 0% A

E-Mail 5 4&%3t= 7]go] e 3 = E

Received(05. 25. 2017), Modified(1st: 06. 08. 2017,

+ FA2}, hsyoon900827@korea.ac.kr
2nd: 08. 01. 2017), Accepted(08. 02. 2017) F L

AlA 2}, kevinlee @korea.ac.kr(Corresponding author)



W E
mr_.p_.u_ﬂwwmm%
T ok 4 -
R TeNe I
U..#OOE o N R o 3
.%&%%% ﬂﬂ%a.ﬂs G
ar_nsng%z; o T o G .
o =B 0 N n\r-]rJ.S X
L g 3 T TEE2E, T %3 1
3 o = n.z,.,didl 1”,M|1 F,A’Mo 3 ~ djo T <
= i el -2 W X" A s N = B oo 7
fild o 3 o o X b3 — u - vt . J—
= e = o M 2 R xarlzﬂ T S = o
ol ok o 3y XX ~< e =hhd = T 5o B w® Of
_ g T T o o <t w = ] nel e PR
DS HOQO#E OEOX ﬂuﬂ.ﬂbdﬂ&JFl ‘Iﬂnno‘hA_loq ﬁ E\Nr,mﬁzyie anuil
i3 T o o P = = O B = Y = g™
]AZ],’oylr Eo,.ml o Y JLXL ™ = oLl Ty
< < ﬁﬂArLOM‘.WAl\m.,._ —_— ,leL%mw oT]‘.&uUF ‘OIL_L\J. Mpol
A Mﬂﬂplu AT7mﬂo il %oi%LnAlmﬂmA :uOlo” M*E ﬂurﬂ.,vdﬂ,nuw <
R [l —_
T SR pEL = N 3 iy T s T £
T X - S A G+ X W T i = =
~ moWﬂWﬂoOo K ﬂxoslzgﬂﬁﬁ.zo@“ﬁ o ﬁmﬁﬁﬂ - <
o 41.,%1?&% %0 _fgaum.z%;.ﬂ%%%MM = loio%mﬂ X
= M.Iﬂu — 0 B = JllHMﬂ TR W — X _ o B X =
< ;ooo - = X = o0 ER.ZOT AEﬂuﬁl = go
I o ke njp X K = S oy HL o o = K _ £y ) = w 5 B
N oo ELZloS = ﬂﬂ_zMnn_vL .oAJ.;uﬂm mk o oo X o
sl W MS&E T+ o ?ﬂLFxo o M A dru 3
F aujo.sw“% 8l @LMLMEIPW%@L1L4LAL® lﬁ% = % o
= ZIZIE %ﬁé%%%umﬁﬂmwzrwmz_o% %4%5@ o ™
Tz - @Qtoﬂﬂoﬁo%mlnﬁ ty & G A 23
Fo 5 o oS ™ N e 2 e 5 _— 03 ._n.ﬂ _ ,J||A lo = ,.nm ~o
3 TETITE o y@%%&a%ﬂ = 2N B o v Ea
: EEEEITEsEy ToETEREE A LTI b
as N _~ X Oﬁ )
= Jﬂ.%%qﬂmﬁoﬂmﬂﬂ ol § R o e _ zwwoloﬂw g S
3 SR o 2 o I 1 ERE D = R = 73
ol #XuLo Jl:uL + Et ) w = in. z
AR vl = S YR Moo TTEE = £
& quﬂu,leMuLor}w ﬂnmmﬂ_ovaﬂaﬁe Eaﬁoxuc.fe o oxX - n 5
- zgywwwﬁmam TERHSE @ﬁ%ﬂ%%ﬂ& N
M]l EéﬂﬁA n,muo],.jameM mﬂhAHMﬂﬂH Nroovﬂgaliﬂw# Ew B z
— f 2 R - _ Ja = 2 5 o o
= oﬂﬂﬁmﬂﬂ‘_ﬂuﬂﬂ N ﬂnﬂﬂ_ﬂ =¥ ur,ouuomamlﬂﬂ Mioﬁ Moo
=< Lo e Eo _— iy =r X _wi olmul N ~ " = ~X O o o, B W X = E l” o e,
~ ‘ul < re 1 LS < = o = g < ° <0 = i o? = E#E nh N BN o
ofo ol il owa 0 ~ ey E ﬁo 0 ) L_L — - OT ot oy < dl by m —_ o = = _— 0
s ﬁky%v. A wnlmﬂwﬂar%mo]}é%i% b < X Ea Uﬂiwﬁ
‘Llﬁ _Fomﬁ ,,Ejlmlla7 —_ Yn,mo_io]mmM]F e S d.LMM J.LWM.AL e OUTﬂlﬂpl
o = a4ﬁﬂU1Aomwl _E]LSL ﬂdq‘o_zo]10u,ﬂﬂ1_. fie ~ o K L
%g%b}}qamn s %31L1Tooam%¢ o oiﬁamiz
‘WEH]UL iﬂ.AT Mf ]mm,l\mﬂo‘ma OLU,HINFLJ“/I.A NR OJH ) ﬂdﬂ\ﬁﬂ_ o —
o;aﬂurwqum %xu‘w{mﬂex% wE® oy LT EE T3 TEE
o R O F = W e G Wl g 9 ERn o) k3 Pz P 7o s o N oy 3 __ o
ol o= o = Hr R ﬂwe_E]mAu utwm_lr ﬂluruzi b mﬁﬂ u;.olwmﬂﬂﬁ
JlL,OIﬂLZ;o‘H L‘I,wu\l .ﬁHlu g;ﬂm.,mo R o JLN‘W Ery,l]] € EEHX ]_l]l XL
X N = o LR 7 © 2 = = o W EN ey 5 = Wr < o <
rin ko T oy o Y ﬁﬂ”ﬂ?ﬂn‘uﬁ Hmmog_,.m o o Ao]oﬁoﬂlLt x° = v = MUT ~ G ®°
~ Eﬂaauﬁlﬁﬂ tuemﬂOﬂﬂowr_ amEooma,JHoUln_un]qollouoflr ﬁhlﬁ% o aﬂoLio.wTﬁa
% s © 1 T Ee Sy Jo = T m <= e o T T+ o < - - AP Y o oF N —_
@ﬂm%o% %ﬂﬁaﬂiyﬂaﬂg ﬂi%gﬁz% ° %%q;iTW
= oy M liétﬁnml%ﬂiax ral 2y ﬂéu T
ﬂﬂ]t OEX.l oq JI,.rou ,I‘IE Ll -~ ~ 001r
paal LS ol = 9 oF N — .fS,Ll = ~ ¥ _LI.L
£ o =] W - ~n oF = P el o oy or o o 2
o e cy¢aﬂ$g7 of g e doae e
euL J-ualﬁo‘._.&f_llﬂﬂ‘lM < ,QA J-1r1r
:.L e Lf — ~ EE N N roX 5 © T < HT A= ‘ﬂl 0 o ,AL =
x@»r%%%g@q@%ﬂﬁAa 122542
X JI]_I . W [
ﬂ.ﬂr%x%ﬂm%ﬁo - o ?atcamﬂmo
Ofoiﬂaax%%den.dcma%‘WEﬂoﬁo
w- oy W.aMﬂﬂﬂ,#;o K =
/\mbwmwﬂowxﬂol.riﬁ]\mﬂ
5T = AT
O‘Ulmmo‘olnzﬂ
‘m/ruT

e 1
iE‘ﬂo]E}l

|

27 (Check)

=

=
Aol X

[

©

(DQ)Y

PDCA 7de
= 03/{_1 ISM
S

3

= AQAA

=3

A1 (Plan)

A=

e

. BSIlA+=

I3 7lgel R 4
v o

u

B
SO 27001014

5

]

=

Akl 7%

1 Aol F4

H
3 A 24
=] 2401] }‘LEE]

H



AR R 53| =82 (2017, 8) 8175

22 (Act)Z <3 o g syste wdlo|t}. A
3. ISMS <% (Establishing ISMS), <3
ISMS 33 #°d(Implement and Operate
the ISMS), A ISMS =JHdz HE
(Monitor and Review the ISMS), A
ISMS #2]9} 7§14 (Maintain and Improve the
ISMS) €] & ARIEH3).
uzkel ARE s RESEE P 5
AAA 73] Alzdlelgta Aosta gl A
Al A EA o] B8 & 5 e AX
o)

ofty. & LAl 3t o5

[e]
T
s
A=

=3

rr

B
ol

o3
o
>
tt
ol e

=
2

=

o
o
>

(e}
e
Lo

>
>
oﬂ’, rg, O.EE, _1& §J9. 2

o o A

IR
>
W

X ol

o
—=

2.2 FAIR Y=0| CHet AN 7
22.1 FAR 2HHE

FAIR(Factor Analysis of Information
Risk)+ 20054 Risk Management InsighAke]
Jack Jonesol &iA A Aot F2den FAIRS
71322 “FAIR ISO/IEC 27005 cook book’ #}
HEe] = gleb(4)(5). FAIRE #2=7) %
F o odE eSS AvE| e ke R B3l
AAoR ZAY ¢ EE 39t} oF nlgeRw

gellxl sl gt AP A 1 Al AlgAHal
AR Frto R B8 rsdlES A HAr

4

Aol Aekd LEF A3E 7] 98, 317 size] 4
o= 32 shgsta W 7heeh ZRAAE AN
stolal 914 qiFe] Wizt LERd og9A 7]esh=
7 BejFo gy FAIRS theket &43 Hoift)

7o) A% EAH G FEA7

E5 9 delels B Agekt gere AXe 9)
A FAAR A WG AT BEG Ao]s)
3 J mE AFAA e 4

r
S
3
2
fl

>
>
k
i
o
i

el Tjg 715
= Rl e PR AN A Hloly]

=gl 7hliA=
QN R B A
AR 225 gl
20169dell AYRE cheksl Afoln] W
A

FAIRE 7Mke2 & A5 thedt mde o
Zalm Agdleeh AR BHalele] A5 WAL
947k Folnet Fasta gHe FAA 0 7
ducks A0 la WA 24 Aart 75



ko o Az} e 221814
SAE 2 4 ook

)

3.1 ISMSOil FAIR H&E

Fig 19] 7% ISMSE ISO 27001914 Altsh=
PDCA =& §8 $odsle elolel. 1SMSe] 7
S elazol g3 P HeFee] o] ols
oh. FAIRS 4% slslel Ao sle] 71sa
ISMSS] PDCAS] @elsh Al wAle] Agslel
ISMS®) wAA FAdl elzze] i Tt
sfet @ el sl Aol 7Fssiel.

© Plan Associative

Establish Organiza tion
IsMs

9 Implementation Management and o
and application improvement of
Do of IsMs 1SMS Act

Monitoring and
reviewing
IsMs Stable
s information
eChe:k security system

Fig. 1. Applying PDCA on ISMS(3)

3.2 FAIRY Bl 24 diY

B dFoxE Measuring and Managing
Information Risk: A FAIR ApproachelA A
Al BE 2 88 5 FAIR 4 3ot

FAIR W2 7t Az E)] gk 42 Very
Low ¥ Very High7tA 5itAIZ FE= o] %7}
=t} Fig 2 & FAIRY A Za2A~E vepd 1
olt}h(10).
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Fig. 2. FAIR risk analysis process
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3311 Ao AlD 2 XpAF Al

QuolA AR BH L A FEAY FARE
717F & et g Table 1.2 Al¥sgi}.

Table 1.914 AdFEa v AR d=2] Al
shA FEAAI AT AR B4 Fame] e
FARHE7ZHE vl e 2 A =gl
Table 1. List of asset

Classification Description

Management Management strategy,

Plan Document Finance, Accounting, ect.

Management Personnel Management,

Support Training, General Affairs,

Document Manager, ect

Busi Product, Financial
usiness Inst " tract

Document nstrument, contract,

Personal Information, ect

General .

Document Risk Management

7] Sla) qre] Z]akAAl

S <l el o 2

o

oS
RS =2
& stk

Table 2. Intimidator analysis
Intimi- Cyber criminal Countr
dator y y
There has been Cyber terrorist
Reason X attacks have
attack through )
for R - occurred on
. ansomeware S A
Selection e major facilities
are increasing
of Korea
Motiva- Financial Nationalism
tion
New tactics of
Participate in gathering
practice information /
Major legitimate or Making
Intention | illegal activities country’s
to maximize financial base
financial benefit | and information
hostage
Preferred Fman.clal and Critical financial
private .
Target . X infrastructure
information
Well-trained and Acquired hlgh s.kllls
.. . through training
Ability has professional q
skills and open to
unlimited resources
Degree of | Min | Ave | Max | Min | Ave | Max
Danger H | VH| VH | VH| VH | VH

TEPE Al=sl7] fl3) Aal A F&3l4kl 5704
kSR 37574 34 Alme] I Y

Zo
<)
72 71%& A3k Table 3.9 Z3E A1)

TCAP A&
o]

e ‘I’IEH ‘l’]?sé]%_g

F 83k

o

Al AR

°‘=l' 2~ ololy] 7@0]]/({

°
7/1‘?5 T mamd

Gilbert Alaberdian 3|#A5F& AFEsIACH(11]).

O

Table 3. Table of criteria for TEF

Rating Description (Monthly)
Very High(VH) over 100 times
High(H) 30~99 times
Moderate(M) 10~29 times
Low(L) 1~9 times

Very Low(VL)

less then 1 or nothing
happens

Table 4. Table of criteria for TCAP

. Description
Rating (Hacker level)

Very Discover new vulnerability,
High(VH) Able to implement scripts
High(H) .Able to apply known

scripts to targeting system
Able to modify
Moderate (M) scripts and understand
hacking method
Able to attack as existing
Low(L) . ,
scripts are created for
Able to execute simple
Very .
hacking command and
Low(VL) !
hacking program
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3322 RS & VUL Al

Table 5.= = = ey

AT FAL FAT Afelr] VUL 4% slald
A

+= TCAP3 RS9

Table 5. Table of criteria for RS

Description
(% passed among trial)

less then 2%

Rating

Very High(VH)

High(H) 3~10%
Moderate (M) 11~20%

Low(L) 21~30%
Very Low(VL) 31%

3323 LEF & SLEF AEES st X|=E

LEF= VULl 98 Avie]Lel wpe} 252] ¥
37} Z 23t} SLEF= TEF¢ SLE (secondary
Loss Event)®] %A #Eo| 3o 7+ DDEI,
Fire eye, V35 £33t & 7|dte 2 A&siqdr}.

Table 6. Table of SLEF range

Rating Lo nd | Eed
Very High (VH) 90% 100%
High (H) 70% 90%
Moderate (M) 30% 70%
Low (L) 10% 30%
Very Low(VL) 0 10%
333 Mo AtTIof ciSt Risk A& EHA

3331 PLM SLM AFES 23t %|

—

FH

PLMs} SLME Svis] F4] guuet 53
3 A%e $Aste] the Table 7,88 £% sk}

(12].

Table 7. Content of PLM for estimating loss
amount

Loss Type Cost
.. Productivity loss due to loss
productivity
event
Time spent in investigating
Response

and dealing with the event
Replacement of systems or
data might be required

Replacement
& Restore

Table 8. Content of SLM for estimating loss
amount

Loss Type Cost
Incident involving sensitive
customer information,
Management
management of costumer,
business parter and ect.
In order to decrease the
Investment further attacks, additional
investment is mandatory
Reputation damage is a
. potential outcome from any
Reputation breach of sensitive customer
information
PLM®] <8 7F25 dotslr] $18 AA Hdsle]
Ao o3 wAg A& 7]%2& AbEEtelaL
SLM +=28] 7% @l 34 HA A o$3]
gk FHE IA F54

Ee® A ]—‘ﬁl ALA|
o gk 34 A Al H$ 9L A sk
Table 9.3} Zeo] AH&EH},

Table 9. PLM/SLM loss amount (unit: BTC)

Ratin Range Low|Range High
8 End End
Very High (VH) 153 1 _
(group)
High (H)

(department) 511 153
Moderate (M) (team) 15.4 51
Low (L) (same work) 5.2 15.3

Very Low (VL) 0.5 51

(person)

3.4 AlL2|2 ¥ OR(Overall Risk) &tE
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341 7}s8 YIEEM AlLi2|2

Table 10¢14 CC+ Cyber Criminale]w <%
2}, AP¥E Authorized Personale]l™ H3F gl
32}, Threat typedllAl MAE Malicious Action

ol 7] 2 ARLGFEE ¢vistt}l. Threat effectel
A A+ Availabilitye]|™ ¥4 &35 9wt}

Table 10. Possible risk scenario’s

Table 12. Matrix method of LEF

VH M H VH | VH | VH
T | H L M H H H
E| M VL L M M M
F L VL VL L L L
VL VL VL VL VL VL
VH H M L VL
LEF RS

Table 13. Matrix method of LEF

. Intim | Threat | Threat
NO Risk Asset idator type effect
Management
1 Plan CC MA A
Document
Management
2 Support CC MA A
Document
3 Business AP MA A
Document
4 General AP MA A
Document

>,
i
Ach
fo
=
= o
H
=
=)
1o
o,
o
m}‘z
o
¢
©
o,
1o
o
1

3} Table 117} AF=E9lx VULS VHE #A 5
sk,
LEFZ =3317] 98 VUL® TEFS A4 sk

LEFe| A4 S04 345 37 fa82 24
g A3}y HAEo] 2% 2 AEEe] SLE%E L
2 &A= SLEFE Table 13.9F 7] VL7} =
Za.
Table 11. Matrix method of VUL
VH VH VH VH H M
(TJ H| VH | VHE | H | M | L
A M VH H M L VL
p L H M L VL VL
VL M L VL VL VL
VH H M L VL
VUL RS

VH M H VH | VH | VH
L| H L M H H H
E| M VL L M M M
F| L VL VL L L L

VL VL VL VL VL VL

VH H M L VL

dAdde] w4 A Al Al FF
g on]8-S AR gy B Fde 2o
Ao A& M&A ¢l AR <lg FsFdal
H ng 39S 7]F0 7 sfo] 375 H|EFS A
A slgdrh. Table 9.% %3] PLM& H, SLM&
VHZ A4 =i},

PLM, SLM, LEF, SLEFZ matrixel #-&3}7
9 Table 14.¢} o] PR3} SRS Mo AH=¥t}.

Table 14. Matrix method of PR/SR

VH M H VH VH | VH
P/S H L M H VH VH
L M VL L M H VH
M L VL | VL L M H
VL VL | VL VL L M
PR(Light VH H M L VL
grey)/SR LEF/SLEF
(Dark grey)
Table 15. Matrix method of OR
VH VH VH VH VH VH
H H H H VH VH
SR| M M M H H VH
L L L M H VH
VL VL L M H VH
VH H M L VL
OR PR
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Table 16. 4 Scenario result

No | TEF TCAP RS VUL LEF | SLEF PLM SLM PR | SR |OR
1 L VH M VH L VL H VH M| M| H
VL VH
2 VH H H M VH M (1 server) (24 billion won) | M | VH | VH
(3000 BCT )
H VL
3 VH VL VL M VH VH (Thirty thousand (177,152 won) VH| M |VH
won ) (,0.2 BTC)
VL VH
4 VH VH M VH VH VL (1 server) (24 billion won) | M | M | H
(3000 BCT )

A% PR3} SRS vlgke 2 ORE AkEsh =9
Table 15.2 o] H7} AkZo] =} x| 371¢]
A e e S F8k ORS AMEsHAl =4
Table 163} 2 A7} AEE}

343 M2k 25 24 A

= = = =

M

N

249l Riskes AFEsl7] $lajAs FAIR W2
°ﬂH Al gsh= Table 17, 18.5 Eafo] A3t}
Z AL 145 9 v-_OH:Lou AEAL Ea)
o =57 Table 19.0] E25c}.

FAIRE A w4 %]"17} S Akdel WA &
A ERjder s, A ThsE Al

Fole] H%q, Adghe wEsan

J

rie

rhr 32
o

Table 17. Method for estimating loss amount

‘obabilit Expected
Ttem | Amount | PTOPaPHHWY value of
range
damage
max a Axa
PLM A min B AxB
max a Bxa’
SLM B in 5 BxB

Table 19. Final loss amount for each scenario

Table 18. Method for estimating final loss

amount

Maximum value

Minimum value

(Axa)

+ (Bxa)

(AxB) + (BxB)

o e k2
2
w2

-
u ;, i‘
4 32w

R
2
ok
olr
e

Holek, A =

stol A g A W Abs el o
Wk} o] A 715 E
Zie] obd ISMSe} ISO 270014

FAtell A A5 dlolE 2 AR
02 AP el ALH 7 g)= [SMS9}H

3} 24 ol ,]47324

H
%oa] T M‘;}*“

% 53 4
A% A% @
% uhg
A el

No | Risk type | Probability Range | Loss | Min Loss | Max Loss Mi,;logg‘iss M?F}Ztlé(l)ss
! sle)é;r;lg;yy 0(')1:0(,)13 35725 5(')2 é?g 5.2 53.1
’ SEELTSQL 0(.)39:()% 3%010 %905(? 251'010 904.59 2105.1
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4 oecondary 001 e T i 4.59 305.1
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4.1 =8UAQ g Table 20. ISMS/ISO27001 integrated control
item
] EdlEdE Y ol Heks BAEY| No | Control item (ISMS) Control item(1SO
S18) oA SALe] AR RES BRl & A3t 3] S B 21000
SN A e AR §F A ol F 1 [nformation [nformation
- security policy security policy
oxlE e X 2 o|fA ZoAll mo Ex=
R R _°m2 —"]oﬂA FEihe W A Information Information
F3 ARwE AAAE ARt AATE 2 2 security security
a3k A|&Ael BAS Eslo] wWilsls 349 s organization organization
AAS L A4 w5 B S1gel ol & % 9l Outsider
] o o1s .- security/Education q
T2 3 N2 Y3l etz it 2z A 3 and uman re§ources
Elol WAl S B4 B3ty 9l AR B E 5y Training/Personal security
T Beb AlawEs FAsk gt security
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Table 21. Result after applying controls

Min Max Min Max
No loss loss loss loss
total total Make total | total

1 5.2 53.1 secondary 5.2 15.6
2 | 904.59 | 2105.1 | lossto 0 | 459 5.1
3| 51.86 | 57.63 51.41 | 57.13
4 4.59 305.1 4.59 5.1
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