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Effective Countermeasures against Vulnerability Assessment for the Public
Website of Financial Institution
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ABSTRACT

Security issues arise due to various types of external intrusions as much as the rapidly changing IT environment. Attacks
using vulnerabilities in web applications are increasing, and companies are trying to find the cause of the vulnerability, prevent
external intrusion, and protect their systems and important information. Especially, according to the Supervision Regulation, each
financial institution and electronic financial service provider shall perform vulnerability analysis evaluation for the website for
disclosure once every six months and report the result to the Financial Services Commission. In this study, based on the Web
vulnerability items defined in the Supervision Regulation, based on the inspection cases of actual financial institution, we analyze
the most frequently occurring items and propose effective countermeasures against them and ways to prevent them from
occurring in advance.

Keywords: Vulnerability Assessment, Web application, Secure coding
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Financial Services Commission Web

Service Vulnerability

Vulnerability

Buffer Overflow

Format String

LDAP Injection

Excuting Operating System Command

SQL Injection

SSI Injection

XPath Injection

Directory Indexing

Information leak

Malicious Content

Cross-Site Scripting

Weak String Strength

Insufficient Authentication

Recovering Weak Passwords

Cross-Site Request Forgery (CSRF)

Session Prediction

Insufficient Authorization

Insufficient Session Expiration

Fixed Session

Automation Attack

Missing Process Verification

File Upload
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File Download

24 | Admin Page Exposure

25 | Path Tracking

26 | Disclose Location

27 | Data Plain Text Transmission
28 | Cookie Forgery
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Table 2. OWASP Top 10 2017(7)

Ranking Vulnerabilities
Al Injection
Broken Authentication and
A2 .
Session Management
A3 Cross-Site Scripting
A4 Broken Access Control
Ab Security Misconfiguration
A6 Sensitive Data Exposure
AT Insufficient Attack Protection
A8 Cross-Site Request Forgery
(CSRF)
Using Known Vunlnerable
A9
Components
A10 Underprotected APIs
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Table 3. OWASP Top 10 2017 and Financial
Services Commission Web Service Vulnerability
Mapping

OWA.SP Financial Services Commision
Ranking
- LDAP Injection
Al - SQL Injection

- SSI Injection
- XPath Injection

- Weak String Strength

- Insufficient Authentication

- Recovering Weak Passwords
A2 - Session Prediction

- Insufficient Session Expiration
- Fixed Session

- Cookie Forgery

A3 - Cross-Site Scripting

- Missing Process Verification

- Insufficient Authentication

- Insufficient Authorization

A4 - Excuting Operating System
Command

- File Download

- Path Tracking

- Directory Indexing
- Automation Attack

AD - Admin Page Exposure
- Disclose Location
A6 - Information leak
- Data Plain Text Transmission
A7 - Automation Attack
A8 - Cross-Site Request Forgery
(CSRF)
A9 - File Upload

- File Download

A10
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Status Analysis
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Fig. 1. Procedure of Vulnerability Analysis
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Table 4. Frequency by Vulnerability(A Financial
Institution Recent 3-Year Check Results)

oii?i{er?ie Vulnerability

1 Information leak
2 Cross-Site Scripting
3 Malicious Content
4 Data Plain Text Transmission
5 Insufficient Authentication
6 Insufficient Authorization
7 Missing Process Verification
8 Fixed Session
9 SQL Injection
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Fig. 2. Softtek Vulnerability Statistics
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3.3.1 Buffer Overflow

3.3.2 Format String
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3.3.4 Excuting Operating System Command

3.3.5 SQL Injection
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3.3.6 SSI(server side include) Injection
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3.3.7 XPATH(XML path) Injection
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3.3.8 Directory Indexing
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3.3.10 Malicious Content
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3.3.11 Cross Site Scripting
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Function Filterlinput As Sring)

Dim output As String = input Replace("<" "&lt")
outpat = output Replace(">","égt")

Retnm oufput

End Finction

Fig. 3. Cross-Site Scripting Prevention Example

3.3.12 Weak String Strength
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3.3.14 Recovering Weak Password
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3.3.15 Cross Site Request Forgery
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3.3.16 Session Prediction
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3.3.17 Insufficient Authorization
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3.3.19 Fixed Session
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3.3.20 Automation Attack

Fig. 4. CAPTCHA Application Example

3.3.21 Missing Process Verification
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3.3.22 File Upload
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3.3.23 File Download
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Fig. 5. Admin Page of WAS
3.3.25 Path Tracking
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3.3.27 Data Plain Text Transmission
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3.3.28 Cookie Forgery

A BIEA 92 F715 AHEsle] 7] 4l
A 53 2 F7] 3 WERE 53 e A8l A
58 5% 7bssHl sk Ao o 7] Al Bt
Jo] 738+ Server Side Sessiong AMEsla F7)
o ZeAREMEHE FEEHE AFHE 5)
155 FA3, oA 4 §lo] FeAHRE AMEso}
& A fele stustste] Alg-ghel

3.4 FAH oS IS met
341 AF0ZEY n=s

hEUS] Bl sk Fig. 6.4% nek Qs
A8 T5%E Ak NE: SEZeaY oA



893

] (2017, 8)

A H 10 553

Application

Web Server

Network

Transport

E:

% w7 Ak

o:]a:

e

Zole}.

HAE A 2gofA] ]
3)

M=
oio]:

g
£
3
£

344 AlL2|2 7[Hto|

e Akt 716

75%

3% 10 %

Occurrence frequency  0.5% under

A=z 17 A

Fig. 6. Frequency of security accident

Z 2 e

olv] A

cha oeld gl

R

LEEEE

7143l

<ol &

olel A}

st =},

et

¥

Wy

i

2 2

oeb(11].

2
=

V.

& AR
]

pLmAR-E

Ziekela glet. o)Al 5571

o=z}

Fo

o
=

3

A

iAo el A=

44 4j0]3t of
Ae 2H3] GIste] Aepdom WAl A5

OME

o

Folgrt 4 wold eole)

3
U

o o

okx]
e

]

=]
=

o] 2]l

w
3]

i
—

R

5

EEY

B o
=

Hr

7toll wete] &

e

3

h
xR

of X
- ofy
)

iy
X, R
Gl
)

CRESL R

&
ﬂm
M
o
1] BT_
M R
or
% N

bl

Hom

T
o

i 74 miA] Adajsjofor &

" 7
& g 9l

B
o4
o= A

& N

ok
o}, 22 o]

%
pis
Sis

2
A3t

SEELEL:
e

151

o ok A

=i
=

zlo He HA 75

343 AA|

W E N T T TN AR
L - do__ T o N m
ﬂA.l Oo_l JDMﬂ:OEX

. - TR [ B
BR8P AN
(ol R I T v R
GV G T
= o 4= X o Y <=
loaoﬁumlﬂoﬂ%oodlﬁ#

LR E T RE g B
T d 8y FRE
o_wﬂoA.moT‘mu,.r‘mﬁLﬂ N
PN
AT AL AR L ®
' — —~ K e o
Lo P g T E e R
=N | R e R
D e ac X
Mo = X WON (] R

- T X o=
,Urq Oowo‘l;oLXUIro
Aol Eaa_ﬂn e 2 o x°
. 1rL.AL._ XA . GR
g oR ™ o N
TR AETey | T
FRRD o LR

o Hn X of W of T o o Ay
7o DK R R oW O
"Moo M B F T WR T W
.MHOL NE LOLEIWE

- ft —
ﬂmaxmm 1._A|%M op X
e PE T e Ty
St ZTWHTET&H%Q
Ry o p X T W ER
R o, wa e
T T Wt T
T T odo G A
]ri.‘lrji Ao e O b
B e mxlaR
‘.moo,*oiﬂa ﬂu]ﬂﬁfﬁ._dlﬂmowﬁ
Hfﬂﬁlmmrﬂoﬁa lmnﬂlq,\wﬂ%o
%M%%lﬂl@uﬂﬂ%?
—_— [evipye
R = B A
T — CARAY _l]11
momﬂatﬁdl&m_ixﬁmﬂouu
I AR A I SR
Ao e X F T e W R o
HTAL‘QIWHoMﬁE Hmmﬂ WT_
ﬂﬂﬂ%%%ﬂﬁuﬂm%ﬂ

N -

K I Nl S
w DA ER A M X5 o) T R
S T o



894 FH713 L FollelA] Hobd AH el gt AEHQl Al
References “Vulnerability Analysis and Threat
Mitigation for Secure Web Application

(1) I NEWS24 Broadcast, By 2016, a massive Development,” Journal of the Korea
security incident” http://news.inews24.c Society of Computer and Information,
om/php/news_view.php?g_serial=1017 17(2), pp. 127-137, Feb 2012.
593&g_menu=020200, Apr, 2017 (7) https://www.owasp.org/index.php/Top

(2) Autumn Byeon and Jong In Lim and ~10_2017-Top_10.

Kyong-Ho Lee, "A Study On Advanced (8) "Survey and Analysis of Web Application
Model of Web Vulnerability Scoring Vulnerability and Inspection,”
Technique,” Journal of The Korea Industry-Academia Collaboration
Institute of information Security & Foundation of Seoul Women's University,
Cryptology, 25(5), Oct. 2015. KISA, pp. 157-168, Dec. 2014.

(3) Keun-dug Park and Heung-youl Youm, (9] Yeon-Soo Choo, “A Study on Intelligent
‘Improvements of Information Security Method of Vulnerability Analysis for
Level in Electronic Financial Secure Application,” Department of
Infrastructure(By Analyzing Computer Science and Engineering
Information  Security = Management Graduate School of Soongsil University,
Level),” Journal of The Korea Institute pp. 31-33, Jun 2016.
of information Security & Cryptology, (10] Lo R.. Kerchen P., Crawford R., Ho W.,
26(6), Dec. 2016. Crossley J., Fink G., Levitt K., Olsson

(4) Jung-Sook Kim, “Secure Coding for R. and Archer M., “Towards a Testbed for
Software Security,” The Korea Contents malicious code detection,” COMPCON
Association 11(4), pp. 56-60, Dec. 2013. Spring '91. Digest of Paper. San

(5] Young-Jik Kim and Bong-Nam Noh, Fransisco, CA, pp.160-166, Feb-Mar.

(6)

“Study on the
Defacement Incident and Defacement
Hacker  group.
Symposium of the Korean Institute of

trend Homepage
Proceedings of
communications and Information

Sciences, pp. 695-701, Nov. 2008.
Jae-Chan Moon and Seong-Je Cho,

1991.

Min-Seong Seo, “A Study on Threat
Scenario-based Security Vulnerability
Analysis.” Dept. of Information Security
The Graduate School of Information &
Communications SungKyunKwan
University, pp. 38-48, Jun. 2011.



AR R 533 =EA] (2017. 8)

895

(M X274

1 & 2 (Hyun-Jin Park) #39

19939 29 F=ofta AxpA A} 24 (3}
20039 8Y: Frdigta FuFHn 29 (A4
2015 ~&A0: wedesta A B H sl AakatA
(FAop) Hobd A5k, AnuE AA gLz &

71 a1 A (In-Seok Kim) A3

19734 29 Fdvjsta A4} < (A}
200349 29 F=oista AW R s} £9] (44
20084 2¥: mEdgn JrAFFstt S (A
20099 ~&A: we sty R E skl 2
(FA)F-o}) Aalggwel, 1TZAN, AAF4H T



