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ABSTRACT

Cryptography implementation over lightweight Internet of Things (IoT) device needs to provide an accurate and fast execution
for high service availability. However, adversaries can extract the secret information from the lightweight device by analyzing
the unique features of computation in the device. In particular, modern ARM Cortex-M3 processors perform the multiplication
in different execution timings when the input values are varied. In this paper, we analyze previous multiplication methods over
ARM Cortex-M3 and provide optimized techniques to accelerate the performance. The proposed method successfully accelerates
the performance by up-to 28.4% than previous works.
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Table 1. Cortex-M3 instruction set summary

Assembler Description Cycles
ADD Addition 1
MOV Moving 1
MUL 16—1.01‘5. w1s.e )

multiplication
9 bit wi
UMULL 32-bit wise 3/5
multiplication
UXTH Unsigned halfword 1
LSR Logical shift right 1
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Table 2. Clock cycles for UMULL instruction in

Cortex-M3 processors (2]

Condition Cycles
Either operand zero 3
Both operands <16-bit 3
One operand <16-bit & other 4
operand ) 16-bit
Both operand )16-bit 5
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Table 3. Constant time implementation of

UMULL (3]

Input: operands RO, R1
Output: results R2, R3

: TST R1, #0xFF000000

- EOREQ R1, R1, #0x01000000
: UMULL R2, R3, RO, R1

: EOREQ R1, R1, #0x01000000
© SUBEQ R3, R3, RO, LSR #8

: SUBEQS R2, R2, RO, LSL #24
: SBC R3, R3, #0x00000000
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Table 4. Previous Multiply Accumulate operation
for multiplication (5)

Input: operand pointers R8, R9
Output: results R3, R4, RH

: MOV RI1, R8
: LDR R1, [R1, #offsetl)
: MOV R2, R9
: LDR R2, [R2. toffset2)

»kaL\DH

: UXTH R6, R1
: UXTH R7, R2
: LSR R1, R1, #16
: LSR R2, R2, #16

oo =31 o Ot

9: MOV RO, R6

10: MUL RO, RO, R7
11: MUL R6, R6, R2
12: MUL R2, R2, R1
13: MUL R1, R1, R7

14: MOV R7, #0

15: ADDS R3, R3, RO
16: ADCS R4, R4, R2
17: ADCS R5, R5, R7

18: LSL RO, R6, #16
19: LSR R2, R6, #16
20: ADDS R3, R3, RO
21: ADCS R4, R4, R2
22: ADCS Rb5, R5, R7

23: LSL RO, R1, #16
24: LSR R2, R1, #16
25: ADDS R3, R3, RO
26: ADCS R4, R4, R2

27: ADCS Rb5, R5, R7
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Table 5. Proposed  Multiply  Accumulate
operation for multiplication

Input: operand pointers R8, R9
Output: results R3, R4, RH

1: LDR R1, [RS8, #offsetl]
2: LDR R2, (R9, #offset2)

: UXTH R6, R1
: UXTH R7, R2
: LSR R1, R1, #16
: LSR R2, R2, #16

o Otk Ww

: MUL RO, R6, R7
: MUL R6, R6, R2
: MUL R2, R2, R1
© MUL R1, R1, R7

o © 00 =3a

1

11: ADDS R3, R3, RO
12: ADCS R4, R4, R2
13: ADCS R5, R5, #0

14: ADDS R3, R3, R6, LSL #16
15: ADCS R4, R4, R6, LSR #16
16: ADCS R5, R5, #0

17: ADDS R3, R3, R1, LSL #16
18: ADCS R4, R4, R1, LSR #16
19: ADCS R5, R5, #0
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Table 6. Comparison of execution timings (in
clock cycle) for Multiply Accumulate operation

Micro-ECC (5] This work
ADD/ADC 9 9
MOV/UXTH 6 2
LDR 2 2
MUL 4 4
LSL/LSR 6 2




948 ARM Cortex-M3 AbellA] -2 F-A ¢l 7

A Aol A FA A3l WA A 5
Fozd F7 ATEE A7) g8 et A4
2H9) AT AT 5 e A AT G

el alake] dold Felshel QA4 pA4ES 3
Vg AshEolv] o Aol A} ;EE thy F

ZrellA] gelzlsstetl)

Micro-ECC9 MAC 71%3 Ak MAC 714
+ o]&3ld ECC 32 RSANA AMgsl= Ak 2
ofell thgk <At 7:“}— gelsl] 23 Micro-ECCH

73 256 HIE AAkS flsiAl= of 3,528 ZEol
ZnEw 2048 WIES] Hfel= oF 203,700 =2
o] awys sld o glr} bl Atz 71
o] Zgell= 256 HIE odake] 7§ oF 2,688 2E
o] ZrEw 2048 W|ES] Hfell= of 145,908 &
o] axys e ¢ gvh. webA e AaE
B3l Fels = o 71 A1l vls) Akl 71
= 256 ®IES] A9 23.8% 1Bl 2048 W]EQ
el 28.4%2] s el vehds AlF ¢
stk a7 A A dAE FE el At
o] ¥ = A& 7AW o= 7]¥9] UMULLE
& o] 7l A Bl FHoRd S A
et

Table 7. Comparison of execution timings (in
1000 clock cycle) for multi-precision
multiplication

Operand length (bit)

Method
256 512 1024 | 2048

Micro-ECC (5] 3.5 13.3 | 51.7 | 2037

This work 2.7 9.6 37.1 | 1459
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