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ABSTRACT

The differential power analysis calculates the intermediate value related to sensitive information and substitute into the power
model to obtain (hypothesized) power consumption. After analyzing the calculated power consumption and measuring power
consumption, the secret information value can be obtained. Hamming weight and hamming distance models are most commonly
used power consumption model, and the power consumption model is obtained through the modeling technique. If the power
consumption model assumed by the actual equipment differs from the power consumption of the actual equipment, the side
channel analysis performance is declined. In this paper, we propose a method that records measured power consumption and
exploits as power consumption model. The proposed method uses the power consumption at the time when the information (plain
text, cipher text, etc.) available in the encryption process. The proposed method does not need template in advance and uses the
power consumption measured by the actual equipment, so it accurately reflects the power consumption model of the equipment..
Simulation and experiments show that by using our proposed method, side channel analysis is improved on the existing power
modeling method.
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