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ABSTRACT

Data deduplication can be utilized to reduce storage space in cloud storage services by storing only a single copy of data
rather than all duplicated copies. Users who are concerned the confidentiality of their outsourced data can use secure encryption
algorithms, but it makes data deduplication ineffective. In order to reconcile data deduplication with encryption, Liu et al.
proposed a new server-side cross-user deduplication scheme by exploiting password authenticated key exchange (PAKE) protocol
in 2015. In this paper, we demonstrate that this scheme has side channel which causes insecurity against the confirmation-of-file
(CoF), or duplicate identification attack.
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nation: A finite cyclic group G of prime order p generated by an element g. Public elements M, € G

associated with user u. A hash function H modeled as a random oracle.

Secret information: User u has a password pw;,.

Alice
X € Zy
X =g*

X' =X - (M,)PWa

Bob
YErZy
Y=g
Y*=Y - (Mg)PWs

v

v\
Ka= ((Mg)vw/a)
Return SK, = H(A, B, X*,Y*, pwy, K,)

Fig.

1

X* y
K = ((MA)WB>

Return SK; = H(4,B, X", Y", pwg, Kz)

. SPAKE2 protocol used in (9)
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Table 1. Notation

Notation Description
SH Sho.rt. hash function with high
collision
H,H, Cryptographic hash functions
PRF Public pseudorandom function
Fhe/ Dec Addltlvgly homomo.rphlc
encryption/decryption
Additively homomorphic
®/0 addition/subtraction
[ Concatenation
a€ zA Uniform random selection of a
from set A4
P Plaintext space
e Session keys established through
PAKE
ok Symmetric encryption key of
otk
! data ¥

SE(kpy F2)

Short hash values
with high collisions

Encryptions of independent
contents with the same sh,

Data owners (Checkers)
of the same contents

Fig. 2. Metadata structure in the server .S
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e Ky Cis
sh « SH(F) shy ke,
h « Hy(F) sh {SE(kg, F;)}
PAKE
Search with sh = sh;
pk, sk request
ki k;
o (k) .
ki llkig < PRF (ki) (ki @i} kivllkir < PRF (k;)
TERP ' . . i < kip + kg,
B Enc(pk, ki +1)|__Ph (ki B (kf, = ky, for some index j) i < MR TR
e < Enc(pk,a;) © B; v
(no match for all index j)
repP
e e « Enc(pk,r")
kg < Dec(sk,e) +r
y « SE(Hy(kp), F) v
(kj, = ky, for some index j)
v Ify = SE(k,, Fy), then dedup.
Otherwise, store y separately
(no match for all index j)
Store y separately
Fig. 3. Liu et al.'s server-side deduplication protocol
1) dHlolel e 3 FE A3 Ade] A% S5 FE kpE vErH, oldel sls Estele
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FAAE Felghe}, whef ofn] A= 9l Frolzt Feo] Z8-& 3kelghe}. whekol Fho] 2el=gl g 7
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otz ol teld el sIte Aeigi}, oo & olgste] AA gk (Case I). &

3) T gresE T s dolg 428%E O ARE e CollAl Adgrt.

o} Adel wke eglel FHelxl 5L 5B Bl 6) SENE eF AFWE O Al AR

PAKE =Z2EZ5 Adsid o od, o=

23 9tz 2 2353 3lu o] ALEE » e A}
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B3] tEs] ks A deh (REeF oW £l
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[e]
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Aty A 719 9% RE k3 02E BB a1 012 gol| A%gic},
Ky & VP 0144 @ rg Adsel Ane 3y 7 “Toﬂ Case 1] ot o7} :wfj%
- z]4=d [} Z o
7 pket {k,/}. T3 B¥ EE o4 + SLL LOEL} kR 1407} olAel & }3;
e ]lstar W FE AAE g
Bne(phikg +7)& Soﬂﬂl Agaich eehel spalg oo e HAskn ReR T8 A S Al
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~ 9
SR Aol 23 aes g A st A% ne ¢E
A 7] k5 QA =k G kol WA PREE

2o w2 A}
ol gele] 719 HolE WA F 9% ¥ 4,3
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coF Coll g 22kl AsFEA 34 (online Table 2. Obtained information by adversary 4
— al =
brute-force attack)=S =] $ls Liu 5| #lgk Adversary y o = Declskoe)
g 712 PAKE 849] ol o vl A7 A=
. _ _ A kA'—r +r 61/=T‘/
(rate limiting strategy)< ol-&gt}t =3 WE !
A2 o] moh T2 E8AS SlE delE 2 A, K =1"+r, ey =r1"
¥ AR AT W (randomized threshold
approach)(14)& ¢]-83t FEfe|dE & F5 A7 HofFr},
719l gk W] ZhdsiAl (9)e dF=le] st M2 gE e o] o E AYshe ¥
HRES S5 CoF T2 Al WA K =k b PRl A
x p— o -
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Ao ek ARE da Ao o]F g8 FAH L ql 79 Case 1°] WA g5 A4 &5 1
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o2 A% rE ol4dle] 4,3 e AAE
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& Au s e},

3171 $lsA+= Enc(pk,k -7t E’nc(pkk -7,
7F A& zrolol g, O]HH ZAAE A2 r,],_‘ =
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AN S AT e o/ e M2 el 4 ek Case T
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Az o 452 B 5 ol st %)\ | M=
ohEolle B8k oy 7h e 2 ey el 4 7 HE
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Table 3. Obtained information by adversary 4

Cases determined by 4 Possible cases by S Probability
Case I (Dedup.) 0
e =e) Case II =1 0
— (No Dedup.) o= 0
r r Case I (Dedup.) 1—1/|P]
e #e) Case II r=r 0
(No Dedup.) Y= 1/|P|
Case I (Dedup.) 0
e =e) Case II r=1" 1
| | (No Dedup.) o 0
ki =k
r F Case I (Dedup.) 0
61, = 62/ Case I =" 0
(No Dedup.) o 1
A9 1. (IND-COF(Indistinguishability under )
CoF attack)) Liu 5(9)e] Aletgt 7ol digt
CoF 27 AN T A%} AAE ol Pr[Exp”; () = 1]
_‘%—r 7} ) 1 H 1
‘:]' -"]’ EE]' ZEPI“[AS"OW()\,WLO):O]+§PI‘[A30M()\,M1)=1]
oy 1 1 1
A2 O3 T Lok
=2 Pr[Exp”; “(X) =1] -1 !
2|P|

oluf, 7 Liu 5(9)e] Aokt 7L 71el7, «
= A ZREFAA 49 ASS AT s
iR AE7pA] ] Fig 2. 04 Mol Z2EZS
7F7)a, ae Heb FepvleE depdd
Exp?” “(\)2 Fig.4.9} 3t

A8 2. Liu 5(9)e] Akt 71¥e] CoF FHel
HAEh] $1g 27 o) Zrh ek BE F3E
2 o3} A FAA A D BE el dsid o2
e 2}4 dE(negligible function) negl ()7}
EAgke},

Adv?P7 CO(\) < negl(N) (2)
AE 1. 2E g3 Az 342 4 2 2E el g
A (2)5 NEIHE negl(N) L EA5HA] g=c)

FR. PrlExpl’” V) =18 Feam ces

AdpND—COF( \)

m,m,A
1
2% (1— 2|Pl)—l
1
=1——
|P|
= 2E F3EH e Az 3z 4 9 BE A
. 1 1
s Ak 1—W94 s 7 W% v =t
2 grol7] witel (2)8] 418 wHEEhe Ala ¥
= EAEHA] ¢kerh. 2%7] wiiol Liu S(9)e] A
okgt 7192 Aloks CoF ¥4l #H<ks)e} Il

WAk ws s Aee AR ko] 2
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Exprma " (1)

1. Let D, be a set of messages stored in S and D; be a set of messages not to be stored in S

2. Choose uniform m, € D, and m, € D,
3. Choose uniform b € {0,1}
3. Plaintext m;, and 4 is given to 4

4. A output a bit b’ by using Store

5. The output of the experiment is defined to be 1 if b’ = b, otherwise 0.

Store:
1. Get kq from #(4, my)
2. Get k; from ©(2,my)

3. Output b’ = 0 if ky = kq, otherwise b’ =1

Fig. 4. The IND-COF experiment for Liu et al's scheme

olel wl#ste] 7l Hch. &, 7]9] Helg A
A PE o, I 7] ¢EE ElGamal $3(11)
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