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ABSTRACT

Proliferation of cloud computing services brings about reduction of the maintenance and management costs by allowing data
to be outsourced to a dedicated third-party remote storage. At the same time, the majority of storage service providers have
adopted a data deduplication technique for efficient utilization of storage resources. When a hash tree is employed for duplicate
identification as part of deduplication process, size information of the attested data and partial information about the tree can be
deduced from eavesdropping. To mitigate such side channels, in this paper, a new duplicate identification method is presented
by exploiting a multi-set hash function.
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Table 1. Notations

notation description
@ bitwise exclusive-or (XOR)
h collision-resistant hash function
K secret key
M multi-set data
B set of unique elements in multi-set
B i-th block of data (multi-set)
M, frequency of unique elements
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Table 2. Communication cost comparison
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