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ABSTRACT

The number of IoT devices is explosively increasing due to the development of embedded equipment and computer
networks. As a result, cyber threats to IoT are increasing, and currently, malicious codes are being distributed and infected
to IoT devices and exploited for DDoS. Currently, IoT devices that are the target of such an attack have various installation
environments and have limited resources. In addition, IoT devices have a characteristic that once set up, the owner does not
care about management. Because of this, IoT devices are becoming a blind spot for management that is easily infected with
malicious codes. Because of these difficulties, the threat of malicious codes always exists in IoT devices, and when they are
infected, responses are not properly made. In this paper, we will design an malware detection system for IoT in
consideration of the characteristics of the IoT environment and present detection rules suitable for use in the system. Using
this system, it will be possible to construct an IoT malware detection system inexpensively and efficiently without changing
the structure of IoT devices that are already installed and exposed to cyber threats.
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Table 2. Family of collected loT malware

family name number
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Fig. 4. Top loT Families by month in 2022
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Fig. 6. Comparison of enemybot(left) and sakura(right) rand_cmwc decompile function
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C O @ github.com/geniosa/qbot/blob/master/client.c

AT FED AR FAse] 9 HAES A
75 uint32_t rand_cmwc(void) )5},
76 | etx]ol] AHEE snort TFES Table 49} 2t}
77 uint6é4_t t, a = 18782LL; IoT dI=E http ZEEZ fip TLEZS
78 static uint32_t i = 4095; 25 o]g3le] fEH7] el sl A snort
79 uint32_t x, r = oxfffffffe; o4 tep, udp ofl BF A-EAIAA ARSI
80 i=(i+ 1) & 4095; 22 A3 Table 3% 2ol ARM °HdA+=
81 t =a*Q[i] + c; 88%, MIPS ol71€lx= 91%°] ©A&% M2
82 c = (uint32_t)(t >> 32); v, A%l snort 7FE<S Table 49} #°] ARM
83 X =1t +c;
84 if (x <) { Table 3. loT Malware Detection Result
85 X++;
type total detection ratio
86 C++;
- } arm 19426 17028 88%
) mips 9893 9029 91%
88 return (Q[i] = r - x);
89 1}
Table 4. loT Malware Detection Rules
Fig. 7. gbot rand_cmwc function type name ule
Fig. 73} ¢l sl epaegel pelst 2 & 9l 5E 30 8 52 00 40 A0
abot?] FNH Sl AAF=(21)5 Faste] 3 E3|”: content:”|0B
o 3o onE wkzA] et 4= gl rand_cmwec E5|”: distance:2:
=3 mirai PAF=S} SAHE & Qe o within:3:
Hzee] dajol slolfe] FAHEE wla H4sto) conten” 108 B9
o LU b e arm distance:2: within:3:
A= 7P ¥ checksum_tcpudp & ,
E2% 4 odolth PHE miral £2TE(22)F content:"|20 28 BO K1
s . 1 v wmm . checksum_tcp | 04 00 00 0A 00 38 AO
Zarste] on] sjeta} gpo] ARgslE ol digh udp E1 23 38 A0 E1 02 00
B4 AT, oL E Eele] fAlmel

o 83 E0 20 28 B0 E1|”:

= . rand_cmwc_m | content:”]03 A0 FO 21
[oT A== vlolde] AL vl £4] 9 7] ipsb_little_en | 24 03 49 5E 00 00 10
22 Fajo] W STE 2 AAshe AP 2 dian 211"
g oodth B E=relA oA @4 AIEE o rand_cmwe_mi CBOéltjgt(;;lZQZ 1;(1) 1A§) (?03
o} zro] wlo|ulg] fALE M| HAS F3le] e psl_big_endian 00]”:
JHFEE HA T 5 ol due &4 =53 5 :
s o N o e content:"[94 A2 00 00
el o] & F83te] A9l whA| A xEle) snort B 24 E7 FF FE 28 E3
Al FAS Agste] Bxsh Agke] w©HA] RS mips | checksum_tep | 00 02|": content:”|21
2T Yo gz 78X S gra 4 9}, udp_mipsh 10 60 FF FB 24 A5 00
02|”; distance:3:
within:10;
3.2.3 loT AN FC Hio|LHZ| FAIE 24 Zu} content:”[00 00 A2 94
FE FF E7 24 02 00
Al g2 Ao A8E JAIF=E= JpR wWol checksum_tcp E3 28 211"
frrEe] 7=z ¢9l= ARM¥ MIPS o}7]H A udp_mipsl content:”|FB FF 60

10 02 00 A5 24|":

=
o}x] = =2 22213519 1) %
7N P IE 5 29 3190F At obrEA distance:3: within:9:




AHH 53 (2023. 6) 465
eD Co Ae El MoV R12, spP oD Co Ae El MoV R12, SP
1e D8 2D E9 PUSH {R4,R11,R12,LR,PC} | 10 D8 2D E9 PUSH {R4,R11,R12,LR,PC}
@4 BO 4C E2 SuB R11, R12, #4 @4 BO 4C E2 SuB R11, R12, #4
1C Do 4D E2 SuB SP, SP, #@xl1C 18 D@ 4D E2 SuB SP, SP, #8x18
49 3C A0 E3 SE 30 83 E2 MoV R3, #0x495E 49 3C Ae E3 SE 30 83 E2 MoV R3, #Ox495E
@0 40 Ao E3 Mov R4, #0 o2 4@ Ae E3 MoV R4, #0
24 3@ @B ES STR R3, [R11,#var_24] 20 30 @B ES STR R3, [R11,#var ze]
20 40 eB ES STR R4, [R11 #var_20] 1C 40 @B E5 STR R4, [R11, 1]
FF 3E A@ E3 OF 30 83 E2 MOV 01 30 £0 E3 MoV R3, #0xF
1C 3e e ES STR 14 30 @B ES STR R3, [R11,#va 14]
@1 30 E0 E3 MoV F8 30 9F ES LDR R3, =i.4126
14 3@ @B ES STR R3, [R11,#var 14] ee 3@ 93 ES LDR R3, [R3]
1C 30 1B ES LDR R3, [R11,#var_1C] o1 30 83 E2 ADD R3, R3, #1
el 3@ 83 E2 ADD R3, R3, #1 03 3A Ae E1 MoV R3, R3,LSL#20
@3 3A Ae E1 MoV R3, R3,LsL#20@ 23 3A Ae E1 MoV R3, R3,LSR#20
23 3A A@ E1 MoV R3, R3,LSR#20 £4 20 9F ES LDR R2, =i.4126
1C 30 @B ES STR R3, [R11,#var_1C] 20 30 82 ES STR R3, [R2]
1C 20 1B ES LDR R2, [R11,#var_1C] DC 3@ 9F ES LDR R3, =i.4126
D@ 3@ 9F ES LDR R3, =Q 00 20 93 ES LDR R2, [R3]
@2 31 93 E7 LDR R3, [R3,R2,LSL#2] D8 30 9F ES LDR R3, =Q
00 40 Ae E3 MoV R4, #0 02 31 93 E7 LDR R3, [R3,R2,LSL#2]
@3 ee Ae E1 MoV Re, R3 02 40 Ae E3 MoV R4, #0
@4 10 Ae El MoV R1, R4 03 00 Ae E1 MoV Re, R3

Fig. 8. Comparison of enemybot(left) and sakura(right) rand_cmwc assembly code
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Table 5. Comparison of Malware Detection
System Device

netgate 2100 raspberry pi 4B

Power 24W 15W
Network
benchmark 964Mbps 725Mbps

Price $349 $35~$75
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