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ABSTRACT

The rapid advancement of artificial intelligence (AI) technology has led to its proactive utilization across various fields.
However, this widespread adoption of Al-based systems has raised concerns about the increasing threat of attacks on these
systems. In particular, deep neural networks, commonly used in deep learning, have been found vulnerable to adversarial
attacks that intentionally manipulate input data to induce model errors. In this study, we propose a method to protect image
classification models from visually imperceptible One-Pixel attacks, where only a single pixel is altered in an image. The
proposed defense technique utilizes an autoencoder model to remove potential threat elements from input images before
forwarding them to the classification model. Experimental results, using the CIFAR-10 dataset, demonstrate that the
autoencoder-based defense approach significantly improves the robustness of pretrained image classification models against
One-Pixel attacks, with an average defense rate enhancement of 81.2%, all without the need for modifications to the existing
models.
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Fig. 2. Defense Architecture Against Adversarial Attacks Using Autoencoder-Based Approaches
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Fig. 3. Autoencoder Architecture
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Table 4. Experimental Results Based on Image Classification Models

Attack Method One-Pixel Attack(10), A_total = 1,000
Attack Success
Attack Success Rate after Defense Rate | Performance Loss
Result Rate .
Reconstruction (D_suc) (PL)
(Rate_success)

(ReconA_success)
PureCnn(10) 162/1,000 23/1.000 139/162 131/977
(16.2%) (2.3%) (85.8%) (13.4%)
Lenet(26) 612/1.000 217/1.000 395/612 151/783
(61.2%) (21.7%) (64.5%) (19.2%)
NiN(27) 286/1,000 51/1.000 235/286 126/949
(28.6%) (5.1%) (82.2%) (13.2%)
48/1,000 252/300 121/952

0,

ResNet (28] 300/1,000 (30%) (4.8%) (84%) (12.7%)
252/1.000 45/1,000 207/252 153/955
DenseNet(29) (25.2%) (4.5%) (82.1%) (16%)
. 221/1,000 24/1,000 197/221 105/976
WideResNet(30) (22.1%) (2.4%) (89.1%) (10.7%)
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Table 5. Comparison of Defense Techniques
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