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Classification Threats High Level description of Threats
. . - Eavesdropping communication permits tampering with vehicle
fi 1 1
Confidentiality | _ Leakage of PII held code/dada
- Manipulation of routing/ 2 | Attack on Integrity / Data Trust
sensor/credential information 3 | Information Disclosure (Including eavesdropping)
Integrity - Manipulated application on - -
Nomadic device 4 | Denial of Service
- Replay attack 5 | Elevation of privileges
- Jamming and DDoS on V2X 6 | Virus infection
communication 7 | Message Injection / tampering
Availability - DDoS attack on OBU B
. 8 | Misuse of updates
- Timing attack
- Hacking of sensors 9 | Misconfiguration
- Manipulation of certification 10 | Vehicle functions using connectivity
Non-repudiation database 1 Hosted 3" party software e.g. entertainment
- Unauthorized access to apps
tial
credentials 12 | External interfaces
- Routing tabl LDM
ou.11.1g .a e and 13 | Extract Data/Code
modification attack
Authenticity - Impersonation attack 14 | Manipulate Vehicle Data
- Sybil attack 15 | Erase Data/Code
- Pseudonym analysis attack 16 | Introduce malware
- Unauthorized duplication of a . .
dic devi 7 Introduce new software or overwrite existing
Accountability nomacic . eviee . software
- Unauthorized duplication of a
vehicle and RSU 18 | Manipulate Vehicle Parameters
- Unauthorized access to 19 | Encryption
Authorization safety-sensitive information/ 20 | Early stage attack
certain functions 21 | Software and hardware development
_ L _ _ 22 | Network design
4.2. A2k 2| HETXE et 2otFARE A ; —
23 Physical manipulation of systems to enable an
attack

Xitssec-32 Bl A=F o HEARES Bl
A7 o) F WA A% A TAES Aode
FF0R 20174 99 7iide] FelE gl on] 2020 34
742 S ghssr] $leEl AE #l&sta glck Ak
ape] WAl gl AZE 5 gle oA AHEe R
Qlgh wek $13el diaf 50712 FAH ol whE 913
S Apgata AEE 913 237 R SA SR R3]
aLglem, o AT A A AA FRE 9E
of dsl] Aefstar glct.

[25 2]ellA] Bz ule} 3Fo] o A A4 913
I AL A=A Bk e sE OEgE )
TMU(Telematics Management Unit)+ 7F4 B2 &
9] E5o| &% 3121, Wireless-capable device”}
71 B Al x2EE= AXUAE & 5 Slrk

08Dl ort

Type of Threats on Interface Type of Threats on Device types
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Impact on Threats
. L. - Sniffing
f 1
Confidentiality - Wire-Tapping
- Impersonation Attack
Integrity - Fuzzy Attack
- Replay Attack
- DoS Attack
Availabilit
varabtity - Frame-drop Attack
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Classification Threats (on/of)

- Privilege escalation

Confidentiality - PII/Data Loss/Leakage

- Service traffic hijacking

- Traffic sign

- Machine vision/perception
sensors(camera/sensor)

Integrity - Addressable channels in
long-range wireless

- Man-in-the-middle attack

- Injection of Information

Availability - Denial of Service(DoS)

- Rogue gateway

Non-repudiation
P - Rogue data center

- Insecure interface and API

Authenticit . . .
Y - Service manipulation

Accountability - None
- Browser Security / APT
Authorization - Cloud malware injection
attack
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Threats Data lifecycle
Authorization (1) Data collectl‘on‘
(3) Data transmission
spoofin (1) Data collection
P g (6) Data destruction
. (3) Data transmission
Eavesd
avesdropping (4) Data usage
Denial of (3) Data Transmission
service (5) Data migration

(4) Data usage

Data misuse Lo
(5) Data migration

(4) Data usage

(5) Data migration

(6) Data destruction

(7) Data backup and recovery

System
Vulnerabilities

Data loss and
leakage

(2) Data storage
(3) Data transmission
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Threats to Vehicle system and ecosystem

mThreats ®Exampleof attack
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[1] https://www.sae.org/standards/content/j3016_201
806/

[2] https://www.nhtsa.gov/vehicle-manufacturers/aut
omated-driving-systems

[3] https://www.sae.org/standards/content/j3061 201
601/

[4] https://www.nhtsa.gov/vehicle-manufacturers/aut

omated-driving-systems#automated-driving-syste
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[5] https://www.iso.org/obp/ui/#iso:std:is0:26262:-1:
ed-2:vl:en

[6] https://www.itu.int/itu-t/workprog/wp_item.aspx?
isn=14820

[7] https://www.itu.int/itu-t/workprog/wp_item.aspx?
isn=13549

[8] https://www.itu.int/itu-t/workprog/wp_item.aspx?
isn=14394

[9] https://www.itu.int/itu-t/workprog/wp_item.aspx?
isn=14395

[10] https://www.itu.int/itu-t/workprog/wp_item.aspx?
isn=14396

[11] https://www.itu.int/itu-t/workprog/wp_item.aspx?
isn=14588

[12] https://www.itu.int/itu-t/workprog/wp_item.aspx?
isn=14587

[13] https://www.itu.int/itu-t/workprog/wp_item.aspx?
isn=14818

[14] https://www.itu.int/itu-t/workprog/wp_item.aspx?
isn=14819
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