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Enhanced mobile broadband

Gigabyesinasecond  ——] | g

I_ 3D video, UHD screens
Smart home/building
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Work and play in the cloud
Voice Mission critical application
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Massive machine type
communications
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Augmented reality

Industry automation

Self driving car

Ultra-reliable and low latency
communications

(a8 1) Usage scenarios of 5G and bG

requirements(1)
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= 7HaL '] A aE Ay Au| s A RS
gHsle o ¥4 7FeAel Sk 5GelA=
IMSI =+ NAI(Network Access Identifier)S SUPLZ
SHate] Ash=d, ol& 771 k23t W<l ECIES
AHEEte] SUCIR st3sbghoms 4GelAeh 3h
WAE ¢ QIEE QlF 8 WA} ZskE ook
T2 5G-AKAS| ARgAkeh FAIE Afole] A}
< vEpdit2]. o] ez vkt 5G
A 2|5 4~3)3}7, NAS/AS Security
EE A2t heEw o] F A 77t
4]2] Control Plane & User Plane H|o]€]e]] 7|4 =
TS BAskE ol B3t o] Fojxirt,
5G] AKAS} 4G2] EPS-AKA Alo]9] m shte] 2}
o]AL 9oa] AFa sholal Al NS ol slat
SUCLSl Agshe A SdE shde o
HN(Home Network)ol| 4= *138&}= Zlo]t}.
EPS-AKA®°l| 4]+ SN(Serving Network)el|4]5+ RES
9} XRESE H|wdle] whd-S qlE3tedA|q, 5G-AKA
dlrl= il AEg RES*E HNSQl AUSF7h
XRES*9} B]aLste] HNo M & whitto] djgh q15-5

O\lOE

<




A5t (2020 12) 49

UE SEAF AUSF UDM/ARPF

1. Generate AV

2. Nud_Authentication_Cet

Response (5G HE 4V, [SUPT)

3. Store XRES*
4. Cdleulate HXRES*
5. Nausf_UEAuthentication_

_uthenticate Responge
(5G SE AV)

6. Anthentication Request

7. Celculate Authentication
Response (RES*)

8. Authentication Response

9. Cdculate HRES* and
corapare to HYRES®

10, Nansf_UEAuthentication_
Authenticate Request

RES)
1. RES* Verification

12. Nausf_UEAuthentication_
_Anthenticate Response
et [ Kseal
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Profile A Profile B

EC domain parameters Curve25519 secp256r1

Elliptic Curve Cofactor

EC Diffie-Hellman primitives | X25519 Diffie-Hellman Primitive

point compression N/A True
KDF ANSI-X9.63-KDF
Hash SHA-256
SharedIinfo, R (the ephemeral public key octet string)
MAC HMAC-SHA-256
mackeylen 256-bit
maclen 64-bit

Sharedinfo, The empty string

ENC AES-128 in CTR mode
enckeylen 128-bit
icblen 128-bit
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Epi Cipher-
public key text value ‘\

T> Eph. key pair
generation

% Symmenic] |
encryption

Eph. Eph.
private key shared key

Eph. enc. Phaintext
key. ICB block

Final ouput = Eph. public key || Ciphertext || MAC tag [ an

ametar]
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128-NEA1 128-NIAT  128-bit SNOW 3G based algorithm
= 128-NEA2 128-NIA2  128-bit AES based algorithm
ZUC 128-NEA3 128-NIA3 128-bit ZUC based algorithm
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MESSAGE
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Generate SQN

‘Generate RAND

RAND
AMF
K
A ¥ ¥y vV VvV ¥V VvV VvV V¥V
ol [e][e][x]
MAC XRES CK IK AK
| AUTN := SQN & AK || AMF || MAC ‘
‘ AV := RAND || XRES || CK || IK || AUTN ‘
(32 9) & UEYIoIMO AV MM Dby
Networi side UE side
UDM/ARPF USIM
— CK. 1K |
UDM/ARPF, | ‘ R . ME
. |
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I |
1 | ! |
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+ T
| ! |
| ! |
! |
Serving |
Network
T !
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