4 H B 3 T 3 A
A 31 A A6=, 2021. 12

Leotge] ta A4 dEslE AT B B4

1’0 O = R4 |
MY X* 0 &

AT e Held 714S /IO R GFENFE A 714S BRIk 200045 ] A7 ke A7)

1’o A=}
oI 35wl QAW tf - JeAE AAE] SlEke] AAE AFEEA] G GEE U R FaEe] F8of oy
o] glgie). v} < oks kA 29 752l ~el CRYPTO, EUROCRYPToA] HEAQ] 33% 7|}l 953 A

AT QFEA QT A3l e vl glek s, A4 kS /)4 Held 4] #441 9)
e} Yo} vhu] Al o2 AT 2] shlel gle] Thekat G o] ZATL ol el WAA $AE 417
FE i Aol i FHL AT DAY U BF AT Be AP,

e

o

I.M B Al73vik(Artificial Neural Network) Zdllel] 3 =
© s sl Wsskes 718 AW s 2
A A Aol 543 Wl web g glz0] xS wHlElEE s o7} Zaw o)
7les WA ARE ol FHA ofnA A, FA/E weh, 4 i s duEEs BES 5o A
&, 9|8, Atoln] Mol 5 thekdl Lofel] HLxo] <l A% Toy Ciphert} 1-, 2-2F-E2 2hex 7} w)o
7kel 22k 9IS Holde Aes ReolwA AdeHL A E48 FEES Aoz FaEgle) o] & Qs
2 28w glrk. I, E oklM® HedS A 72 AT AFEL T g 22 g5y Uil
Sotaat sk whekal gk sdE gl e, aFelA A2 RolAY gleE F7} wje zto} gkssbd o
= B £ (Side Channel Attack) #ofol|lA= goulsltta wekely] olelsich skAut, 32 ots st
Ad ARE shgate] Hd S GAskE thekd 2 A Aw 7Asje 29l CRYPTO, EUROCRYPTO|A] =]
So] Al vl 9} spx| Uk, ks Swe|Ze) gk et S 7k g AukE-29ks SPECK-32/649] ogh
A F oS B8k k3 8 S(Cryptanalysis) F-oko| A7 Qb5 EE ol Aw) wrEe]on] o] AE
Az Eeld Tl A8 db AR Pl g qags s AReA ) $59 4%s n
s = ol HelHAle] SAS dA4ste o
olF Fgdle WY Hed &l WA A7) CRYPTO, EUROCRYPTel|4] 2+%% oI 2
(Randomness)S A7 3lE E29ts dyg|Ee 34% gqu 7]1%0] FE = Hofo] S-ojulsiA AL
S dEis A sk Feke 54l V1 g 4 glee waAw dAAiA Pl 714S s
ok shxIRE, T | Tles 7o R hEsae =0 %l—_g_s].y] o)k Waka upy 2o] A2xo] 914
33t AW 3 5(Neural Cryptanalysis) <17 ol o alslolt} ole] B mFox AA7iA] SeE
AstEo] e w glom hwd FEAE ML A gy adls 9 FEE Bkl o 5 7]
o —1(D1fferent1al Cryptanlys1s)£E]— 8 AdE Z AT AR 9 3FF o ukEES A A}
°f kit sl B o] TS ot Rk 23l A4
AV SRESE s 2000 FUERE FAE qhasls ARE e 3geldE dAA S99
GARE, Aol eE AE A 729 <l 7NE AT B3 B 2y 72 e A

o] Aup AW EAREAN] AP A 2| 9S ol 3% 9173 (No. 2020R1F1A1076468)
* Ay ststa HArelge) (A, sbi7534@seoultech.ac kr)
** 2]gasty) o stal 7357E 28} (A, chlee@seoultech.ac.kr)
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Girish Mishra et al.

Cipher Emulation
Aayush Jain et al.
Cipher Emulation
Khaled Alallayah etal. Va Miaoetal Tian, Wengjang et al.
Key Recovery Attack, Gipher Emula i Neural Distinguisher
Cipher Emulation Key Recovery Attack
Aron Gohr
Newral Distinguisi Adrien Benamira et al.
Ayman M. B. Albassaletal. Mohammed M. Alani Moisés Danziger etal. Kgﬁ!gecéi;?zﬁ;g NE'H!&I’D}'S[J};gUfshE'f
Key Recovery Attack Plaintext Restoration Key Recovery Attack (CRYPTO'19) (EUROCRYPTO'21)
2004 2012 2014 2019 2021

2007 2013 2018 | 2020 |

William A.R. De Souza et al,
Cipher Identification Attack

B. Chandra et al,
Cipher Identification Attack

T A¥E F A. Gohré] 4
TALE A ohs w34, A 3A, 7] B
T4 AT AYEL 2F ded 2dS 53 5 o

Tl sl

WA s muF 3AS AHEY G Mishra 9 2
Ql[2]2 31-2}%-& PRESENT &3 dwz|Zd] ofs)
A PRAE 3t i E<l PRESENT=
Substituition-Permutation Network(SPN) 7% 43 &
5 &97F 64-bitel AFEE Tl datr] S
g dlolEl Al T2 = A7 10,00070] HES oF
s 3tato] el t-$dhe dEE 10,0005 A S}
gor (ptct) 5 ot doleldler &8t QA
H odlolHAlE Sheehe Weld 2Ee dEES oY
sl HLE EH3I=E Input layer} Output layer<]
*=5 64712 TAE  Fully-Connected Neural
Network & A 8ic) st 53 23}, € ~E doly
Aol thste] Zh vl Eel| g JEe= HA 46%, 3

Plaintext Restoralion

Xinyi Hu et al. Behnam Zahednejad et al.

WNeural Distinguisher,
Key Recovery Atlack

So, laswoo.
Key Recovery Attack

Hou, Botaoet al.

Neviral Distinguisher
Key Recovery Attack

W 55.1%9] HIFEE Bt} o]= 03 1 F Y=
shbs Adelst g5l 50%ol 77k gho®, FAb9)
2 9o 7 vEE F353 Ad A vig
o}, w3k 64-bit EE9159] FeWol| A= £U3g
o o 98] AT Ao}t fAkeA 2
g AT = FHA 46%, Y 55.1%S Y

= ==

Y. Xiao ¢] 2¢1[4]> £5<t3 DESel| tisle] EEA
& A o) AFolAE B PRI AR HE 3
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H20}3 Enhanced RC69} ~E= s SEAL 2719
a3 d3|EL FHIE AFE FaEich skl
A5l dlo]E] Al ASCIT Fho-2 wiskel 400719 3
¥ 9 gsE 48 A5Red 1 HolEA ER
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(£ 1) B. Chandra®t P. Paul Varghese 2 AlA%
ZED HolEA W HEtE

AR 2d dlo]E] Al e
Single Key, Different 90 9%
Messages

Cascade Different Keys, Same 939
Correlation Messages ¢

Different Keys, Y

Different Messages 92%

Single Key, Different Y

Gradient Messages 3%
descent Different Keys, Same 839
back Messages ?
propagation Different Keys, 85%
Different Messages °

Keys-Same Messages, Different Keys, Different

Messages)& T3tk 2de Fx= F71A9] A1F
o} ZF(cascade correlation ,back propagation)E A}
Lot F daeEs e dud AT A
I} 70% oA AHBEE Hon  cascade
correlation AAHe] 3¢ 37} dlo]e| Ao i3
90% o]iel AHEE Bsich dolHAz el w
2 AlFEl ASEE (£ 19 A

AR 7] B 3 A AvEE, A M
Albassal®} A. M. Wahdan[6]= HypCipherZ}+= Toy
Cipher& 7A3}aL o]ell gk Multi-Layer Perceptron
o AA 7 H 3AE FRAt [2¥ 2=
HypCipher?] & 2}-tZ v}eluin] substitution 2H73
< EE%3 AESY  SubBytesE AR
HypCipher= A A 2H#= & 4ol &= =77}

3

16-bit, = 7] Z7]& 8-bito]t}h.

IS e B
[an RK,
Substitution
D

L | \ Ru |

(28 2) HypCiphere| 22 &=

ghsrol] AREE MLP RHlo] 2= 7
%5 HypCipher®] £ =79} T4 16712 +4
9dom F 7l¢] Hidden Layergs AH&3ich md&
FA717] S1g dlele Al 715 F7-8taat sk of

AFY =

(

]_

s}
St

T B35l (n—1)-2Rs dEEE AR F
RSt 38 HEHD (- 1)-EE FERE A7
sto] Al wdo] s et it H3stE
5 Aols] ARAL Hrehrs 5ol
A. M. AlbassalZ} A. M. Wahdan®| 7] 57 ¥4
chlelofi Hgsk e Aol As 44T Pl

2}
A gl 4 e 7 hE S
N2 F35he Aoleh. olsh 2 ofolElol 2 2., 3,
4-2k-=2] HypCipher 7] &7 3 A3} 7P b2
AES Bl 717k AA v 2EEg)eh Fdg
A& Bk

M. Danziger®} M. A. A. Henriques[7]> &% =
717} 8-bite] i 10-bit 7] AFE-3l= Toy Cipherd!
S-DESel| tisle] 7] 57 FA4S ARk T4 A
S5 mde A7) dwgk Albassal et al.o] 7] B ¥
A3 fAkskA MLP 2dlE ARSslgl o, Input
layer®] =Z7|= FE-d3 A =79l 16-bit,
Output layer®] =71 7] =7]9] 10-bitel] tl-&-= =

TAh Srell AHEH dlolE Al TR "B‘JEJ
g gEslsle] Hb-dmaw oew AL =

o] T HE-GEE S JHOR s g5
o) 7 wlE

H A9 $+E A9l CRYPTO 19904 A. Gohr[8]
o oa 3% AAY twalE ATl AFAAY
£ 7o QlEy ko] W Hig °‘}z§}%&
Z191A] A EAE 7o R sl AlQlE
3l A% T AKNeural distinguisher)7} A 9F=] <)
3L o] & 7uke® AHeE-29ld SPECK-32/640 gt
11-2&E5 7] 83 243 A3y} 413t A, Gohrd
AT Aol A *J%‘ T A A Wl AR
A 7S 7Mke R FAE A HEAK(Differential
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input layer hidden layer, output layer2 A%t} o
714 hidden layero| #Hsl= AL

residual

networkZ} .  %#]%  CNN(Convolutional Neural
Network) 7]¥ke]  wdlo]  ARS-E|9ich  Residual
networkw  §EY  Edo] ZodeE  uehl:

gradient vanishing A5 #]23}7] ¢l dH} &4
of| gt 2kAE F71H o2 v Aol A F}sl= skip
connection®] A =] 9}

A. Gohr®] A7Aw FHAE sk4:47])7] 93 do]
EAle Fzkel2 A 2 A3 7] o]8sle] o
Z3let GEE AL J=t} A. Gohr7} A83} d
olefAle] He= [:La 313} Zh wlolE Al & 107
°]% 1070 A% delgloz

Helld Adrdgt 7z 2ol FAE AAW AL
(N, )& 5-, 6-, 7-, 8-2F+= SPECK-32/64°] dj&}o
S5A17] AT, AEE Q] WAl A FE2K D, )R
o} Aol 2 Zo® vepgrh F Rk As(d
3%, TPR, TNR)> [E 2]9} )

A. Gohr= $lellA 744 6-, 7-2&= A4 74
22 7uloZ (l-2teT SPECK-32/64°ﬂ 3w
7] B3 ZAL 438} o] TA9] olo|r]el: s

f 7-ehes A4 P 2-2heE A 54 6
(0x0040/0000)5- F7}ste] 9-gl-= FHxtz gaks)
3 FHeR 4 BE 4 (B.R)e] HE 9

AR AR HEjel §2 AIlE T E Sl structure s

32— bit 32 - bit 1- bit

\ ot = E(pt) |t = Ex(pt’) = Ex(pt @ 00040/0000) | Label =1 |

[ ot = Ey(pt) of = E(pt') = E(pt  0x0040/0000) | Label =0 |

(37 3) A. Gohre| =& 4 o[ Al &El

+= | 74 .

E}; 7; e TPR TNR
5 | D 0.911 0.877 0.947
s | a | 0.929%5. [ 0.904%8. [ 0.954%5.

51 13x107* | 33x107* | 91x 107
6 | D, 0.758 0.680 0.837
o | n | 0788E8. [ 0.724+1 | 0.853£ 1.
61 17x107* | 26x107% | 00x 1073
7 | D 0.591 0.543 0.640
;| A [ 061650, [ 053321 [ 0.699:£1.
T 70x107 | 41x107% | 30x 1073
8 | D 0.512 0.496 0.527
o | | 0514E1 [ 051951 [ 0.508£1.
1 00x1073 | 41x 1073 | 42x107°

TAs] 1-2Re=E o A7l Aot ol
structures EEAoE FAs| 98 FEHoR A
& W] Eof| 9deks WA o= TR ENeutral bit)E
:rL/H slod o] @2 structures AHSSE 2395 M &
NEF ek olsh o] AT 72k AT 7
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Wb, 112 s FEE A4S 35 7] kS AR 1-
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P, B e —==7"" Structure ‘ 1-round Differential Transition | Prob. =1
e !
1-round | [ | == Initial difference (0x0211/0x0a04) 2-round Differential Transition | Prob, =27%
encryption | | Eie Ep | & neutral bits set (14,15,20,21,22,23)
S 2 : P 7-round Differential Transition G
..__\‘n‘put difference (0x0040/0x0000) ‘ for neural distinguisher Prob, =27202
Co Gy T,
‘ Tl ‘ 1-round unknown transition ‘
‘ 1-round decryption with keyguessing ‘
] |
If (result score ) Cy) If (result score ) C2)
[ then. 1 round decryption return key guess A
| 7-round with key guessing 6-round / 2
neural — neural ’— K Result
distinguisher | distinguisher S

Computational complexity: 23 SPECK-32/64 encryptions

(O3 4) MY 7R} J)8k 11-2H2 = SPECK-32/64 7| =7 34

| HFA o7 2132500 otz o] LA AR&3Ic} ol g S 249 5 d=s d= U CB(Upper
A. Gohr7} 7] B 34 A 2183 34 dag]&9 Confidence Bounds) 7]*{-& #-43 /WA= 7] B
stetvlels ohEt 2 AL R Syt
NAR 7] B FANA = 64719 A HE Al
- ZHE 5 (0x0211/0A04) sl 100702 structured FAdsle] Asygcl MA=H
- EFYN|E: 14, 15, 20, 21, 22, 23 7] 57 34 3 A3, 2H9Y7t=E ARSEA] 3
- A ¢ =15, ¢,=100 el 2= oA e A7 1009 A T4 3
FHOZ oF 83(500.68%)0|%t} w42 AF ofH=
Sl AdHgE Al Gohr®] 7] B A9 TA W vpA ) 27l Eheel] A B7] F oA A BT] 52
He 753 718 AHedl BEST v} gapas T HFL T WA A1 hamming distance?} 2
& AT P Aok 39 Db} el TS, 2R M= G7b 285 Hs) A¥E 34
ha g A F50 AF g Alwa wws S8R AT 1000 A F 5o A
= WA olrh A, 7]% 5 o At SAS w gk A" 7] B Tl AHE g e Al
Zahts 54 7 MES $RA0D Pas A%Ay 5 128007019 3 dueige) Aepeiee vt
WAl AR pse e feed e g 2
5 oloh AL AL 7] B 34 Ay &
Aol A o] svl, 7] =k 2 A% 34 - WAL 65, o=10
Fajo] Erlssit) w3l 7] B 24 Ao £ - UCB exploration term : a=10
W= Fol 993 smereSe A8 GEF 45 - Mol B Hebole] : iteration count
L nE AR T3 ALsls Ag v|EgA ol [=5, candidate number n=32, iteration
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FE-& 37}x] EZ(Block 1, Block
2, Block 3)2.2 F-&38la 7+ 825 )2 7|A s =
A2 A S glexd gk A8 FYn)

residual network

- Block 1: Residual  networkel 4] initial
convolution blockS 3it}. Block 1S input
layer2 48 =% st dloJelo] ok A
232 %3 residual block®] shgro] folsl=F
dlolele] sels Wi

- Block 2: Residual networkoll4] AA|#ql <2
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