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1. ¥ £} [Scope]

< nRlE B9 o3 daelHe 4714
+94 228 7]%%3 2k [This International Sta-
ndard describes four modes of operation for an
n-bit block cipher algorithm. ]

F192AGD) s 4 2=9 B4 a7 F
A& Z¥3l2 Qb [NOTE 1: Annex A(lnfor-
mative) contains comments on the properties of

each mode. ]

o] FAEEL el Aoy LARES FHY
o024, nHlE B s G35 $8(F Hole}
A%l 25, dolek A, AF)Eel leid, ol
FARFL, &5, £ wee F43 sebele
g Sol #-8¢ ¥3AEst 4 4 ek [This In-
ternational Standard establishes four defined mo-
des of operation so that in applications of an n-bit
block cipher algorithm(e.g. protection of data

¥ Zozae daarlest
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transmission, data storage, authentication) this
International Standard will provide a useful refe-
rence for, for example, the specification of the
mode of operation and the values of parameters
(as appropriate). ]

oy Roie, TE HF W5l dog A
o7} H&& 7] $Jsted MAYr]7t Baso. A
7] gL o] FAEEY A 2¥HA 4
=t} [For some modes, padding may be required
to ensure that all plaintext variables are of the
necessary length. Padding techniques are not
within the scope of this International Standard. ]

F2: 4% J=(CFB) ¥+ 2=(6d F2)ole=
i% k 5 7lel stepnleisl o= glch. &% o
=w(0FB) 9 2=(73 #HD)dde 1719 =t
ule] j7} A2l=o] e}, o] F &9 X= Fo shivl
AREE o), @ stebely gH(E)el E A
715l o8 AddEeiA]w, AHE-Ee]d Fgrt
glc}. [NOTE 2 : For the Cipher Feedback(CFB)
Mode of operation(see clause 6), two parameters
j and k are defined. For the Output Feedback
(OFB) Mode of operation(see clause 7)., one
parameter j is defined. When one of these modes
of operation is used the parameter value(s)
need(s) to be chosen and used by all communi-
cating parties. ]

2. A 2] [Definitions]
o] FATZE AN et ve PEel AL

o} [For the purpose of this International Sta-
ndard, the following definitions apply. ]

2.1. B¥ [phintext] | t531=]#] ok Hu.
[Unenciphered information. ]

2.2. g% [ciphertext] otz A¥, [En-
ciphered information. ]

2.3. n¥E £¥Y ¢35 €32E [n bit block

cipher algorithm] | &% dEEo] n-H]E £F
ot% e}, [A block cipher algorithm with the
property that plaintext blocks and ciphertext blocks
are n bits in length. ]

2.4. &9 Al°]Yg [block chaining] @ ¢3.7F2] 7}
EHo] Ay i E B dmHo2 Aol
olA & Axel <453} [The encipherment of in-
formation such that each block of ciphertext is
cryptographically dependent upon the preceding
ciphertext block. ]

2.5. 2713} [initializing value(TV)] | 33} 3}
A Al A el A== b [Value used in
defining the starting point of an encipherment

process. ]

2.6. A1ZHS [starting variable(SV) ] | %7]
el A FrEEe] 29 T Alzby A AR
=]+ W=, [Variable derived from the initializing
value and used in defining the starting point of
the modes of operation. ]

F3 1 o] FAZFAMNE 27|ghA A2 HrE
FrEshs o] ool oA Wk 9 =9
ojulgt G4l E 715" det vk [NOTE 3
. The method of deriving the starting variable
from the initializing value is not defined in this
International Standard. It needs to be described
in any application of the modes of operation. ]

2.7. 94F%7] [cryptographic synchronization]

D gEstel w3 el A2 24, (The coo-
rdination of the encipherment and decipherment
process. ]

3. E 7] [Notation]

of FAZEANE ¥ 45 duelel ol
Held YEUAE oheR 2ol TAIU,
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C =eK(P)

1714 P+ HF B, Ce 43F B9, Ke o
solt}, o] ekt ZH- 94 K& AHE¥ 53t
<d4telct. [For the purpose of this International
Standard the functional relation defined by the
block encipherment algorithm is written C = ek(P)
where P is the plaintext block  C is the ciphertext
block ; K is the key. The expression eK is the
operation of encipherment using the key K.]

Bgshe 258 goe thest oo
P = dK(C)

HEAE B9 A5, 71 fellA 9] P} CRol,
HIEGS] Az wiodg vehdn), <§ EW,

A=(al, dgs . s am) 1‘1’]1 B=(b1, bzy .y bm)

£ 1o 4 m7h2] W57} Eod 2l mu]Ee] wjd So|c},
EE g4 v EEE MSB7F 9%l $1x18) qlct.
[The corresponding decipherment function is wri-
tten P=dK(C). A variable denoted by a capital
letter, such as P and C above., represents a
one-dimensional array of bits. For example, A=
»ay) and B=(b;, by,
arrays of m bits, numbered from 1 to m. All arrays

A=(a;, ag .. s by) are
of bits are written with the most significant bit
in the left position. ]

A
f Ay vy

“wielA =g oA obedal 27 Al dake
715 @2 FEA)€9ch A9t B wido gk 1 A4k
o33 zre] Aej¥),

A®B = (al @ b]y as @ bzy s am('D bm)

[The operation of addition, modulo 2, also known
as the “exclusive or” function, is shown by the
symbol ®@. The operation applied to arrays such
as A and B is defined as A®B = (a; ® by, a, ® by,
v an®by). ]

FIE wide g4 s A 0ZelA julEE
Addshe dabe o o] EAIH.

A~] = (ap gy .« s 8 )

o] A4k mo] j<m¥ St AoHm of7|A
me A#] v]Eo|r}. [The operation of selecting
the j leftmost bits of A to generate a j-bit array
is written A~j = (ay, ay, .., 3; ). This operation
is defined only when j<m where m is the number

of bits in A.]

“‘HAZE P97 S b o] HeEct mHlE9)
M Xoh kv¥lEe) W4 F(s, k<m)7F F4HS
o, HEe g S (XIPY A ohes} e m
v E2] W7} g
Sk(XIF) =Ry 1» Xyazs oo s Xpno 1o B0 vy fic)
(k< m)

A i X HEE kbE HE T e},
Xy o X B HUONIL X R EZoA] kHES WY
Fo} ulte] & 7o)}, niel k=meld, X Fo
ofsf MAHez dhx®rh. [A “shift function”
Sy is defined as follows: Given an m-bit variable
X and a k-bit variable F where k<m, the effect
of a shift function S (XIF) is to produce the m-bit
variable Sx(XIF)=(Xs1s X2r o s Xy f1 fs oo s
fu) (k<m). The effect is to shift the bits of array
X left by k places, discarding x; ...... X, and to
place the array F in the rightmost k places of X.
When k=m the effect is to totally replace X by
F.]

&S “1I"HEER o] o)Al mulE WS I(m) &
Ao, kHlES] HE FE 2 kog 4ZEd
(2 kem)e] #2) S8 H97} A=) 2
Ade o 2

SImIP=(1, 1, .., 1 fy, fp s
S Im P =(fy, £, ..., f,)

fi.) (k<m)
(k=m)

o714 YFo2RE] m-k7le wlESO] “17¢]c},
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[A special case of this function is used which begins
with the m-bit variable I{m) of successive “1” bits
and shifts the variable F of k bits into it, where
k<m. The results is S I(m)IF}=(1, 1, .., 1,
fio 30 s i) (k<m), SATMIP=(1, £y ..
f,) (k=m) where the m-k leftmost bits are “17.]

4, AR} Z=5(ECB) 2=
(Electronic Codebook (ECB) Mode]

7&‘4.
a) A7l n¥lE<l 72} HE EHE Py, Py, .., Py
b) 44 K
o) 47 nulEQ gihe] 3% EEd C, C,
s Cq

[The variables employed for the ECB mode of
encipherment are: a) A sequence of q plaintext
blocks Py, Py, ..., Pqs each of n bits. b) A key

K. ¢) The resultant sequence of q ciphertext blocks
Ci» Cps .s Cy» each of n bits. ]

4.2. ECB ¢33} 2=& vh33 Zeo] 7ledrh
C; =eK(P)) i=1, 2, ..., q - (D

[The ECB mode of encipherment is described as

follows: C;=eK(P;) for i=1, 2, .., q]

4.3. ECB 533} Reg ohgat Zol 71Ed)
P; = dK(C)) i=1, 2, .., q - (@

[The ECB mode of decipherment is described as
follows: P; = dK(C;) for i=1, 2, ..., ql

5. ¢Z 8= Ao J(CBC) Z=
[Cipher Block Chaining (CBC) Mode]

5.1. CBC +#3} ¥ ol AFL5|E M52 olalg}
et
a) 7] n¥E<) @719] BE 8L Py, Py, .., Py
b) €4] K

c) n¥]E2] Az} W4 gV
d) 771 nv|EQ 78] ¢EE EH¥E Cp, G,
1 Cq

[The variables employed for the CBC mode of
encipherment are: a) A sequence of q plaintext
blocks Py, Py, ..., Pg, each of n bits. b) A key

K. 0A startmg variable SV of n bits. d) A se-
quence of q ciphertext blocks C,, Cy, ..., Cy, each

of n bits. ]

5.2. CBC &3t e oo o] 7¢dd:
Hze) T BHe) 453}
C, = eK(P,®SV) (3
A& ato ;

Ci = eK(Pi@Ci-l) i=2, 3, .., q (4)

[The CBC mode of encipherment is described as
follows: Encipherment of the first plaintext block,
C,=eK(P,®SV) .. (3) subsequently, C; =
eK(P;®Ci-p) .. (4) for i=2, 3, ... qJ

o] AAE 2919 el ekt Qeh AEES
SVeE Hx9 YiF £9§ whEd AMEd o
s GEd 274 G4 Ao gh$ sty
Ae] oy HF} dslAltl. [This procedure is
shown in the upper part of figure 1. The starting
variable SV is used in the generation of the first
ciphertext output. Subsequently the ciphertext is
added, modulo 2, to the next plaintext before
encipherment. ]

5.3. CBC %33} et thew} o] 7)4ad.
Az BE Bee) Bss

P, = dK(C;®SV) . (5)

P, = dK(C;®Ci.)  i=2,3, v q .. (6

o] Aake 13 19 %ol vjelt ok [The CBC
mode of decipherment is described as follows:
Decipherment of the first ciphertext block, P, =
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P, P, P
l “ q
¢ | c,, 4
- R
g v
- ol &
o oL e
| C
q
N v ¥
[ . )
2x3
£33 AEEES
C
a-1
® -
\
P P P,
a® 1. % £9 (CBC) Aold ¥+ 2=
dK(C@sVv) .. (5) subsequently, . = dK(C;® C 7] ppiEd g9 HF H\5E P, Py, ..o
Ci-p for i=2. 3, ... q ..(6). This procedure is P,
shown in the lower part of figure 1.] @44 K

6. ¥% F=(CFB) 2=
[Cipher Feedback (CFB) Mode]

6.1. 749 zelvEl7} CFB 29 =& A9
e,
- e W] 27], k (1<k<n)

- YR Hee] =37, j A<jck
[Two parameters define a CFB mode of operation:
the size of feedback variable, k, where 1 < k< n,
the size of plaintext variable, j, where 1< j< k.]

CFB &9 XE=of o]85H HFEL olelfie} At}

a) §EEs

@ nulEQl A|ZhES SV
[The variables employed for the CFB mode of
: a) The input variables M A se-
quence of q plaintext variables Py, Py, ..., Pq»
each of j bits. @ A key K. 3 A starting variable
SV of n bits. ]

b) A=}

@® 7t7] n¥lEQ] g/ie) dxeE ¢y 3o

operation are

Xps Xpr o s Xq-
@ 7}7] n¥lEQl g7ie] d3eE &Y £y
Yy Yo s Y-

@ 27] MIEQl gAY WS By By
@ 27) kHEQ g-1He] F=a W
Fi» Py s Fooye

,Eq.
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Yi Yo .

[ b) The intermediate results T A sequence of
q algorithm input blocks X;, X3, .., Xg, each of
n bits. @ A sequence of q algorithm output block
» Yq each of n bits. @ A sequence of
» Eq. each of j bits. @A
sequence of q—1 feedback variables Fi, Fs, ...,

Fg-1» each of k bits. ]

q variables E;, Eg, ..

=Y
Tt

c) FEHS &, 77] jpled o] G E wed
Ci» Cor ..y Cy- [The output variables, i.e. a se-
quence of q ciphertext variables C;, Cy, ..., Cq»

each of j bits. ]

2. YEEY X9 27|32 b5 2ol A

Xl‘:SV e (7)

7 JE BHE G338 92 o 5l A E
o-Ect

b) 9% jplEe] Ald, E; =Y, ~j .. (9)
o) $EF e A4, C,=P;®E; . (10)

Q) =

e) FlZE

e A4, Fi=5;a®IC) .. (1D
@"}I\", Xi+1=Sk(Xi'Fi) ...(12)

[The input block X is set to its initial value X;
=SV .. (7). The operation of enciphering each
plaintext variable employs the following five steps:
a) Use of encipherment algorithm, Y;=eK(X;)
.. (8), b) Selection of leftmost j bits, E;=Y;~]
- (9), ¢ Generation of ciphertext variable, C;=
P,®E; ... (10), d) Generation of feedback variable,
F; =5 (I(k)IC;) .. (11), e) Shift function, Xj4;=
S(XIF) .. (2]

o] eHAIEL i=1, 2, .., g7FA] ¥IEEoe], x|}
Ate]Eal Al(12)el|l4] Bwdth, o] AxLE 17 29
AZof Jepliglcl, ¢33t dwe|Fe 29 29y

Yl 9% MlESE jMEe HE WsE 214

a) ¢E d3elF9 o4, Y, =eK(X)) - (8 ke 2 Fstbed ARgE) Y Y] vE
F F
+— Sy vy ] +—Sg R
;) ko= | | k B E
R S —
] .
HEEERREE
A4 ? N $ ~— v
Y A ﬁ; v
4 y
HE julE Y 4% ju)E 4y
N -~ Mﬁ\v
N2 c T c T
P P
L |
1 j 1 j
L33} FES

ay 2. 4% #H=¥ (CFB) €9 2=



ISO/IEC JTC1/8C272) FAEE 4 (3) 1 ISO/IEC IS 10116 77

E Ao, HEG G5 HFEL 1904 7
W7} Boixl wlEE zhet). [These steps are
repeated for i=1. 2, ..., g. ending with equation
(12) on the last cycle. The procedure is shown
in the left side of figure 2. The leftmost j bits
of the output block Y of the encipherment algorithm
are used to encipher the j-bit plaintext variable
by modulo 2 addition. The remaining bits of Y
are discarded. The plaintext and ciphertext va-

riables have bits numbered from 1 to j.J

FEE WL A% WE AF k719 17 o
W w4 Frh "ok ) )lged

28] kulE T )
X9 HlEx kb %o R S ZEFHT, F 2
Zol| A kM| ERRE Al E] o] A ER- XahE ARk
o] #LE datelMe X9 & ku|BE7} Yo,
[The ciphertext variable is augmented by placing
k—j “1” bits in its leftmost bit positions to become
the k-bit feedback variable F. Then the bits of
the input block X are shifted left by k places and
F is inserted in the rightmost k places to produce
the new value of X. In this shift operation, the
leftmost k bits of X are discarded. ]

6.3. ZEsfe] A48 WFEL Gusb] A4
A3 Uit JY2Y XE 2713k ® X,=Sv7}
AR}, 7 FEE e BRI 2G4 O
570 SAES G

a) 9% daeEe] ol4, Yi=eK(Xi) . (13)

b) $%F julE] Ad, E =Y,~j . (14)
o) FE Hre WA, P =CeE; .. (15)
d) F= W] A4, F=5wIC) .. (16)
e) A LE 3, Xi+1=Sk(Xi|Fi) V)

[The variables employed for decipherment are the
same as those employed for encipherment. The
input block X is set to its initial value X,=SV.
The operation of deciphering each ciphertext va-
riable employs the following five steps: a) Use of
encipherment algorithm, Y;=eK(X;) ..(13) b)

Selection of leftmost j bits, E;=Y;~j .. (14) c)
Generation of plaintext variable, P; =C;®E; .. (15)
d) Generation of feedback variable. F;=8;(1(k)I
C;) ..(16) e) Shift function, X;41=S(X;IF}) ..
an.]

o] YAEL i=1, 2, .., q7FA] WHEEe, wiA|Tt
AlelEql A1)l A Edoh, o] HAE 13 29
$2o Jehid). 5 dae|Ee FHEY Y
AE L HlES 3 F EHE 2359 /Mt
o8 Exgshed Ao YY) JmiA BlEE
AekElct, FEH oE B2 1004 j7hA] HEot
212l vl F zher), [These steps are repeated
for i=1, 2, ...
the last cycle. The procedure is shown in the right

, q. ending with equation (17) on

side of figure 2. The leftmost j bits of the output
block Y of the encipherment algorithm are used
to decipher the j-bit ciphertext variable by modulo
2 addition. The remaining bits of Y are discarded.
The plaintext and ciphertext variables have bits
numbered from 1 to j. ]

YR HPE IF vE A k-j7he] 17E o
2] ated k| E F=w W Frh Ao, a9 1y B
X ¥lEE kiHE 9%0® FZEFN, Fe 28
Zof| A ku| ERHE ARl Sl o] A2 X3he ATk
o] AXE dill M= X9 A% ku|ErF YRt
[The ciphertext variable is augmented by placing
k—j “1” bits in its leftmost bit positions to become
the k-bit feedback variable F. Then the bits of
the input block X are shifted left by k places and
F is inserted in the rightmost k places to produce
the new value of X. In this shift operation, the
left most k bits of X are discarded. ]

6.4. CFBelAe 2 jot ke AHE3l=s dx
gk o] Axd =k oAl A (1D (16) 2 o5
o] Vet Fi=C;(j=k7%) LIt is recomme-
nded that CFB should be used with equal values
of j and k. In this recommended form (j=k) the
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equations (11) and (16) can be written, F;=C;
(case j=k).]

%9 F=ui(0FB) 2=
[Output Feedback (OFB) Mode]

7.1. e setiElz), & HE
(1 <j<n), OFB%% Rc
% B=ol A ARGElE WS

Wae] 77
A&}, OFB
& ok} 2t

1mr

nnm

a) 4

D 77 JHIE°‘ 788 HE HFE Py, Py, ..
Py

@ ‘é 3 K

@ n¥]EQ AZPES SV

{One parameter defines an OFB mode of opera-
tion, i.e. the size of plaintext variable j where
1< j< n. The variables employed for the OFB
mode of operation are: a) The input variables @
A sequence of q plaintext variables, P;, Ps, ...,
P,. each of j bits. 2'A key K. 3 A starting
variable SV of n bits. ]

b) 743
D 77 pul e g7h9] 31 2
Xq-
(2 717] nv|E4]
Y.
@ 47] 12l @B W5 Ey, By, . By

[ b) The intermediate results (DA sequence of

A, X Xos s

q7H9’] %‘ji] .%E;,]Oé, Yp Yz; s

q algorithm input blocks X, X3, .., Xy, each of
n bits. @ A sequence of q algorithm output block
Y. Yoo oo

q variables E;, Ej, ...

Y, each of n bits. 3 A sequence of
. Eq, each of j bits. ]

7] Rl gl g e

[The output variables, i.e.

o) EHHTES
4, Ci. Gy s Cg-
a sequence of q ciphertext variables C;, Cs, ...,
Cq. each of j bits. ]

(1993.12)
7.2. HEH X9 2713k ohet o] X ek
X,=5V . (18
a) 4E G| Ee o8, Yi=eK(X;) ..(19)
b) 9% jplEY A=, E,=Y;,~j - (2o
o) HEE W] A C‘ =Pi®Ei . (2D
d) A= QA4 Xl+1—Y . (22)

[The input block X is set to its initial value X;
=SV. The operation of enciphering each plaintext
variable employs the following four steps: a) Use
of encipherment algorithm, Y;=eK(X;) ..(19),
b) Selection of leftmost j bits, E;=Y;~j .. (20),
c) Generation of ciphertext variable, C;=P;®E;
.. (21), d) Feedback operation, Xj11=Y; .. (22)]

o] WAIEL i=1, 2, .., q7HX] HbEEH, =AY
Atolgal ALl Edrth, o] Hake ¥ 39

Zof| 124 A Qlrh. & dre]EFE AR vl Wi
2z Y= =dEy, X9 o @ F Xi+1°l
ot Y9 #3354 jHlEs Y HeE
sh=d] A4k [These steps are repeated for
1=1,2,
last cycle. The procedure is shown in the left side

s @» ending with equation (21) on the

of figure 3. The result of each use of the enci-
pherment algorithm, which is Y; is used to fee-
dback and become the next value of X; namely
X;+1. The leftmost j bits of Y; are used to encipher
the input variable. ]

7.3. BEsisied] AHgE WSS gEshd
e E R L &
©2 X=SV7} AR A dEE
TESSHE 23 el 7bH BAEL
2.

a) 9% d3dFy °ol%

, Yi =eK(Xi) (23)

b) 9% jHlEL] A", E;=Y;~j . (24)
o) HE W9 A4, P =CeE; .. (25)
d =9 4, Xi=Y; .. (26)

[The variables employed for decipherment are the
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L ndlE

1 n
X

Tz

LS R

"

[ 9% ivi= 4y |

1 E J

b 4
@
by

p

238 3. &% gl=s (OFB)

same as those employed for encipherment. The
input block X is set to its initial value X;=SV.
The operation of deciphering each ciphertext va-
riable employs the following four steps: a) Use of
encipherment algorithm, Y;=eK(X;) ..(23) b)
Selection: of leftmost j bits, E;i=Y;~j ..{(24) ¢
Generation of plaintext variable, P;=C;®E; ... (25)
d) Feedback operation, X;+;=Y; .. (26).]

o] BAELR i=1, 2, .., gH7HA] HkREH, o}
uh Afo]sZal A{(25) el 4] Edth. o] Al 1934

B2Z By a28A sich X o Yo @ g
sholl AMgHE @3} Ak gA] 2(25)e] ohE
o)}, [These steps are repeated for i=1, 2, ..,
q, ending with equation (25) on the last cycle.
The procedure is shown in the right side of figure
3. The values X; and Y; are the same as those
used for encipherment ; only equation (25) is
different. ]

A

oggt:

Ho

(B3) $% A n¥lE 29 BES) B4
[Annex A (informative) : Properties
of the modes of operation]

A.1. Az F=5(ECB) &% B=9 £A4
[Properties of the Electronic Codebook
{ECB) Mode of Operation]

A.1.1. 7 [Environment]

A Zv A% A3 ARE 2k
AR HHEAEE RaslAY A AHEEE 48R
=] glvh, ECB B=olM Fg F3-&(e o
A A FLE dEFE AP} [Messages
that carry information between computers, or
people, may have repetitions of commonly used
sequences. In ECB mode, identical plaintext pro-
duces (for the same key) identical ciphertext
blocks. ]

A.1.2. 54 [Properties]
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ECB 2=9] EAL o133 2l
a) B3] ¢53l = B3ske oE BYa 5
YHHo g Aerhs3ich
b) 4EE E3H AudL &g P
vldg 23t
o Y FE BYE (2 d4d A9 B ¢
3E B AAE] i AR FH7
F o3}t
[Properties of the ECB mode are: a) encipherment

229} A

or decipherment of a block can be carried out
independently of the other blocks : b) reordering
of the ciphertext blocks will result in the corre-
sponding reordering of the plaintext.blocks: ¢)
the same plaintext block always produces the same
ciphertext block (for the same key) making it
vulnerable to a “dictionary attack”. ]

ECB 2=v odubdo @ 3 B4y} 70 wl4l=]e
el e A=A dech R MEL FAX
FolM= ECB 2=2] uhEa AAd) g=ge] &
PHeor HoEe 23 AHe 5EE 33$
A% Heol A= F4HE AYolth. [The ECB
mode is in general not recommended for messages
longer than one block. The use of ECB may be
specified in future International Standard for those
special purposes where the repetition characteristic
is acceptable or blocks have to be accessed indi-
vidually. ]

A.1.3.

n¥|E9] Hgulnte] st o B33y} 71538
k. & Zele nHlE AAZA] AAErs 98
31}, [Only multiples of n bits can be enciphered
or deciphered. Other lengths need to be padded
to a n-bit boundary. ]

A7) 27413} [Padding requirements]

A.1.4. 259 A% [Error propagation]

ECB ErdAy g otsF 24 shi &2
2 o]k o fe E3FME 2 2R/ U
29 Jjoll At kg u]Fr), 43348 ol gloiA

gohe] i wlES Wshe 3l oM HaE
50% 9] W3g ZAPckes sHAdstel], o] E3le] B
33ty HEE T 50% 9] oFES 7MY Zlelth
[In the ECB mode, one or more bit errors within
a single ciphertext block will only affect the di-
cipherment of the block in which the error(s)
occur(s). Under the assumption that the cipher
has the property that changing one plaintext bit
results in an average 50% change in the ciphertext
each bit of the recovered plaintext version of this
block will have an average error rate of 50%. ]

A.1.5. 2% 74 [Block boundaries]

Gz she} B35} Alolol| A B HAE deinild
(F¥E &9 d-El) $¥E 9 AAVE A
f7}A] sstet B33 zpg] AlololAe] 71}
Hz] & Zolt}h, »E B33} 2gje] Hnle= By
A} AAE e & SutEA =HA @ Ao
t}. [If block boundaries are lost between enci-
pherment and decipherment (e.g. due to a bit
slip), synchronization between the encipherment
and decipherment operations will be lost until the
correct block boundaries are re-established. The
result of all decipherment operations will be in-
correct while the block boundaries are lost. ]

A.2. €% B Alo]d (CBC) 9 B=29] £4
[Properties of the Cipher Block Chaining
(CBC) Mode of Operation]

A.2.1. %7 [Environment]

CBC R roxye & g9} 212 Azt Higpg
FUZ HEo] ¢33y Al FUFE JEE
Ak o] EAd el HAolEs AMH-xh= H
9] A1z, 94 e AR ig-g v 43 o™
WS 9 22r) ol 2Eg EE WiRle
Zk CBCE9 A3t 2o #4% 2"€2Hunique
identifier), (& %7H4|%~, incremented counter) &
ZFA7Ie Aotk &Z77E FUiEeMe dEH=
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dzeg g3z dof o] 85, = ohE WL
Ze 2 WE(F A dAl2 e Fojdde £
F2)& A 4k HI=d A AAkd 2 e A
Wapel 2he ol ghg AMS-3he whe] St [The
CBC mode produces the same ciphertext whenever
the same plaintext is enciphered using the same
key and starting variable. Users who are conce-
rned about this characteristic need to adopt some
ploy to change the start of the plaintext, the key,
or the starting variable. One possibility is to in-
corporate a unique identifier {i.g. an incremented
counter) at the beginning of each CBC message.
Another, which may be used when may be used
when enciphering records whose size should not
be increased, is to use some value such as the
starting variable which can be computed from the
record without knowing its contents(e.g. its ad-
dress in random access storage).]

AP=gy =g JE B
EnE, 585 Aud 2 5+ 9ok
b) thHE SVEHe Ao Fddt il F
U gEFo R P53 He s WA,
[Properties of the CBC mode are: a) the chaining
operation makes the ciphertext blocks dependent
on the current and all proceeding plaintext blocks
and therefore blocks can not be rearranged : b)
the use of different SV values prevents the same
plaintext enciphering to the same ciphertext. ]

A.2.3. A4 7] 87418} [Padding requirements]

dlo]e] B-7o] nu|Ee] Hujdunl ot33 £
¥-35317} 7531} ohE doldwli= n¥| E AAI7HA
HAL7E slFolof ok qrek o]} wbye] &
2] ¢dow, vl wigs S o2 A
219 4 ook SEg whd i F A O3
z,

a) ¢E3}

Cq=Pg ®(eK(Cy-1~1) .. (27)
b) E&3}

P=Cq ®(eK(Cq-1~7) .. (28)

e}, "kef o] 1At wWr) FARE AV He]
of D), Al Wgt FUT dE g H oA
AR, mRA e Wge “AdA g]E 3
okt ko] slrh. (A.4d #%) [Only multiples
of n bits can be enciphered or deciphered. Other
lengths need to be padded to a n-bit boundary.
If this is not acceptable, the last variable can be
treated in a special way. Two examples of a special
treatment are given below. a) encipherment: Cq
=P, ®(eK(Cq-1~j) .. (27). b) decipherment: Pg
=Cq®(eK(Cq-1~j) ..(28). However, this last
variable is vulnerable to a “chosen plaintext attack”
if the SV is not secret or it it is used more than
once with the same key. (see clause A.4)]

g whge R, “ghEf-EA" (ciphertext stea-
ling) o] ek, 71, wix|=t 5 48] W7 P 3
P e, Py nHlE Bl X Ptz j¥IE(H, j<n
wjEo]2 g>1)2} 8lA. [A second possibility is
known as “ciphertext-stealing”. Suppose that the
last two plaintext variables are Py-; and P, where
Pq-1 is an n-bit block and Py is a variable of j<n
bits and q should be greater than 1.]

a) &3
Cq-101 5.26014 1= W22 Py o4 fr=xd
FEE Belzt ¥d, Coe vhst o] HAch
Cq=eK(§j(Cq-1IPy) .. (29)
opAlet 5 709 }EEL Cp~ijst Cpolnh
b) £33}
WA CE HE3eta, 1 ARE RS Pt &
E%o2 R nj HiEY CpF Bech
§;j(Cq-1/Pg) =dK(C,) - (30)
olAl AR Y Cq-& ¥, 5.3904 7led
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o2 P F 7% 5 vk vhA= Fo0e g
W B35 A7 FutdAs 7hge] shes)
ojxorn T o] uho] siAY o2 |
¢tk [ a) encipherment: Let Cq4-; be the ciphe-
rtext block derived from Py, using the method
described in 5.2. Then set Cq=eK(Sj(Cy-1IP,)
.. (29). The last two ciphertext variables are than
Cg-1~j and Cq. b) decipherment: C, needs to be
deciphered first, resulting in the variable P, and
the rightmost n-j bits of Cg-y, Sj(Cq-4lP =
dK(Cy) ... (30). The complete block Cy_; is now
available and P-, can be derived using the method
described in 5.3. The two trailing ciphertext va
riables are deciphered in reverse order which
makes this solution less suited for hardware im-
plementations. ]

A.2.4. 259 A3} [Error propagation]

b2 3tel °‘°M 6&7}1«1 AL vE
Foll o)A 50% 2] IS ZY k= 7}243}01]11
whek pHA IR Bl Fr} wAshE, A
i Yo AT BlE 2/FEL 50% °Jrh
G+DHA B39 FE 232 987} ol 5
% i]wl—— H]Eoﬂﬂ 277} WA
gl A 277k

-k AUA e Heas 3 e eR7t
e GEE VB AR JdAH wEd
SF7F B vk 2/} nHlERG M2 &
2ol o BelellA il HEgse B2 B
2L 50% 9 Hd HE 2788 B Aok (F

1 ) GEE T AFAE Fe geioly
2elol M e] 25 A7 50% ) H]E
2785 et [In the CBC mode, one or
more bit errors within a single ciphertext block

2

2]
)
X
2
w2
fok
r-{n

will affect the decipherment of two blocks (the
block in which the error occurs and the succeeding

block). If the errors occur in the i th ciphertext
block, each bit of the i th deciphered plaintext
block will have an average error rate of 50%,
under the assumption that the cipher has the
property that changing one plaintext bit results in
an average 50% change in the ciphertext, The
(i+1) th deciphered plaintext block will have only
those bits in error that correspond directly to the
ciphertext bits in error. If errors occur in a variable
of less than n bits, error propagation depends on
In the
first example the deciphered short block will have

the chosen method of special treatment.

those bits in error that correspond directly to the
ciphertext bits in error. If errors occur in a block
preceding a block of less than n bits, the deci-
phered short block will show an average bit error
rate of 50% .
in the short block or the last ciphertext block each

In the ciphertext stealing case errors

result in a bit error rate of 50%.]

A.2.5. 5% 734 [Block boundaries]

Eshe} B35} Alolof| A B8 HAE GoieH
(& 8E <9 olFell) Svke 53 2Ar 44" "
W 7hA] FEstel B3 Fod Alolelxe] F7]5t}
7] & etk B AT A" Fdelle e
H335t 3 Ao st o4& Zloloh [If block
boundaries are lost between encipherment and
decipherment (e.g. due to a bit slip), synchro-
nization between the encipherment and deciphe-
rment operations will be lost until the correct block
boundaries are re-established. The result of all
decipherment operations will be incorrect while
the block boundaries are lost. ]

A.3. &% F=W(CFB) ¥ wxo E4
[Properties of the Cipher Feedback
(CFB) Mode of Operation]

A.3.1. 27 [Environment.

CFB R=ofdy 2e Ao e Aspise
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3 o] 3 siEw A} FUF FEFol
e} o] "'5"“°ﬂ s A ZHe] s AR
94 Alzh, da] e AR HWae-g ulr] $ig
ube-g E*!Tél’ ‘Q_u-?]' ik, & 7} b2 CFB
zjo] Alzb PRl APHzH(unique identifier),
Z71A14, mcremented counter) & Z A7)
Aol Z7|7} FrlEleixe e dFeE o
3 oo o] 25E, = ol e R I g
(F Wy HAl2 ke Eode BY F2)&
W7 RAE HF =G A A4 glE AR e
2 ol ghg ARE-she dbfe]l ool [The CFB

mode produces the same ciphertext whenever the

s m‘i

—_‘i._ioﬁw*O}ﬁ

"1

/\

=z
=

N

same plaintext is enciphered using the same key
and starting variable. Users who are concerned
about this characteristic need to adopt some ploy
to change the start of the plaintext, the key, or
the starting variable. One possibility is to incor-
porate a unique identifier (e.g. an incremented
counter) at the beginning of each CFB message.
Another, which may be used when enciphering
records whose size should not be increased, is
to use some value such as the starting variable
which can be computed from the record without
knowing its content (e.g. its address in random
access storage). ]

o
it}
5
)
o,
St
rﬂ'; o
i
2
R

Aol UEE Fr)
aBE HE WEEe 4 Aeldse] slen
Auidd 4 glch.

b) ohE SVEHE AMego g FUjE HEo] F
dg GxFo2 gFshEE AL wAF

o) CFB RxdA <tz slel %3535 e Eo)
ot¥ 3} Hele dEL A

d) CFB 2x=9] 3 K9] 7)) 2&dd). (j=k
olw )

e) A& jake Adshy BE Y otE gre
Z9] u}c]%—o] o] Qtsle} X2 A oWl Er}
Az},

[ a) the chaining operation makes the ciphertext
variables dependent on the current and all pre-
ceding plaintext variables and therefore j-bits va-
riables are chained together and can not be rea-
rranged ; b) the use of different SV values pre-
vents the same plaintext enciphering to the same
ciphertext ; c¢) the encipherment and decipher-
ment processes in the CFB mode both use the
encipherment form of the algorithm ; d) the st-
rength of the CFB mode depends on the size of
k (maximal if j=k) 3 e) selection of a small value
of j will require more cycles through the enci-
pherment algorithm per unit of plaintext and thus
cause greater processing overheads. ]

A.3.3. 21 7] 87418 [Padding requirements]

oh ThE RolE e A Ao S

87 QlEh ZEh B¥RS $8elME, b
Az7Ish A Aoz AFE 2T
245t} [Only multiples of j bits can be enciphered
or deciphered. Other lengths need to be padded
to a j-bit boundary. However, in most applications

jilEe) gepuiero] otEst we %us B 4
&+

-1n NE 20

j will be chosen equal to the character size and
no padding will be required. ]

A.3.4. 25¢< 99} [Error propagation]

CFB »=29] 7 %ell= -8l E gtaFol oiH 2 {7}
sl&d CFB 18 B84 2/ v|ESe] flxe
Hlo} BF whHuzk wj7kx] olelxli rEEe) %
E3bol| 3G AT HEB e W julE
HEe) oF WESY e FETIAY 25
BlEEe) 939} e}, ashrl YR G HES
HHEOEM GEFeIM 50% 9 LFHEE e A
o] ik FHstel A& $ER HE oA
7 uEE 28 oer) 94 29 stow 4zes
oJd wi7bA] FF 50% 9 LFEE 7HA ze)th
[In the CFB mode, errors in any j-bit unit of
ciphertext will affect the decipherment of succee-
ding ciphertext until the bits in error have been
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shifted out of the CFB input block. The first af-
fected j-bit unit of plaintext will be garbled in
exactly those places where the ciphertext is in
error. Under the assumption that the cipher has
the property that changing one plaintext bit results
in an average 50% change in the ciphertext, in
the succeeding deciphered plaintext each bit will
have an average error rate of 50% until all errors
have been shifted out of the input block. ]

A.3.5. 52 A7 [Block boundaries]

S} julE A7} ok st} HE5} Aoleld 4
AR (5 s &Y o), FEH 4L
Hl= 737417} ALHD F chg] nulsel A A4

9= olck. ek julEe] W4vinkE AT
nHlE ol $71517h HEHe 2 AR Al
LIf j-bit boundaries are lost between encipherment
and decipherment (e.g. due to a bit slip), cry-
ptographic synchronization will be re-established
n bits after j-bit boundaries are re-established. If
a multiple of j bits are lost synchronization will
be re-established automatically after n bits. ]

A.4. &8 I (OFB) &9 Z=of £4
[Properties of the Qutput Feedback
(OFB) Mode of Operation]

A.4.1. #73 [Environment)

29 Few) goe 5ok Phe] - d4e)
Al HeR of3skd Ay A U RS
APt Aokl &9 Tﬁ‘:“—‘l REoAe 2
Aot AlZF Wpr)h ARS-E A9 57 d4] ~E
o] A4 Ec) Ao, 1‘3}’%}«1 o]+ wi<Eell,
EA AlAps Fozl Ao da] 27 gt
Alg-=]ejo} g}, [The OFB mode produces the
same ciphertext whenever the same plaintext is
enciphered using the same key and starting va-
riable. Moreover, in the OFB mode the same key
stream is produced when the same key and SV
are used. Consequently, for security reasons a

specific SV should be used only once for a given
key. ]

A.4.2. 5A

OFB 2= BAES thg3 2t

a) OFB BEE=+x #Hojdo] ol7] & 5 ¥
Hel] t]]- Fpsict.

b) the SV 32 A2 ok 23] 22gS A4
AlF1B2, FAg HEe] FUdd dEFeE g%
stEle AS WA £

c) OFB E.Ee A o5 3le} B33 oofa &
o} Zre geel o5 daeEE ARk

d) OFB ExzolAe HEo 23 ©tladl Jgikezd
et sole d4 2EY AEde FHsHHA A
=t

e) jo el ztebpE, o] v ot 4w
FE AR AlelE9 u kg welR
o @S Z2AA e =r) i,
[Properties of the OFB mode are: a) the absence

[Properties]

ot

of chaining makes the OFB more vulnerable to
specific attacks ; b) the use of different SV values
prevents the same plaintext enciphering to the
same ciphertext, by producing different key st-
reams ; c) the encipherment and decipherment
processes in the OFB mode both use the enci-
pherment form of the algorithm ; d) the OFB
mode does not depend on the plaintext to generate
the key stream used to add modulo 2 to the
plaintext : e) selection of a small value of j will
require more cycles through the encipherment
algorithm per unit of plaintext and thus cause
greater processing overheads. ]

A.4.3. A9E7] 87413} [Padding requirements]

jlEe] Hauljute] 33} == Fu37) sbs
dc}, HlES A5zl obd 7Sl julE 734
72 914715 & Heot o) e, R
S&A, o 3 Z7leF A desez,
A8 7171 D894 =}, [Only multiples of j bits
can be enciphered or deciphered. Other lengths
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need to be padded to a j-bit boundary. However,
in most applications j will be chosen equal to the
character size and no padding will be required. ]

A.4.4. 252 A7} [Error propagation]

OFB 2=¢ dife o788 2 A% ew
HEol £ AER] AEF ot GIFE A9
2571 e A7 v Ew 555 YAt 27
1 3hie] 5 vlERRS BRI [The OFB
mode does not extend ciphertext errors in the
resultant plaintext output. Every bit in error in
the ciphertext causes only one bit to be in error
in the deciphered plaintext. ]

A.4.5. 2% 77 [Block boundaries]

OFB 2= A7157137h 53] eheeh. ek ¢
w55 233 209 ool $U4E weohd
Az A27%E T sk ek ol B
714e] e HE BG>10m) 2 AA A

vl & &3] gl Fel)of g 3l 4 2ok [The OFB
mode is not self-synchronizing. If the two ope-

g
o

my

or

rations of encipherment and decipherment get out
of synchronism, the system needs to be re-ini-
tialized. Such a loss of synchronism might be (if
j>1) the loss of correct boundaries of the j-bit
blocks (e.g. due to a bit slip).]

2p2k2] 27|32 dAE 7R3, el A}
439 SV @ ok SV ko] AME-E]ejof it
I olfie e detu|e ol s v F4E
vle 2 elo] QA7 wielch o]RE ‘@
BEHN T 4o 28 E 718 3te 4" (known
plaintext attack)el] s} #<eFslc}. [Each re-ini-
tialization should use a value of SV different from
the SV values used before with the same key.
The reason for this is that an identical bit stream
would be produced each time for the same pa-
rameters. This would be susceptible to a “known
plaintext attack”. ]

(3) B5 B: 53 A3 AR
{Annex B (informative) : Information
about Patents]

o] FAEEL E¥lshe Elel, ¢l FAEES
8o gale] & wkgk F&o Y HRES T4
k. IBMI} UNISYSHl 4% 53&S HAdch
v, IS0 E3vt Aejol] digt A4, A,
& 9ol g shbdd AEE AFY F Qdch
[During the preparation of this International Sta-
ndard, information was gathered concerning re-
levant patents upon which application of this In-
ternational Standard might depend. Relevant pa-
tents were identified as belonging to International
Business Machines Corporation (IBM) and UNI-
SYS. However, ISO cannot give authoritative or
comprehensive information about evidence, vali-
dity or scope of patent or like rights. ]

E5-53 2AAEL o] FAlidEe] $& 7k
34 3l7]9lE] BEHE EeiEcie AdAlstl o
53 E oris #7182 dch o g e o
FaelA 7Hsgkvl. [The patent-holders have
stated that licenses will be granted in appropriate
terms to enable application of this International
Standard, provided that those who seek licenses
agree to reciprocate. Further information is avai-
lable from]

Director of Commercial Relations
International Business Machines Corporation
2000 Purchase Street

PURCHASE, N.Y. 10577

U.S.A.

Director, Industry Relations
UNISYS

P.O. Box 500

Blue Bell, PA 19424
U.S.A.
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(Fx) B85 C: 9 2z I35 B
[Annex C (informative) : Examples
for the Modes of Operation]

C.1. 782 [General]

o] HE-L FAEF] Y FAR=EF AN
o) 4| 2ol tH} <h3 3t} Hgstel] Pk BIlEech
o] X7|EE ohe# 32 debu|elES Mgt

a) A3l ¢&3} ¢we]ES Data Encryption
Algorithm(DEA). n2] 3t& 64°]c}.

b) 23 d4)= 0123456789ABCDEF.

c) A=} 9= 1234567890ABCDEF.

d) F2&-& 7¥E ASCII Z=of sid3h= ‘Now is
the time for all ' (1635 X7]'] 4E6F772069732
07468652074696D6520 666F7220616C6C20). CFB
Froi HES 7H]E ASCIHREC sl
‘Now' (1671 719 4E6F77).

[This annex gives examples for the encipherment

and decipherment of a message using the modes
of operation specified in this International Stan-

dard. The examples use the following parameters:

¥C.1 - ECB 2%, %3}

a) The encipherment algorithm used is the Data
Encryption Algorithm(DEA). The value of n is
64. b) The cryptographic key is 0123456789AB-
CDEF. c) The starting variable is 1234567890AB-
CDEF. d) The plaintext is the 7-bit ASCII code
for ‘Now is the time for all *(in hexadecimal
notation 4E6F77206973207468652074696D6520 66
6F7220616C6C20). For CFB mode the plaintext
is the 7-bit ASCII code for ‘Now’ (in hexadecimal
notation 4E6F77). ]

C.2. ECB 2=
ECB R=9] stistel H3sle] et H7]&Ee
X C.1% C. 290 47 9lth. [Examples for the ECB

mode of encipherment and decipherment are given
in tables C.1 and C.2, respectively. ]

C.3. CBC 2=

CBC Rx2o stsslel E3slo] et Hr|ES
3 C.3% C.40l 2t7}+ glck. [Examples for the CBC

i HE, P SR =444 *EE, G

1 4E6F772069732074 4E6F772069732074 3FA40E8A984D4815 3FA40E8A984D4815

2 68652074696D6520 68652074696D6520 6A271787AB8883F9 6A271787AB8883F9

3 666F7220616C6C20 666F7220616C6C20 893D51EC4B563B53 893D51EC4B563B53
#C.2 - ECB &, 233}

i HEE G yHE 459 H4&, P

1 3FA40E8A984D4815 3FA40E8A984D4815 4E6F772069732074 4E6F772069732074

2 6A271787AB8883FY 6A271787AB8883F9 68652074696D6520 68652074696D6520

3 893D51EC4B563B53 893D51EC4B563B53 666F7220616C6C20 666F7220616C6C20 |
XC.3 - CBC 25, ¢%3}

i 3E, P ey 489 FEE, G

1 4E6F 772069732074 5C5B2158F9DSEDIB E5C7CDDE872BF27C E5C7CDDE872BF27C |

2 68652074696D6520 8DA2EDAAEE46975C 43E934008C389COF 43E934008C389COF

3 666F7220616C6C20 25864620ED54F02F 683788499A7CO5F6 683788499A7CO5F6
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¥C.4 - CBC 2=, B%3}

i Iz E, dHE8Y 42y ZE, P

1 E5C7CDDE872BF27C E5C7CDDE872BF27C 5C5B2158F9DSED9R 4E6F 772069732074

2 43E934008C389COF 43E934008C389COF 8DA2EDAAEE46975C 68652074696D6520

3 683788499A7C05F6 683788499A7C05F6 25864620ED54F02F 666F7220616C6C20
%C.5 - CFB 2=, o33}

i BE, P IR 489 FIE, G

1 4E 1234567890ABCDEF BD661569AE874E25 F3

2 6F 34567890ABCDEFF3 7039546F9A0F6330 1F

3 77 567890ABCDEFF3IF AD1B78B0OBB371BE7 DA
¥C.6 - CFB 2=, 23%3}

i ST E. G SR &4y H3E, P

1 F3 1234567890ABCDEF BD661569AE874E25 4E

2 1F 34567890ABCDEFF3 7039546FOA0F6330 6F

3 DA 567890ABCDEFF31F AD1B78B0BB371BE7 77
%C.7 - OFB 22, 9353}

i HqE, P SR 489 dIE,

1 4E6F 772069732074 1234567890ABCDEF BD661569AE874E25 F3096249C7F46E51

2 68652074696D6520 BD661569AE874E25 5D976A504786581F 35F24A242EEB3D3F

3 666F7220616C6C20 5D976A504786581F 5B0229C3443694E3 3D6D5BE3255AF8C3
#£C.8 -~ OFB 2=, B3%3}

i HEE, G LY 4489 B3E, P

1 F3096249C7F46E51 1234567890ABCDEF BD661569AE874E25 4E6F 772069732074

2 35F24A242EEB3D3F BD661569AE874E25 SD976A504786581F 68652074696D6520

3 3D6D5BE3255AF8C3 5D976A504786581F 5B0229C3443694E3 666F7220616C6C20

mode of encipherment and decipherment are given
in table C.3 and C.4. respectively. ]

C.4. CFB 2=

CFB 2x=2] qt55lel B35 P&t B7|E5L &
C.5% C.691 zH2t glck, o] Brlolie mhetn]E
j=k=8°] Addggic}. FH= kulBEE oA R
#7)5¢{c}. [Examples for the CFB mode of en-

cipherment and decipherment are given in tables
C.5 and C.6, respectively. For this example the
parameters j=k=8 have been chosen. The k bits
feedback are shown in italic. ]

C.5. OFB 2=

OFB R=9] k3 3lol B335l A B/ X
C.63%F C.7¢ 22+ stk o] X7lelxe FejolE
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j=647} Al s]itt, [Examples for the OFB mode A ©] &2 Hdg =otF A 4TS ¥
of encipherment and decipherment are given in 23 zagd AR SAEA
tables C.7 and C.8, respectively. For this exa B (o=

mple the parameter j=64 has been chosen. ]

O FEHT

Z= g5 B (FA3Y, SRl
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