HEEWBRREREE
o5& HE3H, 1995 9

Hzg v e Blal

A Comparison of Digital Signature Systems

4

R B

]
o

og*

HZ FRAME HAg A B FA

+

45 =

Q_}:

At R A L APHL Yok EF 2olA
= QEtte A2 AFelA At oz FWASA 2 b F A§40) =99 RSA,

ESIGN, Feige-Fiat-Shamir, Micali-Shamir, Guillou-Quisquater, Ohta-Okamoto, DSA, Schnorr, Oka
59 B GTRNel 2AF OAG AP g skl AXF % sevlE ) =718 was

3, 7zt PP e B4
3 AES e e gudd
1.4 &
@59 7% HI3(privacy) 7l5#H UF
(authentication) 71§22 Y& F 2}5} 3
pud

ZIsold AE7t =& H e 77} flE

r°"

dEe guE ¢ F YEE FoENH Zéi%
H33= Aol dH, Ago} 5 F&
gate Ar2dA MEHLE gloMe <dEE
Z2o3 40w, AR 23 (electronic mail) ©)
v Az $F(electronic funds transfer) # %2
2 NEL Y FA MM FA9 A
3, 294 g AR 2 F, FAALY
AF 71%5E #Fc AL e HAsie ¥
FEIIAI 2 Loyt

c R FUABUS ARASHI AL
o AFBRRT YRBEF 2

st o)k #% Fu UAY 4w WA BE

A% QA B 2y

AFole wAA AF5H AHEA AFo] A
= d o F 71eE FA Aol HA" APl
o HAA] 52 ARV WAHA #F3 EY
o A IEAE BFsE 71501, A
A 5L HE ASddM FE 44, A
&, A, 719, #e 59 Bl FAT AL

=]

A A7 vz 2 AEAYE BFeE
24, AR AT AHER BSh W&ol AR
B AYE 2BE + Youh A 39 AHg
A Xe AZ sl BlA AUS 9@
F e BEaE JBon o9 e Mg
A AFo] FARA B ANE A 39 AR
XA A FHE F vk ze] 7}
H9e @ HA4Po] Hr, A2 B B A
AAZAE SR ADS 2WE + gE
z7e] F7HHe W UAY APole k.

a4 o4 R AL 24, 2R o

N
off



OAg M e vm 97

BTA, AE7EY HERE FoM AHgst 2. YAZ Ay z2d 7 g
A FA(EFD) oI HEe BREAIS A e wp2le] 9 ZA
ARdezs 7L o Agste Aol HA=

Aw Aol gAE A

gAg Mgl MdS Diffiedt Hellman°ﬂ
o Hg =dE AFFY oIy A7 =

B 3
4 A B Eeldol feon uwa sz aes zdol gg
28 BAY ARE vE sEIeR HdH Az HAY AW $4 3 d3Y 9=
€ YA Azeln, EA dAA7 A8 duaZn ZARE AL mdo A H
B ARAZE cle) WA SelHs A2 S 4o gea 2o ARAE ARsRE WA
2 FAAE AT A ol HHE 5 e Aae WusE FEHNA ARE
T@stoior A, g FARNA AT FARE AAe] B
T AAA ES A Sl AT AT AE pn qune wEAE olgdd ARE o2
o FAdAel A% WA AEAAA T wsgaa WA me e FAAE 2
F 22 F A e 73 BAE LA Zz19) ¥QA 2 ALLE] WAA mS 4B
Aok T £, AFel MF ATHE T g4 qur o2 ABAAA wsRY A
Borel = EAS 2FE T AT AR g gae wung clgstel A¥E o

B35ste AR mE @
M7 TS 01%

Q =

EIAME TAY AH E'-Ejl L ‘:]7(]% A
o oAl dwbERl 87 ZAE AAEIL 7]
£ "AE A% Uy F ugdHe= I ¢k
#2280l =% RSA, ESIGN, Feige-
Fiat-Shamir(¢] 8} FSS), Micali-Shamir(°] 3}
MS), Guillou-Quisquater(°]3d} GQ), Ohta-
Okamoto(©] 3} 00), DSA, Schnorr, Oka 9

o

T

= H]“‘ﬂe ’\F‘l Mg s§ st A5A
A AEdg HF:AE F7H7 dHE
TEE AR IANNE AR NEHE s
H45d.

il

TN G} LAWY HAFFE AR
3771 Gzl 2AT A A5 ol go] NE WAL TATED o]L3 WA

Figil
thated vl EAsTh 3 =

¥l YST|He &
& kA 7] H
AEET 9l =
(Privacy) ( Authentication)
W Al A] (Message) | AH&-AH(Entity) 7iE 2g g Md
ol ol (Identification) | (Digital Signature)




98 IS RRE S (1995, 9)

function) HE ©]&3le H(m i
gt 2822 JHHeE I 45w
Aghg ol gatA B HAAYFTE ol
= Aol Folgpvost

gtz o2 tg My weo] {8313

FRsA ool 5744 AL BEsdol

ig=3

23z74A 1) 9% E7Hunforgeable) 2702
Gy A AgAigie] yAE A
HEg AT F glojor Fut

87z 2) AEA

91Z lauthentic) Z7A L
g My MPAE FF

A3 % slojo} Bk

i)
i HU

)

¢l E-7Hrepudiated) XHALZ
HaE Fo A Aldg 2
Kl

% gloo} gt

oT7Z7A 4) W7 E7Hunalterable) Z7ASZ
Age BA AR W
WRE + ik 8

L3z7A5) AL Bl (not reusable) ZZA
o2 FAMAA)SY MEE o
& FAMEARDY MEez A
£ + glojof g}

3. 37 FERHE ol g
A% AY 4

Diffie®t Hellman®] F/17) dzw2lo] o g
=EAA dAE Mol s =98 o=
7 GEEAC 2AS B2 YUY M3
w2 o] AFH AT

744 4y ¥E 72 RSA W] 19784 Rivest
5ol sty Alts ATk ESIGNS 1985
Okamoto Foll 93] A& A ts ool Hz
HALZ [Oka90]ol A A= At} Fiat-Shamir

Hpalrselo) W o] FFS uba) 2 19870} = ok
gom, MS WS 1988¢] AtE ATt =
g, Fiat-Shamir 48] @A GQ whajlce
00 Hpaflrowio 1988330 717] HHAHOE A
otz 2t ElGamal 4= Z A3 DSA
w22 1991 NISTol 98 DSS(Digital
Signature Standard) 9] X 2 A o5 Y opesT
Schnorr #al& 1989\dd] A SlE g mlsesl
Oka %4]-& 1992\ o]l A k5] Q) opo=,

RSA, ESIGN, FFS, MS, GQ, 00 H4¢]
QAL TR EAC AT DSA,
Schnorr, Oka W49 AL ojitdlg EA)
ol 174 steh,

T A Zhzhe] Uxg Mg
4 2 g9 AN

ok

bl g F
= ZAZ
17+ vastg ey, 719 Mol =27
|3ty Zh7be) At S £
JoA ARRFE 7159 oule o3 2t

ko
b
)
mlo

u:r?'-‘r«?{-"l'
S

X

|

=
=

Z, + 091X n-1 Ate] 219 I
Z:: n#d} AEAQ 094 n-1 Ao} £
o I

- M] M EY ZAY 72

M1 M B FAY 2
Xl: Xo] vl Zo)(F, Log, X] + 1)

- iM(In}) @ €] njvE A7) 2EY
A A4

- l(nl) ¢ e nHIE A7 REY 4
A At

ol

3.1 RSA 4]

1) el
- HE7] 1 (p, g d) p gv & &F,
d € Zinepr o
- F7M7 ¢ (n, e) n = pq,
ed = 1(mod lcm

(p-1, ¢-1)) A e



SERE 99

. %]Bc]-ts

% NAGF  H

2) A% A4
WAR mel NE A s AP o
ol the 3t 2ol A4

s = H(m)* (mod n)

3) NP A%
AR A (s, m)o] e AEL
29§40l YYPEA PAr

H(m) = s (mod n)

3.2 ESIGN 44

1) zhetriE

-HeF  (p, q)

pat & & (p> a)
(n, k) n = pq, kik = 4)
L Z > Z,

2) A A4
H AR moll e M s A ¢
st ohg 3 o] A€
O & x(0 £ x < pg-D)E AT
@ w = [(H(m) - x* mod n)/(pq)]
@ v = w/(kx*") mod p
@s = x + ypq

3) N A3
AR AR (s, m)ol e AEE o

29 $EAo) BEHEA FATTh

H(m) < & (mod n) < H(m) + 2"

3.3 FFS H#4

. 1) FEdH
- HE7 : (p, q,s)

- #M71 ¢ (n, v) n = pq,

i=1...,k)
UdLF SFgF c H: Z, X Z
=10, ..., 251}
(ZF, k = 128)

2) A3 A
HAIZ] moll gk M (e, y)& A
o ¢jste thEz} o] AgHE T
O dFr e ZE e
@e=(e,..., &)
= (H(:* mod n), m)
@y =erTsje’modn

3) A% 4%
ABE AR (e, v, mol HE AFL
e Fo) BEYEA FAg,

k
e = H(y* T vf’ mod n, m)
i=1

3.4. MS ¥4
1) se}dE
-B"7) : (p, q 8) paE & &F,
v, = 1/s (mod n)<l
s €2Z, (i=1..., k)
3771 (n, v) n = pq,
v, i=1,..., k)=
Z, A B ed Mg
kN &FE
(&, v,=2,v,=3, v,=5,..)
AW ejAdF cH 1 Z, X Z
— {0, ...,2-1}
(&, k = 128)

2) MY AA



100 ARG A (1995 9)

Y AR moll tha ME (e, y)o AL
FFSS Fd3to)

3) MW HF
Mg WAA (e, y, m)oll HE FFL
FFS$} Fd3inh

3.5 GQ/00 H+4

1) stetul g
-8 I] ¢ (p, q 8) pav & &F,
s € Z,
- FMA - (n, L, v) n = pq,

¥ L(F, ILI = 128),
v, = 1/s" (mod n)

- ARF AHATF cHZ, X Z > 7,

2) A5 A4
AR mell g A (e, v)
of st thg ]

O g5 € 2,5 A g},
® e = H(r" mod n, m)
® y = rs° (mod n)

kR

o
i
o3

3) M= dF
Mg HAA (e, y, mol et AFLS

thgel S0 BEHEA AAbdo

e = H(y" v mod n, m)

3.6 DSA H-Al

1) stetel g
- A2 s E o (p, q, g)
ql(p-1), 2" { p (2% 2% { g ( 2™l
29 pq A7t q¥l g € Z,
Z,g+ 1, g =1 (mod n))
~HET] L (s) s €
- M (v) v = g (mod p)

AR AAFF  H

N

q

Z, X Z >

2) A% A
HAA mell g ME (e, y)&E AEA
o ¢jste &3} o] AT
®© ¢ e 28 IS
@ e = (g (mod p)) (mod q)
®y = ((H(m) + se)/r) (mod q)

3) AE A
Mg JAA (e, y, m)ol] e FFe
S8 F24o| UEH=A HAg

o|X

Him)/y

e = (g v (mod p)) (mod q)

3.7 Schnorr ¥4

1) stztdlg
- Alad g E o (p, q, g)
al(p-1), p = 2%, q = 2 ¢l &
p,a 57t qd g € Z,
cWEI] () s € Z,
- FZMA : (v) v = 1/g° (mod p)
Q

9B F A cHZ, X Z
- (0, ..., 2-1}
(&, t = 128)

2) ME A4
HAIR] mell gt A (e, y)&E AEA
of oj3ted thgF o] AAgET
O dFr e Z,5 AYg}
@ e = H(g' (mod p), m)
®@vy
3) AE A
AMEE AAA (e, y, m)ol] e AF2
39 4o =R HAbgth

r + se (mod q)

ol

e = H(g’” v¢ (mod p), m)



Uxg Ay e vn 101

3.8 Oka #4

1) gt g

- Alagl By (p, q, g, g)
al(p-1), p 2 2%, q 2 29
&9 p, g A7 a? g &
A7) 0 (s, 8) s, 8 € Zg

- g™ g% (mod p)

-dE HHAgE cH:Z, X Z >
{0,...,2-1} (&, t = 128)

(v) v =

2) A8 A4 .
AR mel hd M™ (e, v, v.) & A
BAe] &ate] thE 3 2ol YA E
O dFr, 1, € Z,E A9
@ e = H(g" g"* (mod p), m)
@ v

y, = 1, + es, {(mod q)

=1 + es (mod q),

3) A% AT
A U]]}\]X] (e Yie Va2 m)oﬂ EHGL 73_5'
o T SH0) BEHLA AAE

e = H(g" g’: v° (mod p), m)

1 DAD A g9 wla 24

Z2 CXE MY

EToME RSASY n & 512 ¥|EEZ 7}
Aslw ESIGNOIA Y n gHe 576 H|EZ 713
st} FFS, MS, GQ, 009X 9 n & 512
HE=RZ 7[R 3%tk DSAO| A2 pE 512 HIE, g
= 160 H|EZ 7}A 33, Schnorr @ Okaoll A
o} pE 512 ME, g& 140 MEE /1A
F71H o2 RSAOIMY e = 322 ESIGNY|
Ao k = 87 7HH g}

il

FFS, MS, GQ, 00, Schnorr, Oka®] A7)
g dadeE 1282 7pE 3 &, FFS, MS
GME k = 128, t = 12 7143, GQ, 00
NME LI = 1288 7R T} =3
Okaol| M= t=128% 7}% g+c},

, Schnorr,

4.1 A& vxm

Z A My B My A 2 HE
Al 8% At HEE & 2.9 7

zZh oxg M el A A ARE
AL = AL Woed AAFe vzs I

3.3 72

Wl HAte ulm

(=

w4 M A A X8 ASA ALLF

RSA 750M (512) M(512)

ESIGN 3M(576) + 1(192) { 5M(512) 3M(576) < 4M(512)

FFS 66M(512) 66M (512)

MS 66M(512) M(512)

GQ/00 385M(512) 224M (512)

DSA 240M(512) + 1(160) < 241M(512) 280M(512) + I1(160) < 281M(512)
Schnorr 210M(512) 242M(512)

Oka 245M(512) 261M(512)




102

S ER ARSI (199%. 9)

E 3 LIXE MY 24

o M

E % WAA
A BIDAEAS

w4 AP AL A A AGEF
RSA - 750M(512)
ESIGN 5M(512) 790

FFS - 66M(512)

MS - 66M(512)
GQ/00 192M(512) 193M(512)
DSA 241M(512) A2l 0
Schnorr 210M(512) A9 0

Oka 245M (512) 79 0

7 HA" A9 w49 347 F RSAY
e, ESIGN?] k, MS®} (v, ..., v,), DSA%}
Schnorr¥] (p, q, g), Oka¥} (p, q, g, 8)T
EE AMA7E FHAY, ALY SEdEHA
F Atk

Ao rhA
0 7tzte) oy
= U AW tee & 59

2
a

42 She}ulE] F7)e wm

7 OAg N

3 g7h71, ¥l
M) 718 B2t F 4.9 7o}

E 4 TRMMES 37| @

Wy 7Y Z7) nigd7) e =27) Mo 27
(U E) (B E) (B E)
514 512 512
RSA
(512 + 2)
578 384 576
ESIGN
(576 + 2) (192 + 192)
66048 65536 640
FFS
(512 + 512 * 128) (512 + 128) (128 + 512)
MS ek 2500 65536 640
(512 + <¥2000) (512 = 128) (128 + 512)
1152 1152 640
GQ/00
(512 + 512) (128 + 512)
1696 160 320
DSA
(152 + 160 + 512 + 512) (160 + 160)
1676 140 268
Schnorr
(512 + 140 + 512 + 512) (128 + 140)
ok 2188 280 408
a
(512 + 140 + 512 + 512 + 512) (140 + 140) (128 + 140 + 140)




HA" A wale ¥ 103
¥ 5 CIAIE MY galof Hm
AN 2A ¢ # x A H] =
RSA 2AFed BA |- SRR} BE FEY Gy HE
(5394) AR A Bt 71 del AHSE
ESIGN 2AFE FA |- AA AEATO |- ARAL M AN FF3}
ot - AT QA ko] m FAF
=2,
FS 2 #8 | 200588 £4 |- 20848 "9 |- A@AN 7%
(A=3) - 719l A7} Ad |- ID-based(Z/17] o
- BAFgo] B gy £¥YQ)
GQ/00 2AFEE A | - zAAE " - ID-based(F717] t] |- FSo &37)9
(L £3) deg £98) azle Aoy,
A Atgko] Z7b
ElGamal | ol BAl |- Ao} Aozt An| - ARAN 75

ELCEECREE

a7
DSA oltys £ AZN AN B[ AHAL SbE EER R
A el wEA H(NIST)
a7
Schnorr |l BAl |- @A ANF BE |- AIAL b5
Aol wYA |- APe Aot
27
Oka ol 24 AZA A B ARAL b DRy 39 s
5. 3 = e RSAE 149°] H e, DSA(ElGamal)
£ 109, ESIGNE 79, MS¢ GQE 44,
Je st duPFAN Testeop  Schnore 3del AxEh ofv] A} EA)
A 283 a4 Z9 shtolnt AR 7b AT FAGE A BE PHELS H=
FFS, 00, Oka W42 #4571 oj4doz ALF 2 A $4& IR
AYsits sHAstlM 2 QHASE =HE a3z HZ JYHAL de =F UA
itk RSA, ESIGN, MS, GQ, DSA, & A% W49 374 A ® 43 EAE &
Schnorr Wl ¢dA4E WAsA 92 £ H ALE VAL Eo FWART €83
QAT 2 dHHe tydoz AEIYs | FHE Aol v Ao
BB 9FAEL FASGT V7 19851d Goldwasser $°] 9X4] U3y F
Atk o] AT WYL Az Atg oz B GO OTNg AAY o= 7F
2 AN s ZAFe] AHHA A7 X T Wy " o &80 23] At IYH
Uz 71l weggr @ 4 Ao b o L AT 53], snE =S olgshe



104 S R iE (1995, 9)

AQAE w4 R YA A% tael s

we a7t selgth OAY A3 g A
& 72, AE39 A=, 44 @2 59 20
E AEE BEHE S8 FollM e 38
@ 4¥e ¥R @ Reoln asEE,

W ogAg AW g2ges HFsHC sty g
wHos del Agd UAT A9 gL of

ol AnlE FlEdME FHA] g3 ojojo}
TA 7L 2kFEY] AutE
FEEO A FEA Bu‘{ﬂrzﬁ.‘ﬂ gAg A w4
| = BE2

2 z7elv)
HAg Agel Be & TN 289 A
e ARe AdolEz AE ¥4 ¢ Ag

o]

2o webd ol 7HA F7bEe QFRA)
SAY Rolth oHF F/HHe 4FZAEL
UEeE B4 OAY AP TzEI o
@ d7E Mg AAYE 7 BopITh B

1, Blind signature, Undeniable signature,

°l

f‘

¢

ol

Group signature, Fail-stop signature, Multiple
signature, Nominative signature, Entrusted
248 OAY AY

A Hoiof ¢

undeniable signature %9
o g AF7t Hoh EE9
RLeE ARET

N = =
F o2 F "

[DH76] W .Diffie, M.E.Hellman, “New
Directions in Cryptography,”
IEEE Trans, on Inform. Theory,
volIT-22, pp.644-654, 1976.

[EiGa8] T.ElGamal, “A Public Key Cry-

ptosystem and a Signature

Scheme Based on Discrete

[FFs88]

(FS86]

[GMRS5]

[GMW386]

[GQ88]

[KLW93]

IEEE Trans. on
vol.IT-31, pp.

Logarithms,”
Inform., Theory,

469-472, 1985,

U.Feige, A Fiat, A.Shamir, “Zero
knowledge Proofs of identity,”
The 19th ACM STOC, pp.210-

217, 1988.

U. Fiat, A. Shamir, “How to

Prove Yourself Practical

Solutions to Identification and

Signature Problems,” Crypto’86,
pp. 186-194, 1986,
S.Goldwasser, S.Micali, CRackoff,

“The Knowledge Complexity of
Interactive Proof Systems,” The
17th ACM STOC, pp.291-304, 1985,

O.Goldreich, S.Micali, A Wigderson,
“Proofs that Yield Nothing But
their Validity,” Proceedings of
Crypto’86, pp.171-185, 1986.
“Proofs that Yield Nothing But
Their Validity or All Languages
in NP Have Zero Knowledge
Tech. Rep. #544,
Institute of Technology, Depart-
1989,

Proofs,” Israel

ment of Computer Science,

L.C.Guillou, J.J.Quisquater, “A
Practical Zero-Knowledge Protocol
Fitted to Security Microprocessor
Minimizing both Transmission
and Memory,” Eurocrypt’ss,

pp.123-128, 1988.



tAE My gHY MR

105

[MS88]

[NIST91]

[OhOKS88]

[Oka90]

[Oka92]

[OkSh85]

2ZEE" d3AAZE g3 A
(HR71s B3, Al 2049, A 23,
pp.101-114, 1993. 2,

S.Micali, A.Shamir, “An Impr-
ovement of the Fiat-Shamir
Identification and Signature
Scheme,” Crypto’88, pp.244-247,

1988.

“Specification for a Digital
Signature Standard,” National
Institute for standards and
Technology, Federal Information
Standard Publication XX, draft,

1991.

K.Ohta, T.Okamoto, “A Modifi-
the Fiat-Shamir
Scheme,” Crypto’88, pp.233-243,
1988.

cation of

T.Okamoto, “A Fast Signature
Scheme Based on Congruential
IEEE
Trans. on Inform. Theory, volIT-
36, No.l, pp.47-53, 1990.

Polynomial Operations,”

T.Okamoto, “Provably Secure

and Practical Identitification
Schemes and Corresponding
Signature Sch-emes,” Crypto’92,

pp.31-53, 1992.

T.Okamoto, A Shiraishi, “A
Digital Signature Schemes Based
On Quadratic Inequalities,”
Proceeding of Symposium on
Security and Privacy, IEEE,

pp.123-132, 1985.

[RSA78]

[Sch88]

[Won94]

[WKYL93]

R.Rivest, A Shamir, and L. Adleman,
“A Method for
and Public

Obtaining Digital
Signatures Key
Cryptosystems,” Comm. ACM,

Vol2l, No.2, pp.120-126, 1978,

CP.Schnorr, “Efficient Identification
and Signatures for Smart Cards,”
Proceedings of Crypto’89, pp.239-
252, 1989.: J.
Vol4, No.3, pp.161-174, 1991.

of Cryptology,

9 FE, UALABY He%
ME” tAesy gEst 43

A& A, pp.11-29, 1994. 4.



106 ST RESRAIE (1995. 9)

A B A & %, Chang-Young Kwon) A3 ¥

195733 4¥ 22U A

1983y 2¢9 A4 digy FEASH £ (o)A

1991'd 29 AT Ty dEd FRFEFH EY9 (FEHAY
1994'd 8¢ Agd gy e HR I EY (FFEAD
198213 12€ - 1988 9¢ (F)KOLON AHH SYSTEM4A BH
1992'd 3¢ - A /K FHAATNHE AT Ad7AL
X FAHLOF &3 FE AL

A % =(t R %, Dong-Ho Won) FA13]¥

19499 9¢¥ 23Uy
1976 29 A3 oigdx 3R &9 (FEAD
1978 29 A9 Ay dgd dAFEH E4 (FFHAN
’ 19884 2¢ A4 Ny dad AxXFgaH 9 (FFHAY
X 1978'd 428 - 19803 3¥9 IHAAFALTE I+
19851 94¢ - 1986\d 8Y UE FARAFTH ALAT+Y
19824 39 - @A) AA4AdETL FHYI} FRFEH 1y
1991 - A FFFAPRE 3] HYolAt
% FHHECE @ dSo|E, FHO|E

h




