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The Goal Who's involved?
To provide users with global encryption » Department of Commerce(NIST, BXA)
solutions they can trust to protect their » Department of Defense(NSA)
privacy and corporate secrets * Department of Justice
D
The Challenge epartment of State

To find encryption solutions that do not
unnecessarily hinder the ability of law
enforcement and intelligence agencies to
do their jobs

Interested Parties

Individuals{who want privacy protction),
LL.aw enforcement, Intelligence agencies,
Corporate users, Computer hardware and
software vendors, Government agencies

(as users)

Fundamental of U.S. encryption policy

» No controls on domestic use of import
of encryption products

* Mass market encryption software with
key length of up to 40 bits can be
easily exported

* Other

depending on

products may be exported
strength of the

algorithm and end users

How does the U.S. Develop Cryptographic Policy?

* Prior to 1993, policy was developed by
ad hoc groups, normally through the
National Security Council mechanisms.

« In 1993, a working group was infor-
mally established to study cryptographic
policy and telephony access issues. It
recommended the formation of a stand-
ing organization to address these issues,
and provide government representation
from national security, law enforcement,
user and industry focused agencies.

e In 1994, the informal group was renamed
and formalized as the U.S. Interagency
Working Group on Encryption and

Telecommunications,

Department of Treasury

Federal Bureau of Investigation
Central Intelligence Agency

National Economic Council

National Security Council

Office of Management and Budget
Office of Science and Technology
Policy

History of U.S. encryption policy

A US.

(1983 All

required State Dept. licenses

cryptography products
1983 Commerce Dept. licenses for
certain cryptography products

1992 Commerce Department licenses
for 40 bit encryption

1993 Clipper Chip standard announced
for telephone encryption

1995 Key escrow encryption initiative

Historical Perspective on Key Escrow

1980s Growing commercial pressure for
exportability of encryption products
Growing recognition among govern-
ment officials of the potential threat to
national security and law enforcement
of encryption.

(1992 40 bit RC2/4 w/512 bit modules
areement for export)

1993 April 16, 1993-Key Escrow Chip
unveiled. (Clipper/Capstone)

Government stresses voluntary nature of
chip use and offers to work with indus-
try on developing alternative approaches.
Criticized-hardware, classfied algorithm,
government agents, will be made
mandatory

Public discussion.
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* 1994 Vice President Gore states goal

of developing a system that would be
implementable in software, not rely
upon a classified algorithm. would be
voluntary, and be exportable.{7/20/95)
Open NIST meetings held with

industry on developing alternatives.

Would wide
exportability be permitted for key

Key question raised:

escrow with strong encryption? Need
for international solution identified.

Industry develops other approaches,
specifically focusing on commercial key

recovery
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( Accountability Principle) UE W WY& wHEI] Shfok g}
A ABUAI g o) AEE o7l Hall FE A2y i A, o]4x 119
(Awareness Principle) A2 AFHE FX9% Bio]l Qe  AHHA LY AFEE 98
W arde) B Tl wiglel dsiA g AHS (g s Y=
& stojof &te) ey Fofof o)
Fed HEAIAY W AR A" AfaEs i 29 el gy ojae
(Ethics Principle) EFsbe AgEo] o] &8 F A stoof Fu)
oh AR 2] BEA 2 AT EE 93 e fe ) A& J)E FA 2F, &9, o
(Multidisciplinary Principle) | &, 2% 9@ HW&EZ ¥§ 1 Ao #t88 oejrkx] Azlol} AHE 73}
ojo} ghrt
ElE RN olBl = ¥4 T Fgst H o, AME, AlFelE Y °:rl§‘* Aol gx
(Proportionality Principle) Alzgleity ERR AlFeE e @, v&, e w9 e ARy

GUAEGS AR R FHE Q3 AFAHN ARARE A9l A
Y%, wae) 7bsA Welel vldlski Rolojop gk,

EgA9H AEAILE AFEEE Y8 gk, w8, 252 AdAHA A A" AFEE A
(Integration Principle) 8 g8l A& 7he) I1elan FAWe) ‘:‘hi, P, s R P& A E

FHom Psto ok gk
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FAAA LY HEA 2~ Aol gk glsla wxjely FAle) Z17ie] tl-g3k7) )
(Timeliness Principle) b LRI u oyl RO L) Sta) glwol] Woraly Ale] AHe] ®Zz
o & gl gelofof kv
A sk A AEAZG H R g AlftelE] 8ot Al ubel 7] o] A
(Reassessment Principle) LA 2R Al FelE] s A v|H o R AH g 7hE| o] of hr},
VI gl AR AR A e ) Apglel glojA] dlolElel e YA
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