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accreditation authority : @17} 7]&

- R A7F gHe A4S 2RO Gt ®
£ 34 g9 AT & A A,

- An entity trusted by all members of a group
of entities for the purposes of the generation
of private accreditation information.

- [ISO/IEC 1st CD 9798-5 (12/1995)]

accreditation multiplicity parameter : °lJt &
= o7y g

- Q7b 7)ol 7 AAEAA AFsies v
A7k Hr FEE 4

- A positive integer equal to the number of
iterns of secret accreditation information
provided to an entity by the accreditation
authority.

- [ISO/IEC 1st CD 9798-5 (12/1995)]

adjudicator @ EtAX}

- 274 Nz =4S AT £ Ue B
W Ei F A A
- A judge or arbiter capable of resolving

disputes based on evidence.
- [ISO/IEC 3rd CD 13888-1 (03/1996) ]

appendix @ EJ}

- H7h 59 Al vE B,
- A string of bits, output of an appendix
function.

- [ISO/IEC WD 14888-1 (01/1996)]

oo

appendix function : &7} g%
P M, A, 283 delg A
NES HE FARAEZ HEst)

t
2 oly
=
ol

- A public function, which transforms the
signature and possibly the witness and the

data objects to a string of bits.

- [ISO/IEC WD 14888-1 (01/1996)]

assignment : &t

- 93 4ol A
- The output of an assignment function.
- [ISO/IEC WD 14888-1 (01/1996) ]

assignment function : &k &

- A" dgol os AAEHE FEERA FA
E g5 e sl violere] dFE
T YggEer & g e 3NE

- A public function which is determined by
the system parameters and which takes the
witness as a mandatory input and a part of
the data to be signed as optional input.

- [1SO/IEC WD 14883-1 (01/1996) ]

asymmetric cryptographic technique : H|CHZl

He JlE

-F e B e S 7R B
A T 1 IR B I H FFE
AgeE 43 21EE B, o) § B4E
Folzl BA WHE 1% BEE Fohii
Ao) Aaty oz Brl=g AL zted

- A cryptographic technique that uses two
related transformations, a public transforma-
tion(defined by the public key) and a
private transformation(defined by the
private key)., The two transformations have
the property that, given the public
transformation, it is computationally infeasible
to derive the private transformation.

- [ISO/IEC 1st CD 9798-1(01/1996) ]

HICH& <

(=}

asymmetric encipherment system
S Al2"

- d5sk Aol T FFE ARSI B8

i
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F ¥ AMgskE vt 7lE
A

- A system based on asymmetric techniques
whose public transformation is used for
encipherment and whose private transfor-
mation is used for decipherment

- [ISO/IEC 4th CD 11770-3 (12/1995)]

asymmetric key pair : H|CHZE 7| &
- If §5E AYEE 1H 79 F g
A

g Hoste 7H 71E9 4.

- A pair of related keys where the private
key defines the private transformation and the
public key defines the public transformation,

- [ISO/IEC 4th CD 11770-3 (12/1995) ]

asymmetric signature system : H|CH&l A{H

AlAHE

ds ALEE T B @
7 5EE e AREoAE WA s)%
of 71228 A2,

- A system based on asymmetric techniques
whose private transformation is used for
signing and whose public transformation is
used for verification.

- [ISO/IEC 4th CD 11770-3 (12/1995)]

bilateral counter : A8b M| 7|

- % E4 AAE Atelol A wEyo® AR
A A EHE A
- A counter that is used and managed

exclusively between two communicating
entities.
- [ISO/IEC 4th CD 11770-3 (12/1995) ]

block : &

- Lx HE9 FAE.

- A string of Lx bits,
- [ISO/IEC 3rd CD 10118-3 (04/1996) ]

block chaining : 2 og

- QtEEe] 7 Sl AAs: YER B
.

o ¢+ Ao JAHEE 1= xé_};i__q]

o

- The encipherment of information such that
each block of ciphertext is cryptographically
dependent upon the preceding ciphertext
block.

- [ISO 8372 : 1987, ISO/IEC 1st CD 10116
(12/1995) ]

certificate : CIZA

o HEE B7FestA & AA 9 doleh

- An entity's data rendered unforgeable with
the private or secret key of the certification
authority,

- [ISO/IEC 3rd CD 13888-1 (03/1996)]

certification authority (CA) : 1= 7|2t

-3 7 AFAME TR Euiste A
T AE 7 AT 7H2 FES WEA
zb AAA A B 5 Q)

- A centre trusted to create and assign

public key certificates, Optionally, the
certification authority may create and
assign keys to the entities,

- [ISO/IEC 1st DIS 11770-1 (12/1995),
ISO/IEC 4th CD 11770-3 (12/1995)]

challenge : M=
- ST AME S Ao2AM, E2Yxiyt e

2 Adsel argelA e deln w3
oltt. ot £ PAE RS WY YRE
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hrete], Eyabel Al swE W AREShoh
- A data item chosen at random and sent by
the verifier to the claimant, which is used
by the claimant, in conjunction with secret
information held by the claimant, to
generate a response which is sent to the
verifier.

- [ISO/IEC 1st CD 9798-5 (12/1995)]

ciphertext : 2& & (SE= cipher text)

- ARl &S 7HR7) flste] W dojg
- Data which has been tranformed to hide its
information content.

- [ISO/IEC 1st CD 9798-1 (01/1996) ]

collision-resistant hash-function

OHTI |:|_1_

- pe 2YS H:~ ME o ¥ g 37
HANHeR Boksd BEE 2 4
3} =
T

- A hash-function satisfying the following
property

- it is computationally infeasible to find any

two distinct inputs which map to

the same output.

[ISO/IEC 10118-1 : 1494, ISO/IEC WD

11888-3 (01/1996) ]

commitment . AlSH

- ST ATE AEA AEANA B o]
B} &l

- A data ilem computed by the claimant,
and which is sent to the verifer.

- TISO/IEC 1st CD 9798-5 (12/1995) ]

commitment function : Mg &=

- ez B ot gfol® AAE AFE
Q

A3 AT A 25

.:8
o

U
BL

3oMWe) A} $Re 2¥os i ¥
vher Aal @457 2 A¥e 43 A @
gu e " 19 A deeln, 13
e ArE YHoy s AWF G5l ¥
Wi dde ool sk We 2o da ¥
FroAAY BE ANE 4¥oR )
o A9 A FrE

1ozbzhe] mAE Aol diskel wlAA |
Fi 53 a4l shgolof 8,

2o A7el 2y ARG Batel ¥

- The {function which takes as input an
exponentiation computed by the signer from
a randomly or pseudo-randomly generated

exponent, and which gives the first part of
the signature as output. If the commitment
function does not have other inputs, it is a
commitment function of type 1 and it must
be chosen In such a way that it 1s a one-
way funclion of the exponent, A commit-
ment function is of type 2 if it also takes
the message and optionally an object as
input. In this case the commitment function
must be chosen such that for each fixed
cxponential, it is a collision resistant hash-
function of the message. and for each fixed
message the output is a one-way function
of the exponent,

- [ISO/IEC WD 14888-3 (01/1996) ]

cryptographic algorithm @ &5 LTE2|Z

Sy olake] mME w) WAE Algdle d)
o€} o) ;E WEe #7170 27 98 o)
ol W A7) e

- A cryptographic algorithm is defined as an
algorithm which transforms data in order to
hide or reveal its information content and

which usecs at least one secret parameter.
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This definition includes both symmelric
algor.thms(e.g. DES and FEAL) and
asymmetric algorithms(e.g. RSA and
Rabin). In the case of a symmelric
algorithm the data is hidden and revealed
using a secret parameter. In the case of an
asymmetric algorithm the datz is hidden
using a public parameter and revealed using
a secret parameter.

- [ISO/IEC 94979 = 1991]

cryptographic check function : & X ZdA}
Bt
[~

- A cryptographic transformation which takes
as input a secrete key and an arbitrary
string. and which gives a cryptographic
check value as outpul. The check valuc
must be infeasible to forge.

- [ISO/IEC 1st CD 9798-1 (01/1996)]

cryptographic check value : &AM HAgL

o
Z
<
=
hy
o
e
g

- dletes Wy 9o 4 1 ke
s g

- Information which is derived by performing
a cryptographic transformation on the data
unit,

- [ISO/IEC 9797 (2nd  edition): 1994,
ISO/TEC 9798-1 & 19495]

cryptographic synchronization @ &% Z7|

- gestet B e H3 o

o

- The co-ordination of the encipherment and

decipherment processes.

- [ISO/IEC 1st CD 10116 (12/19495) ]

data input : H|O|E} Q&

WA shEe) &Y,
- The output of a message function,
- [ISO/IEC WD 1488%-1 (01/1996) ]

data integrity : O|O|E} 2434

- lbE A o e R dlolebrt WA E A

- The property that data has not been
altered or destroyed In an unauthorized
manner,

- [ISO/IEC 9797 (2nd edition) @ 1994]

data object : C|O|E} ZHF]|

- Agash A4V da QAU gre S
i WEZe sy #ae.

- A structured string of bits which is known
by or accessible to the signer and to the
verifier.

- [1SO/IEC WD 14838-1 (01/1996) ]

data storage : H|O|E} X{&t

- AES getel A dole Fe AE )
fho) ¢lstel Hek¥l HlolebE el A A,

- A contaliner from which data is submitted
for delvery. or into which data is put by
the delivery authority.

- [ISO/IEC 3rd CD 13888-1 (03/1996) ]

data string (data) : G|O|E} BAIY

Al Wl PEeR At wEel
A,

~ The string of bits which is the input to a
hash friction,

= LISO/IEC 101181 @ 1994]
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decipherment : 2353}

-l EHe 953 A dHHer AT H
drgFel ot YIS R

A7l H3k
- The reversal of a corresponding reversible

encipherment,
- [ISO/IEC 1st CD 9798-1 (01/1996) ]

delivery authority : &% 7(&

NzF7E FAl bl Al HoletEs: HAegd o,
A7E N F de NTHOZA 2Fo)
W= FalxtelA dlolere] A ZFely A
o] TAE AFH F As 7Holnh

- An authority trusted by the sender to

o 32 oy o

deliver data {from the sender to the
receiver, and to provide the sender with
evidence on the submission and transport of
data upon request.

- [ISO/IEC 3rd CD 13888-1 (03/1996)]

digital signature : C|X|& MH

- dolel ©elel e 45 A wHIe T 7 b
olgte] FAR A 1 WA Holee] 27
e 2ma 4 oA dT, A 3%t o)
WxE goletZ 3 HAEate} falzte) v
|5 sy, Az dHolg WEE 2l
5 A % 2} 2] :1s g 9ud 5 gde Aotk

- A cryptographic transformation of a data
unit that allows a recipient of the data unit
to prove the origin and integrity of the
data unit and protect the sender and the
recipient of the data unit against forgery
by the recipient.

- [ISO/IECIst DIS 11770-1 (12/1995)]

distinguishing identifier : Al X}

- AAE BE FTAHEES s Gu

which
distinguishes an entity.
[ISO/IEC 1st CD 9798-1 (01/1996)]

- Information unambiguously

- QFERS WEY) 9% 3 dolete] g2
£717) el @Ed LG Fel @ dole
HES B,

- The reversible transformation of data by a

cryptographic algorithm to produce
ciphertext, i.e. to hide the data.

- [ISO/IEC 1st CD 9798-1 (01/1996) ]

0l

entity authentication : A <l

- olw A7t ARty FgsE g
- The corroboration that an entity is the one

claimed,

- [ISO/IEC 11770-2 : 1996]

evidence : =

-2 AAE Ee TE Aus dstel o
Azielt gelel e ZH e el ALg

= dHlolEt

- Information that either by itself or when
used in conjunction with other information
is used to establish proof about an event or
action,

- [ISO/IEC 3rd CD 13888-1 (03/1996) ]

=H QAKX

(=3

evidence requester :

- o AA ZE A BE A 37 s A
AEAAE FAHAE &8k A

- An entity requesting an evidence to be
generated either by another entity or by a
trusted third party.

- [ISO/IEC 3rd CD 13888-1 (03/1996) ]
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exchange multiplicity parameter : & =
o7 W=

- dA 2Z WA wEsoler ¥ Jus
A7) fste] AgHE o 4F

- A positive Integer used to determine how
change of entity authentication messages
shall be performed.

- [ISO/IEC 1st CD 9798-5 (12/1995)]

feedback buffer @ I[|E=HH H{IH

19 dolets A e
- Variable used to store input data for the
encipherment process.

- [ISO/IEC 1st CD 10116 (12/1995)]

half-block : Ht 22

- LH/2 BvES FEa ¢
- A string of LH/2 bits.
- [ISO/IEC 2nd CD 10118-4 (05/1995) ]

hash-code : {4 ITE=

-4 a2 ME A

- The string of bits which is the output of a
hash-function.

- [ISO/IEC WD 14888-1 (01/1996)]

il

hash-furction : sH%| &

- deje] HE FRES I 4H BE FAER

2t FHEA OE FrhA 4EE UE
sk},

Fold 2ol tal 1 Y Hohl
71 7hoAb g7 st

2. Fo17 JHel tisl P2 2HUS A
gEgE 277 AAAE Bolesi

- A function which maps strings of bits to

5o

fixed-length strings of bits, satisfying the

following two properties.

- it is computationally infeasible to find for a
given output an input which maps to this
output:

- it is computationally infeasible to find for a
given input a second input which maps to
the same output.

- [ISO/IEC 1st CD 14888-1 (05/1995) ]

identity : XA

- AR A I IRE FAESEd A
&304 dolet gu59 2,

- A sequence of data items assigned to an
entity and used to identify it

- [ISO/IEC st CD 9798-5 (12/1995) ]

implicit key authentication to A : ZHX| A0 CH

o}- 7|- o.|I[ ;'| o|7=

- @A Fdst @ oo AAvte] &ntE JE
7 4l Al UlE BE

- The assurance for one entity A that only
another identified entity can(possibly) be in
possession of the correct-key.

- [ISO/IEC 4th CD 11770-3 (12/1995) ]

initiatizing value : =7| gt

-l B AR

- A value used in defining the starting point

Held o AbEEE

of a hash-function

- [ISO/IEC 10118-1 : 1994]

0K
M

interleaving attack : 2lE{2|l

- & ol A AV e A 1F W
o2RY fFEHE HMo AMEE Z@ste
217

- A masquerade which involves use of
information derived from one or more

ongoing or previous authentication exchanges.
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- [ISO/IEC 1st CD 9798-1 (01/1996)]

sequence of symbols that controls the
operation of a cryptographic transformation
(e.g. encipherment, decipherment, cry-
ptographic check function computation,
signature calculation. or signature ver-
ification).

- [ISO/IEC 1st CD 9798-1 (01/1996) ]

key agreement : 7|
- AA A F

o8 7 AF
g glth

- The process of establishing a shared secret

key between enfities in such a way that
neither of them can predetermine its value.

- [ISO/IEC 1st DIS 11770-1 (12/1995)]

key confirmation : 7| &=

- 41910]
de @ ANE BEAE A

that another

A 31
- The assurance for one entity

identified entity is in possession of the
correct key.

- [ISO/IEC 1st DIS 11770-1]

key control @ 7| MO
- 7] Aol AMREHE HE Z J1E Alds
© 4.

- The ability to choose the key. or the
parameters used in the key computation,

- [ISO/IEC lst DIS 11770-1 (12/1995) ]

key distribution centre (KDC) : 7| EHi MIE

- KDCst 715 vre Z AAdA A1E
- oA

e

welete A EE AA.

5 O =] =
'?;_':'l”‘l

- An entity trusted to generate or acquire,
and distribute keys to entities that each
share a key with the KDC.

- [ISO/IEC 1st DIS 11770-1 (12/1995)]

key establishment : 7| AX
- ahup i 1 oolAbe] A Eo) AMRE £ 9
= 9 7]%— b= A,

- The process of making available a shared
secret key to one or more entities,

- [ISO/IEC 4th CD 11770-3 (12/1995)]

key generating function : 7| AdAd &b

- ol @ A MR @ 4 e 2 e
WAES QYor s, owd ueldi
Shol A% 1F FYOR 2= F5 o
Pz M IH e AR A4o] gle]
292 F36 Wb Zol A4 BEe
AL Y

- A function which takes as input a number
of parameters, at least one of which shall
be secret. and which gives as output keys

appropriate for the intended algorithm and

application. The function shall have the
property that it 1s computationally infeasible

the

to deduce output without prior
knowledge of secret input,

- [ISO/IEC 11770-2: 1996]

key generation exponent : 7| AAY X|

- ulE AR wHaE A AE Ziawke] ¢y
A= T kel
- /A serete system parameter, an integer

known only to the trusted authorily.
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- [ISO/IEC WD 14888-2 (01/1996)]

key management : 7| 2|

- EoF Aol ol 7o YA T, AV F
2, wul, AR A S A f et

A A W) == [ B
2 7h=stE Al

i

b A

rute

N

- The administration and use of the

generation, registration, certification,

deregistration, distribution, installation,

storage, archiving, revocation and
destruction of keying material i accordance
with a security policy.

- [ISO/IEC 1st DIS 11770~1 (12/1995)]

key token : 7| EZ
-7 #Y HAYESE dYste wF & AHA
7b & AAdA B 7] el w A A,

- Key managemenat message sent from one
entity to another entity during the execu-
tion c¢f a key management mechanism,

- [ISO/IEC 1st DIS 11770-1 (12/1995)]

key translation centre (KTC) : 7| & ME]

SKTCS 718 wrol 23 gl 7 AAE
Aol 7] WE AFE et HA ol
AEE e AHA

- An entity trusted to translate keys between
entities that each share a key with the
KTC.

- [ISO/IEC 1st DIS 11770-1 (12/1995)]

key transport @ 7| &

- & dA7E E dAeA 715 A HE
3 e HuE 3,

- The process of transferring a key from one
entity to another entity, suitably protected.

- [ISO/IEC 4th CD 11770-3 (12/1995) ]

7| 24

keying material :

|
o2

ok
R

BER WHEAL §141917] 9]
| "o

- The data (e.g. keys,

ZA|

il

A

initialization values)
necessary to establish and maintain
cryptographic keying relationship.

- [ISO/IEC 1st DIS 11770-1 (12/1995)]

masquerade @ 9%

- AV gE dAAY FldE A

- The pretence by an entity to be a different

entity.
- [ISO/IEC WD 9798-1 (05/1995} ]
message : MIA}X]
- A SE HolE A= k.

- String of bits of limited length. String of
bits of any length.

- [ISO/IEC WD 9796-2 (01/1996) ]

message function : D|A|X| &4

SIS dEE dolE AAE JdoE &
LAAEE FAS A B A e
el el AR e

- A public function which takes the message
and optional data objects as inputs and
prepares them ror input to the witness and
assignment functions,

= [ISO/IEC WD 14888-1 (01/1996)]

message authentication code : HA|X] 1=

=

- deolel FA4 WAt HAM 2ol
Ak

- A cryptograpic check value used in a data

Integrity mechanism.
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- [ISO/IEC 1st DIS 11770-2 (12/1994) ]

modulus :

-ME g8 EF F o oz 29y
e

- A positive integer equal to the product of
two distinct odd prime numbers.

- [ISO/IEC 5th WD 9798-5 (05/1995) ]

e
0fM

mutual authentication : A&

FAAAF

o
rir

-5 AR A e AR

- Entity authentication which provides both
entities with assurance of each other’s
identity,

- [ISO/IEC 1st CD 9798-1 (01/1996)]

- HE 2w gER B Aol 774 n
o® st Y 95 dweZ

- A block cipher algorithm with the property
that plaintext blocks and ciphertext blocks
are n bits in length,

[ISO/IEC 10118-2: 1994, ISO/IEC 9797
(2nd EDITION): 1994, ISO/IEC 1st CD
10116 (12/1995)]

2
: .
ofN
(> L ofy
o M ¢ wek U

1 4
el W1 A% ASetel AT T
BE AASA AFINE Se. pel Bs
AEE Z4xe] g4 7] AF Ak AUAA
R AR HEEe T 5 9

- A special type of security certificate as
defined in ISO/IEC 10181-1 which consti-
tutes an evidence, and is used by a non-
repudiation service to validate an evidence.

[ISO/IEC 3rd CD 13888-1 (03/1996) ]

non-repudiation exchange @ FoI S wst
- Rol B4E BaoR R By YRE B
We Ao #4.

- A sequence of one or more transfers of
non-repudiation information (NRI) for the
purpose of non-repudiation.

- [ISO/IEC 3rd CD 13888-1 (03/1996) ]

non-repudiation information : £ Z4 A&

- AR mE gslsh #Ese 1 F70 fE
8131, 1 ZA AAISH # B Aol §E
B HelZ & YRS BE Huse) Y3

- A set of information that may consist of
the information about an event or action
for which evidence is to be generated and
validated, the evidence itself. and the non-
repudiation policy in effect.

- [ISO/IEC 3rd CD 13888-1 (03/1996) ]

non-repudiation of approval : =9}

_'f’_

- o] AulAE, FAAE WAR Y WES F
ABAW A& AA FAskA Kot &
B Aot

-~ This service is Intended to protect against
an entity's false denial of having approved
the content of a message(i.e. being

responsible for the content of a message).

- [ISO/IEC 3rd CD 13888-1 (03/1996) ]

i

non-repudiation of delivery : M & £l =4

o] AulaE £} HAAE AR
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A wAA WL AdGAAEES AR B8
A BHEE seli Aol

- This service is intended to protect against a
recipient’s false denial of having received
the message and recognized the content of
a message,

- [ISO/IEC 3rd CD 13888-1 (03/1996) ]

non-repudiation of knowledge : CI1X| Hol 24y

- o] MBI Z2E, FAE $£AE WA A Y8
S UdF Jg A3 RAA EIEE s
= Zleolr.

- This service is intended to protect against a
recipient’s false denial of having recognized
the content of a received message.

- [ISO/IEC 3rd CD 13888-1 (03/1996) ]

non-repudiation of origin : &% £o| 24

- o] Mujzi AR | WAAE A 4
RS W, T AEE s RS 8
= el

- This service is intended to protect against
the originator's false denial of having
apprcved the content of a message and of
having sent a message.

- [ISO/IEC 3rd CD 13888-1 (04/1996) ]

=

non-repudiation of receipt : Al Fol &4

- o] MHl 2z, Fa1a HARE FAYESE
AR F-oletA] FaEH st Aotk

- This service is intended to protect against a
recipient’s false denial of having received a
message.

- [ISO/IEC 3rd CD 13883-1 (03/1996) ]

- o] MHlAE, FAAE WAIAE FUBEE
1A RoletA] EE s sl Aol

- This service in intended to protect against
the sender's false denial of having sent a
message.

- [ISO/IEC 3rd CD 13888-1 (03/1996) ]

non-repudiation of submission @ & Fol 24y

- This service is intended to protect against a
delivery authority's false denial of having
accepted the message for transmission.

- [ISO/IEC 3rd CD 13888-1 (03/1996) ]

non-repudiation of transport @ M& Fol &4
- ol MulZEE HE 7ol mMAAE 873
o] 2B AAzd REE AuPges A

Zoj .

- This service is intended to protect against a

o

$olshA] Ralig s

delivery authority's false denial of having
delivered the message into the data storage
of the intended recipient.

- [ISO/IEC 3rd CD 13883-1 (03/1996) ]

lo
st
o
:
FM

-8 e.rle-c}. E

=L

- A set of criteria for the provision of non-
repudiation services. More specifically, a set
of rules to be applied for the generation and
verification of evidence and for adjudication.

- [ISO/IEC 3rd CD 13888-1 (03/1996) ]

non-repudiation token @ ol B EZ

- ol B ANE AYY ) 2o ¥l ¥
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= i
:E;]QJ—"E—O]L]— x{] %9] A1 71

ol Bt& 4 dem Aol A Agol v

- A special type of security token as defined
in ISO/IEC 10181-1 consisting of a set of
evidence and, optionally, of additional data.

- [ISO/IEC 3rd CD 13883-1 (03/1996)]

NRD token : NRD =2

- AdE el B BEE AAA AR &
w WAA AE FAE B st 2
8% Az Egolth

- Non-repudiation of delivery token. A data

item which allows the originator to establish

non-repudiation of delivery for a message.

[ISO/IEC 3rd CD 13888-1 (03/1996) ]

- [ISO/IEC/JTC1/SC27/WG2 Terminology
(04/96) ]

i

- Non-repudiation of delivery token, A data
field which allows the originator to establish
non-repudiation of delivery for a message.

- [ISO/IEC 1st CD 13888-3 (09/1995) ]

NRO token : NRO E=

- Non-repudiation of origin itoken. A data
item which allows recipients to establish
non-repudiation of origin for a message.

- [1SO/IEC 3rd CD 13888-1 (03/1996)]

- Non-repudiation of origin token. A data
field which allows the recipient to establish
non-repudiation of origin for a message.

- [ISO/IEC 1st CD 13888-3 (09/1995) ]

NRS token : NRS EZ&

-AE Fol B EE WAA Az HE
g wl Al Ao e AE S EEk7) 9
ko] Fagh AEEolv)

- Non-repudiation of submission token, A
data item which allows either the originator
(sender) or the delivery authority to
establish non-repudiation of submission for a
message having been submitted for
transmission.

[ISO/IEC 3rd CD 13888-1 (03/1996)]

1

- Non-repudiation of submission token. A
data field which allows the originator to
establish non-repudiation of submission for a

message having been submitted for

transmission,
- [ISO/IEC 1st CD 13888-3 (09/1995)]
NRT token : NRT E=
- A AEE RoskA A sl A

A7/ E o)},

- Non-repudiation of transport token, A data
item which allows either the originator or
the delivery authority to establish non-
repudiation of transport for a message.

- [1SO/IEC 3rd CD 13888-1 (03/1996) ]

- Non-repudiation of transport token., A data
field which allows the delivery authority to
cstablish non-repudiation of transport for a
message,

- [ISO/IEC 1st CD 13888-3 (09/1995)]
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~ A function which is easy to compute but
whese inverse 1s computationally intractable.

- [ISO/IEC 4th CD 11770-3 (12/1995),
[SO/IEC WD 14888-3 (01/1996) ]

originating entity : =8 AR

- Rel ¥t B A mE g Agd
A A

- The entity that is concerned by the event
or action that becomes non-repudiable.

- [ISO/IEC 3rd CD 13888-1 (03/1996) ]

originator : EX| A}

- Fol B Mulavt AFEs HAIAE AR
& A 22 A Adste AL

- The entity that sends a message to the
recipient or makes available a message for
which’ non-repudiation services are to be
provided.

- [ISO/IEC 3rd CD 13888-1 (03/1996) ]

- [ISO/IEC/ITCL/SC27/WG2 Terminology
(01/96) ]

- The entity that sends a message to the
recipient for which non-repudiation services
are to be provided.

- [ISO/IEC 1st CD 13888-3 (049/1995) ]

padding . G180[7|

- yelel BAde] HrbH MEES Gl
=

- Appending extra bits to a data string.
- [ISC/IEC 10118-1 : 1994]

plaintext © W&

- FesEA e HE

- Unenciphered information.

- [ISO 8372 : 1987, ISO/IEC 1st CD 10116
(12/1995) ]

point-to-point key establishment : L 7|

ad

A 3ol AME FaA e 4A ApololA
Ne NyHer MHE A

- The direct establishment of keys between
entities, without involving a third party.

- [ISO/IEC 11770-2 @ 1996]

pre-signature : Ol|H| A%

- dn] Mu ghgre] 4o
- The output of a pre-signature function.
- [ISO/IEC WD 14888-1 (01/1996) ]

pre-signature function : OfH| Mo &t

- BgelA el FERA, A2y )
A EFEED 9 5 dnE Ay g o g
IRFE AT S yen 298 gde
B &0, dH MEE FHor gtk

- A function in the signature process, which
ts determined by the systern parameters
and possibly the signature key, takes the
commitment as input and gives the pre-
signature as output.

- [ISO/IEC WD 14888-1 (01/1996) ]

private accreditation information : 17 ¢€I7}

M

- Ql7b 7ol aFAA A FeteE A A
HEE webel, gxe O AEE A4 9l
SE THPOEA A ARE #1043
4= Ak

- Private information provided to a claimant
by an accreditation authority, and of which
a claimant proves knowledge, thereby

establishing the claimant's identity.
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[ISO/IEC 1st CD 9798-5 (12/1995) ]

private decipherment transformation : 115
=253 g5

Hth A st Alags) Bgd 7] de] o
7 7lol ola AR =233 &

The decipherment transformation dete-
rmined by an asymmetric encipherment
system and a private key of an asym-
metric key pair.

[ISO/IEC 1st CD 9798-5 (12/1995) ]

private key : 15 7|

e

dA e R 7] AFelA L A ol
AbgshE 718 2gnh H A A Al AY
o M S AT o AMEE
That key of an entity's asymmetric key
pair which should only be used by that
entity. In the case of an asymmetric signa-
ture system, the private key defines the
signature transformation.

[ISO/IEC 1st DIS 11770-1 (12/1995)]
[ISO/IEC/JTCL1/SC27/WG2 Terminology

(04/96) ]

That key of an entity’'s asymmetric key
pair which should only be used by that
entity.

[ISO/IEC 4th CD 11770-3 (12/1995) ]

That key of an entity's asymmetric key
pair which is usable only by that entity. In
the case of an asymmetric signature
system, the private key and associated
algorithms define the signature transfor-
mation.

[ISO/IEC 3rd CD 13883-1 (03/1996) ]

private signature exponent : 1% AMH X[

- A value known only to the accreditation
authority, and which is used in the
production of claimant’s private accreditation
information.

- [ISO/IEC 1st CD 9798-5 (12/1995) ]

private signature key : 15 MM 7|

- TE AW HEE AY o s

o] vt 71 2

ek

A A

- The key of an entity’'s asymmetric key pair
which defines the private signature trans-

formation.

- [ISO/IEC 1st CD 9798-1 (01/1996)]

proof : &

- W BARAL AP BEE 9 B A4
H3 dAse (WLALE FED) ARE

- The corroboration that the evidence
represents the (necessary and sufficient)
information that matches the particular
non-repudiation policy in effect,

- [ISO/IEC 3rd CD 13888-1 (03/1996) ]

public encipherment transformation : 27 &

=3t g
- WA sst AlxE g At A 7] el A

- The encipherment transformation deter-
mined by an asymmetric enci-pherment
system and a public key of an asymmetric
key pailr.

- [ISO/IEC 1st CD 9798-5 (12/1995)]
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public key :

i

public <ey certificate :

S 7

g A o ) A
& watth A A
FE AT w ALgHT)

That key of an entity's asymmetric key pair

oM FHEE 7
Al=Ejell M 3

which can be made public, In the case of
an asymmetric signature systerm the public
key defines the verification transformation,

[ISO/IEC 1st DIS 11770-1 (12/1995)]

That key of an entity's asymmetric key
pair which can be made public.
[ISC/IEC/ITCL/SC27/WG?2
(04/96) ]

Terminology

That key of an entity's key pair which can
case of an

the public

be made public., In the
asymmetric signature system,
key and the associated algorithms define
the verification transformation,

[ISO/IEC 3rd CD 13888-1 (03/1996)]

g aA el I Ao B HHEHEAN A 7
ol M g w3y, MEog <ls) M
27t B7bEE Aol

The public key information of an entity
signed by the certification authority and
thereby rendered unforgeable,

[ISC/IEC 1st CD 9798-1 (01/1996),
ISO/IEC 1st DIS 11770-1 (12/1995),
ISO/IEC 4th CD 11770-3 (12/1995) ]

A security certificate which binds
unforgeable the public key of an entity
with the entity's distinguishing identifier by
a certification authority,

[ISO/IEC 3rd CD 13888-1 (01/1996) ]

public key function :

public key information :

public verification key

aM 71 &

ol

_/r\_
SEEDIE L EEIREEE
SR A g

A public function which transforms the

A 39 7=

T
signer's identity to the signer's public
verification key.

[ISO/IEC WD 14883-2 (01/1996) ]

30 7 HE

Aol 4l el 24 ate
AH.FN 7 ARe 8
Ebo} o] HA &

= 71 A,

N 8 e
@ﬂwcw1ww
e A A2 ey
A, #dE *va
2} 7] o) /HEOYJ 2% 9lth

b A
the entity's

.
EE i

Zo| 93 vrE

O

Information containing at least
and public key. The

data

distinguished identifier

public key information contains
regarding one entity and at least one public
key for this entity., There may be other
static information regarding the certification
authority, the entity, the public key, or the
mvolved algorithms, included in the public
key information.

[ISO/IEC 1st CD 9798-1 (01/1996)]

Information containing at least the entity's
distinguished identifier and public key. The
public key information is limited to data
regarding one entity, and one public key for
this entity. There may be other static
information regarding the certification
authority, the entily, the public key, or the
involved algorithms, included in the public
key information.

[ISO/IEC 4th CD 11770-3 (12/1995) ]

-3 &Y 7

29 @ BAe HY Y
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71 A
- The key of an entity's asymmetric key pair
which defines the public verification

transformation.
[ISO/IEC 1st CD 9798-1 (01/1996) ]

1

- A key which corresponds to an entity's
secret signature key and which is used In
the verification process. This key of an
entity's asymmetric key pair can be made
public.

- [ISO/IEC WD 14888-3 (01/1996) ]

- A number whose value is unpredictable.
- [ISO/IEC 1st DIS 11770-1 (12/1895) ]

- A time wvariant parameter whose value is
unpredictable.

- [ISO/IEC 1st CD 9798-1
ISO/IEC 11770-2 : 1996]

(01/1996).

recipient : AKX}

S ol B Mz} ABEE HAAE FA
gt A A

- The entity that gets (receives or fetches) a
message for which non-repudiation services

are to be provided.
- [ISO/IEC 3rd CD 13888-1 (03/1996) ]

- The entity that receives message for which
non-repudiation services are to be provided.

- [ISO/IED 1st CD 13883-3 (09/1995)]

reduction function : Z+t4 &k

- A9 drel FHL AWE 279 Fe| 4
_"’:

F2 HlEs

o2

Jgoz /Hd FE Jow 49 @
& g B4 BEH AW e

A BEFEE Hesool g,

o r
PN o

o
?_

- The function which maps the output of the

commitment function to a positive integer
of limited size. The reduction function may
also take some object as input. The
reduction function must be chosen in such
a way that the composition of the
commitment function and the reduction
function satisfies the requirements of a
commitment function,

- [ISO/IEC WD 14888-3 (01/1996)]

redundancy: 20{ A

- gEHA #ddl o de HuE

- Any information that is known and can be
checked.

- [ISO/IEC 11770-2 : 1996]

s

olof 54l 85

ok

redundant hash-function

- 9lge WA [SO/IEC 9796914 Ao ® <o
g8 AT, FHo] 1 o) p-1 °l&
A ez e A T

- A hash function where the input is first
subjected to the ISO/IEC 9796 redundancy
function, and where the output, when
regarded as an integer, lies strictly between
0 and P.

- [ISO/IEC WD 14888-3 (01/1996) ]

redundant identity : 0] A4

g

Fod.
o

o
(o1

AHg

Fted

- ISO/IEC 9796914 71% %
dA o] Aol o] FHE

AE dolet gEe] 9.

L

mt oz
"
N
ne

- A sequence of data items obtained from an
entity's identity by adding redundancy
using techniques specified in ISO/IEC 9796.
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- [ISO/IEC 1st CD 9798-5 (12/1995) ]

reflection attack : HiA} 224

- oldel AEE WANE T WAA Fa1 Ao
A HEE BiE wEe A18e 9%

- A masquerade which involves sending a
previously transmitted message back to its
originator.

- [ISO/IEC 1st CD 9798-1 (01/1996) ]

- [ISO/IEC/JTC1/SC27/WG?2 Terminology
(04/96) ]

HtE Z2

-

replay attack :

- o)ao] HEE WAXE tha] AFEEE 9,
- A masquerade which involves the use of
previcusly transmitted messages.

- [ISO/IEC 1st CD 9798-1 (01/19496)]

>

response : 3

S RFA FEAA HE
A, ZYaE 274 A zﬂ
dal AHET & Atk

- A data item sent by the claimant to the
verifier, and which the verifier can process

to help check the identity of the claimant,

- [ISO/IEC 1st CD 9798-5 (12/1995)]
round-function : 2}2= &t

¢ ()& dol7t Liojal Lgl ¥ o)A~
Egs Zolzt Lol o]x AEYoF W3
th ol Aol a4 9ol AR-EM yHE s A
ARG = ol L9l doje BE3 Heol L,
Il olde] & Agsrh
- A function ¢ ( that transforms two
binary strings of lengths L, and .. to a
binarv string of length L.. When used
iteratively as a part of a hash-function, the

round-function ¢ combines a data string of

length L, with the previous output of
length ...
- [ISO/IED 3rd CD 10118-3 (04/1996) ]

- A function ¢ (...) that transforms two
binary strings of lengths L, and L, to a
When used

iteratively as a part of a hash-function, the

binary string of length L.,.

round-function ¢ combines a data string of
length L; with the previous output of
length L.

- [ISO/IEC 2nd CD 10118-4 (05/1995) ]

secret key @ H|Z 7|

-t S V1ol AHEEH Fa R HAl sl
o} afl A gk AbE B = 7).

~ A key used with symmetric cryptographic

techniques and usable only by a set of

specified entities,

[ISO/IEC 1st DIS 11770-1 (12/1995),

ISO/IEC 4th CD 11770-3 (12/1995) ]

- A key used with symmetric cryptographic
techniques and used only by a set of
specified entities,

- [ISO/IEC 3rd CD 138838-1 (03/1996))]

secret signature key : H|Z AM@d 7|

S A gEE Yol gAel oy
7 4

- The key of an entity's asymmetric key pair

which defines the private signature
transformation,
- [1SO/IEC WD 14888-3 (01/1996) ]

security authority : E& 7|2t

-HS e el REad WEs oFs
Ay
i

FEEIES
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- The ultimate authority for security concerns
within a security domain.
- [ISO/IEC 3rd CD 11770-1 (05/1995) ]

security domain @ E ¥

- RE AAo] Aoy FAF gejoin 3 o
Qg e ges Qa7 s Rl ol
AzAcr THY £ Ao

- A domain for which a security policy is

defined and wvalid security domains may
be ordered hierarchically by permitting one
domain to be a member of another domain.

- [ISO/IEC 3rd CD 11770-1 (05/1995) ]

secure envelope (SENV) : ot& 2E&

- Al 39 N Awel RAYH FAE YT
S 9Es FAS doju dEse A,

- A set of data itemms which is constructed
by a trusted third party (TTP) in such a
way that this TTP can verify their
integrity and origin,

- [ISO/IEC 3rd CD 13883-1 (03/1996) ]

signature @ A

- A BgoRRE A7 WES] #A,

- String of bits resulting from the signature
process,

- [ISO/IEC 9796: 1991, ISO/IEC WD 9796-2
(01/1996) ]

- The output from the signature function.

- [ISO/IEC WD 14883-1 (01/1996) ]

signature equation : A{3d BFXAI
A el SAQ HH,
- An implicit form of the signature function.

- [ISO/IEC WD 14883-1 (01/1996) ]
- AX+BX+C=0 mod Q

- [ISO/IEC WD 14888-3 (01/1996) ]

signature function : M3 &=

- A 718 2" ws) WEER AREHY
A HAgedA olE FFE EIT MY
e 3, 1=y vhesivd A A
HOoR &y MEE 402 It

- A function in the signature process which
Is determined by the signature key and the
system parameters. A signature function
takes the assignment and possibly the
commitment as inputs and gives the
signature as output.

- [ISO/IEC WD 14888-1 (01/1996)]

signature key : A3 7|

- o 3k Ao
& 7 1 A A uto]

o]
AN

SR E dolgt PrgM A

A el Abg e 4

- A data element specific to an entity and
usable only by this entity in the computa-
tion of the signature function.

- [ISO/IEC WD 14883-1 (01/1996) ]

signature process : A& A

5 dgor &, Mg HAAE

o2 e 4.

- A process which takes as inputs the datato
be signed, the signature key, the system
parameters and an optional data object, and
which gives as output the signed message.

- [ISO/IEC WD 14888-1 (01/1996)]

MEE HAIR]|

OL_

signed message

- WA AL A, el deHos Bk 2 g

o o3

=% U
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- The string of bits formed by concatenating
the message and the appendix.
- [ISO/IEC WD 14888-1 (01/1996) ]

signer © AR}

-TAE Mg 3 A
- The entity generating a digital signature.
- [ISO/IEC 3rd CD 13888-1 (03/1996) ]

starting variable (SV) : &EJ| B

- E7IROAM FREE e, gk R g

o 2714& Adste o ARgHTH

- Variable derived from the initializing value
and used in defining the starting point of
the modes of operation,

- [ISO 8372: 1987, ISO/IEC 1st CD 10116

(12/1995) ]

symmetric cryptographic technique : CH& €t
AV

& Apgoz Hobsa

- A cryptographic technique that uses the
same secret key for both the originator’s
and recipient's transformation., Without
knowlzadge of the secret key, it is
compufationally infeasible to compute either
the originator's or recipient’s trnasformation,

- [ISO/IEC 1st CD 9798-1 (01/1996).
[SO/IEC 1st DIS 11770-1 (12/1995)]

o

symmetric encipherment algorithm : CH&l <t

s3 A=
-0 ¢E 1EE A gEs BaeE
- An encipherment algorithm that uses the

same secret key for both the originator's

and the recipient's transformation.
- [ISO/IEC 1st CD 9798-1 (01/1996)]

system parameter : A|AE| O{Jl B4

- Al ZzER el A BE A A FEHT P
7bs sk AL, e diolg da

- A data element which is common to and
known by or accessible to all entities within
the system

- [ISO/IEC WD 14888-1 (01/1996) ]

system verification exponent : A|AH =04
e

- AGEAM FA) Al 22" wlA
- A public systemn parameter, an integer.
- [ISO/IEC WD 14888-2 (01/1996) ]

time stamp : AlZ} 4901

- EFEHoR FAEeE A7k el A|7he] 7
A8 BAISHE A7 E R vl W

- A time variant parameter which denotes a
point in time with respect to a common
time reference,

- [ISO/IEC 1st CD 9798-1 (01/1996) ]

- A data item which denotes a point in time
with respect to a common time reference,

- [ISO/IEC 1st DIS 11770-1 (12/1995) ]

time variant parameter : A{7} B12| O{7H B>

- W AATE GG S A4 2919 o]
w54 e FWa) da AA7} AL e
= Helet g

- A data item used by an entity to verify
that a message is not a replay such as a
random number, a sequence number, or a

time stamp.
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- [ISO/IEC 1st CD 9798-1 (01/1996) ]

- A data item used to verify that a message
is not a replay, such as a random number,
a sequence number, or a time stamp.

- [ISO/IEC 1st DIS 11770-1 (12/1995),
ISO/IEC 11770-2 @ 1996]

token : EZ

-G SlAbaE BHE delE Exom
A% &S AEse] el YUE X
ggtet,

- A data field relevant to a particular
communication and which contains

information that has been transformed
using a cryptographic technique.
- [ISO/IEC 1st CD 9798-1 (01/1996)]

03

trapdoor one-way function : EZ{E0f gt

- gFe e ANEE A TR o
<‘

Rad AEor

trusted third party : X 32| Alg| 7j&t

- B3 Hd gEe] dete] v dAse] A

gete HS 71# HEe e o 7k

SAl e e o)eti, Al 3o A

A RIS flebe] FAAbel/ B S AL
iy

7] #olt,

- A security authority. or ils agent, trusted

=
NEE 5 e

by other entities with respect to security
related activities. In the context of this
multipart standard. a trusted third party is
trusted either by the originator, the
recipient. and/or the delivery authority for
the purposes of non-repudiation, and by

another party such as the adjudicator.

- [ISO/IEC 3rd CD 13888-1 (03/1996) ]

trusted time stamping authority : 22|

— nl
UE AlZE 00 J[3

S QrHE A7 A AN B Ae £F
ste FAE AlFekes Al 39 AF A

- A trusted third party trusted to provide
evidence which includes the time when the

secure time stamp is generated.

- [ISO/IEC 3rd CD 13888-1 (03/1996) ]

unilateral authentication : &gl 2IE

3 213
Ao 2 A
olAle I Aol AAAgel g FAE

Sk

e AEe] gAAe o zw:%
o,

o] Xﬂ%é}{— A 150l

2

L
EY

A

okl

- Entity authentication which provides one
entity with assurance of the other's identity
but not vice versa,

- [ISO/IEC 1st CD 9798-1 (01/1006) ]

- A value agreed by an members of a group
of entities, and which, in conjunction with
the modulus, delermines the value of the
private signature exponent.

- [ISO/IEC 1st CD 9798-5 (12/1995) ]

verification function : =M &t
- F Aol 29 AR AREE §5E
M, FAE A Alte e FHOE g
- A function in the verification process which
Is determined by the wverification key and
which gives a recomputed value of the

witness as output.
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- [ISO/IEC WD 14883-1 (01/1996) ]

verification key : =% 7|

- QB PAG EE PO BA AFHE 2
e w WL g

- A value required to verify a cryptographic
check value or non-repudiation certificate,

- [ISO/IED 3rd CD 13888-1 (03-1996) ]

- A data element which is mathematically
related to an entity's signature key and
which is wused by the verifier in

computation of the verification function.

- [ISO/IEC WD 14888-1 (01/1996) ]

CARE WAL S o e A )
MEE YHOR sl FESE &4 o
qgel 2y AAE BEom An 94,

- A process which takes as input the signed
message, the verification key and the
system parameters, and which gives as

result  of the

outpu: the signature

verification © valid or invalid.

- [ISO/IEC WD 14888-1 (01-1996) ]

verifier : ZHX}

- 248 29k A,
- An entity that verifies an evidence.

- [ISO/IEC 3rd CD 13888-1 (03/1996) ]

witness | =H

- ZRATE AN dolet RO A QA
oA Mo}

- A data item computed by the verifier. and
which 1s sent to the claimant.

- [ISO/IEC 1st CD 9798-5 (12/1995) ]

- The output from a witness function.
- [ISO/IEC WD 14883-1 (01/1996) ]

sk

witness function @ &M &

- =37l Al 2~E ol wHeErE dASE Fo) g
1

Gl eul Aye W5 Yo a4
g dolebe] AL He glHo s

- A public function which is determined by
the public system parameters and which
takes the pre-signature as a mandatory
input and a part of the data to be signed
as oplional input.

- [ISO/IEC WD 14883-1 ((11/1996) ]

- ISO/IEC/ITCL/SC27/WG2  Terminology
(01/96)

word @ HE
- sz oHEe] A
- A string of 32 bits,

- [ISO/IEC 3rd CD 10118-3 (04/1996) ]
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k4 & reduction function
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implicit key authentication to A
RS T
private signature exponent
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privale signature exponent
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Ay 7] private signature key

&
o

ks

# 97k 3R
private accreditation information

a5 7] private key

2 gEs wa

public encipherment transformation

7N 7 public key

o I public verification key
70 7] IEA public key certificate

7 71 AR public key information
T 71 S public key function

o i WM

exchange multiplicity parameter

| originating entity
e random number
o3 7le symmetric technique

A gz 7E

symmetric cryptographic technique
A dz st s

symmetric encipherment algorithm
Qo] 7] padding
ol e} 7 A data object

ol el A4 data integrity

dole} #x1g data string(data)
ol el o data input
o] el # A data storage

]z e A digital signature

2= g round-function
| A] 2] message
H AR A% ZE=

message authentication code

W Al 2] ghae message function
uhE A replay attack

i 5= half-block

vk} A reflection attack
H modulus

B3 713 security authority
23 o949 security domain
235 3 decipherment
wol 2 wa

non-repudiation exchange
Hel T4 AEA
non-repudiation certificate

wol 24 An

non-repudiation information

5 & ES non-repudiation token

= block
25 94 block chaining
HIth & Al Al

asymmetric signature system

iy 43 e

asymmetric cryptographic technique

SR RN

asymmetric encipherment system
asymmetric key pair

secret signature key

IR=1 secret key
A1 v signature
A A signature process

signed message
signature equation

Al 2} signer
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signature key

time variant parameter

A2~ w7l WS system parameter

Al ZF starting variable(SV)
2 2} distinguishing identifier
HA glE entity authentication
A commitment

Al Fhr commitment function
Auk A 7] bilateral counter

otA HIE secure envelope(SENV)
IICR ciphertext, cipher text

cryptographic algorithm
A5 A HAg

cryptographic check value
DER AN G

cryptographic check function

NRS EF NRS token
NRT E£ NRT token
ajH] A pre-signature

oul Ay g

o]
HE Rl 4

pre-signature function

non-repudiation of transport

Y= word
14 masqrerade
7y 71 Accreditation Authority

A7F Zu whA W

accreditation multiplicity parameter
QlE 713
Certification Authority(CA)

2154

R

certificate
Q17 2ol 23

non-repudiation of knowledge
interleaving attack
Arj 7] 43

point-to-point key establishment

a2l E unilateral authentication
dukgk o one~-way function
o] AR redundancy

redundant identity

PRSI B I e redundant hash-function
a5 713 delivery authonity

A5 e ¥

non-repudiation of delivery

AdE 3 ncipherment
= t encp © ] challenge
= H@ olE o) 7ol
nHlE EE R SNHT A identity
n-bit block cipher algorithm
AE el s
NRD ¥ NRD token

non-repudiation of submission
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collision-resistant

TR )
oft
BRI )

A
!9
1R

AE

evidence

witness

evidence requester
witness function
proof

verification process
verifier

verfication exponent
verfication key
verfication function
appendix

appendix function

initializing value

non-repudiation of origin

originator

hash-function
key
key management

key agreement

key translation centre(KTC)

7] ) AE

key distribution center(KDC)

7l A
71 44
i
7] 84
7] Ao

key generation exponent

key generating function

key establishment
key transport
keying material

key control

7] B key token

7] &= key confirmation
B token

74 =} adjudicator

HE plaintext

o W feedback buffer
g assignment

a3 g assignment function
sl & hash-code

4 4 hash-function
32l response

32 olo] o] FA 9 Arjeh & 1

accreditation authority ezt 71

accreditation multiplicity parameter
A7 F5 v W

adjudicator o2 =
appendix A 7}
appendix function A7} &4
assignment &t
assignment function e 3

asymmetric cryptographic technique

s oe Jle

asymimnetric encipherment system

Hith & &St Al )
asymmetric key pair 1Rt e s

asymmetric signature system
ug A A 2E

bilateral counter ek Al 7]
block chaining 22 94
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block

certificate

certification authority(CA)
challenge

ciphertext, cipher text

collision-resistant hash-function

& 39 a4 B
commitment function
commitment
cryptographic algorithm

cryptographic check function

YT A AA e
cryptographic check value
cryptographic synchronization
data input
data integrity
data object
data storage
data string(data)
decipherment
deliverv authonity
digital signature
distinguishing identifier
encipherment
entity authentication
evidence reqrester

evidence
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exchange multiplicity parameter

A R e

feedback buffer 3 wowl
half-block S =N
hash-code el

hash-function
identity

implicit key authentication to A
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S
initializing value 7] @
interleaving attack de ey &4
key agreement 7l &2
key confirmation 7] &%
key control 7] A o

key distribution centre(KDC) 7] ¥-u AE

key establishment 71 A
key generating function 7] A g
key generation exponent 7] A A
keying material 7] 84
key material 7] #2
key token 7] B

key translation centre(KTC)

key transport 7 44
key )
masquerade BES

message authentication code

A4 Q1F F

messaage function

message nj| 2] =)
modulus 5]
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non-repudiation certificate
wel By AFEA

1l

non-repudiation exchange

non-repudiation information
non-repudiation of approval
non-repudiation of delivery

non-repudiation of knowledge

Q1A Hol 54
non-repudiation of origin

non-repudiation of receipt

non-repudiation of sending

non-repudiation of submission

A% el ¥

non-repudiation of transport

non-repudiation policy
non-repudiation token
NRD token

NRO token

NRS token

NRT token
one-way-function
originating entity
originator

padding

plaintext
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point-to-point key establishment
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pre-signature function

pre-signature
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IR, S - A

2o o

o

==

s

=

%Y

==

private decipherment transformation
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private key

private signature exponent
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public encipherment transfkormation
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public key certificate
public key function
public key information
public key
public verification key
random number
reciplent
reduction function
redundancy
redundant hash-function
redundant identity
retlection attack
replay attack
response
round-function
secret key
secret signature key
secure envelope (SENV)
security authority
security domain
signature equation

signature key
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signature process A A F o EE
signature A4

) [Mi] WG2 Terminology Editor(C. J. Mitchell,
signed message AEE WA . ,

U, K.), "SC27/WG2 Titles and Term-

signer 1 inology (04/96), SC27 N1215
starting variable (SV Al e
starting variable (SV) e (9] SFAREADTL OSI B Eo] o
symmetric cryptographic technique u Q" 1991

A 45 Vs
(] gty "Fagoly™ 1995, HE7

symmetric encipherment algorithm

W szt delF (] Z&F, "I&F @448 199493, I
symmetric technique A 71e 4
system parameter [(A] HFE &0 AL HA 9943, "HRE
Sk B RO 2l gol AbA", 1996, At WAL

time stamp Alzp o)

time variant parameter
R E R

token B

trusted third party
SIRDIRE I E

unilateral authentication dur QI
verification exponent = A4
verification function = gt
verification key Z 7]
verification process e R
verifier %8 =2}
witness function ZH g
witness *A

word 9] 1=
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