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a7 3. MISSI®] Hal sjd-

MISSIE A3 e Mo Al~"(AE) e o
g 49} om =7 YasdHeld wolah Alaw)/a
2|9 Bl AARloZ a4 glrl 9mee)
A Bl A2gE Y aaHelA Al Bl AB|AE
AF37] ¢3¢ 7122 Fortezza 33t PC 7l=
2 olF olgsled AxH ArMA Y/ ARHEA
&, 4 Bl mdxA 94 239 A
%, 93 DB A4, AEET} e Mu)Ag |
F57] A SEZ2asor FAFEN AlsE/Z
2149 Bl AlaEle IR Yol AFsiia] =
st o yazke] A Aoigl dEs Aju|x
S AFdct A AHAFEe FH) i Hake

Workstation Security

Fortezza Crypto Card Family

Fortexza  Fortezza Plus

AA717) S8 Aol i wpdA Hold-g =)y
3t F7EEA] L ARSALA Ao} EEHE A
< ] AT 3w AL sl AFE9) ¢e
Zgoas Wil JEYm 43 Aladeze
X.25 AlZot IEEE 802.3 AlZdlM #Hzle <ot
3315171 91’k NES(Network Encryption
System), ATMellA A8 st35.3ls)7] $1gt Anjal
FASTLANE® ATM/IPE 7jkez 3= Az
HE=ZAM oSsg 2ok AFsb] 9%
TACLANE, SONET (Synchronous Optical
Network)# &8 7Fsdt 945719 KG-1897} 91
1=

System/Enclave Security

Fortezza Enabled Applications

E-Mal; EC/EDI; Web Browsers;
Flie Stroage; Remate Login; File Transfer;
Remote DB Access; 18A

Enclave Network
Protection Encryption

Guards

Firewalls

Secure Computing

Muitilevel Applications

Highly Trusted Operating Systems

Security Management Infrastructure

a8 4. MISSI® AEF
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MISSIHM ARl H2Alole AHAPL ol
g glax, & dolele Al ¥ o o AHA
7} s Blace digk A A 7T SlEA
2 Falale] A7 AREALAR HIE rlshe
oiAVES 2R,

1) Bet o) E(Security Label)

13 5¢} 7ro] A (object)? FAUE Bt B
AR (security attribute information)&$]
e ool orix AAle AeEAG s
o dieleu Beldal 2jing wiit) Bt 4
o]&& X.411 MTS Abstract Service syntax
FHE] opy|¥ict.

a2 5. AAel Bl HeolEe #A

SecurityLabel = SET {

security-policy-identifier OBJECT IDENTIFIER OPTIONAL,
security ~classification INTEGER OPTIONAL,

—- values of security-classification field are defined by

security-policy-identifier
mrivacy -mark PrivacyMark OPTIONAL,
security —categories SecurityCategories OPTIONAL }
PrivacyMark = PrintableString (1..ub-privacy-mark-length)
SecurityCategories = SET (SIZE (1..ub-categories)) OF
SecurityCategory}

MISSIeA,  Hel eolBg Ade F7F
(security-classification)S Z33tx glon, 7
Aol A8&  security category®} privacy
marke}t #F"  Hel FFE Ads] Sle
security policy A1¥& 3 security-policy-
identifier7} AHg€ith uwhebA, MISSISH 3%+
7] $l8x)Ee security-policy-identifiers *3
#okst security-policy-identifier7} $+ B
ol #Ho]E-& MISSI 53 AxEoid] o) A4
A}

2) X.509 1ZA(Certificate)s} RFAAAH
ZHSecurity Policy Object Identifier)

X 509 aZAE AlARd o AMEHE AR
2 AM3ly) 93 version, serial number,
signature, validity, subject,
subjectPublicKeyInfo, extension fields¢} #
2 cjokst field”} glEdl, MISSIHAE exten-
sion field®l ¢l subjectDirectoryAttributes
o) A& 87%} o] subjectDirectory-
Attributes© prbaclnfo, prbacCACon-
straints, sigOrKMPrivileges, 2|2 comm-
Privileges 4708 ¥ $A43& St oF
prbacInfo  Attribute  securityPolicylD,
prbacClassifications, SSLPrivilegesZ 745
o zp7ke] 758 olulie} et

issuer,

prbacInfo attribute j

—{ securityPolicylID J

——GrbacClassifications j

——-( SSLPrivileges j

prbacinfo sigOrKMPrivileges commPrivilege prbacCAConstraints
Sequence
securityPolicylD prbacClassifications SSLPrivileges
As defined by sceurity policy Authorizations defined for a dorain:
OID Identifying F°’l:"s:l‘iffée: o - Permissive Access(EE must have one)
the Security Policy u:\ﬁ sertial @ - Restricitive Access(EE must have all)
¢ ) - Emumerated Access(e.q. National
secret 3) Acoess)
topSecret @

a2l 6. prbaclnfo attribute +%
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Global Operatioin
Academia

aal Megacenters R

and Securlty Cemter  Enterprise Services and Security Center

Allied and
Coalition
Forces

Regional Operations

a8 7. DII Architecture Concept(DII9 %4)

® securityPolicylD

oqugt 4 7 847F 249 prbacinfo
attributeel] #g= oo} xS AlWslr] 9§
A At
® prbacClassifications

AgAe] s AZH s7he Aol

(e.g. secret, top secret. confidential)
® SSLPrivileges

restricitve, permissive bit mapped se-
curity categories® 4] (optional secu-
rity categories)

. DH &4

1. DIl 7y

1992 vl == AdiA AR o) e A

+ AR A2de] BaAdg EA =Helx, ol
ol DMRD 918Cel| 9jsfl =td Ax 3] 2
< FiRkeEA DI} pdside). & 7 7jabd e
=Pl A4 Aabs B3k shie Aabter
TE3l] BEad AR AAZS o Q22 AFE
AAstoll4] HA & ATEGES o]g AHE A
29} dlole] AF Mu|ag oz Ty A
g} Supye] olF-5 Aoz fsly]
g e 54 a2l Audel 5He 27k
H3telct. =38 DIIE OSD(the Office of the

Secretary of Defense), Military Depart-
ments, CJCS(the Chairman of the Joint
Chiefs of Staff), the Defense Agencies,
Combatant Commands®] AR 2313} 4}
o, Ay, dE, zelz A3 AR dEHelAS
DII®] Aoz xigtozay nrl & Yo Hug
s Bl kg AR AAE u|aE ATshed
=4o] 9}

2. DIl 74

DIIY] 714 & 24e A% wedzlgd ZA} Ay
29} W9l Ay AuAE 2] Sgtew 1
W 83} o] B AREZ FAE glow 7} 3]
BEE vl 5E 24N ddsle] ZE At
floli= she 4 gep®

1) Foundation Program and Related
Technical Activities

DII 25 A<dllA life-cycles A3l 29
AR . A2 sl digk A5 Hrt A
B g Aelo tigt 7)Eekd, A3 9 ws) A
glol gl Aol disl REsta TAe ds) g
7] AT 71 AFs A AR B4 9 A
38 7IF F2(Communication and Compu-
ter Infrastructure), ¥4t oJZe|Ale]d(Com-
mon Application), 7163 A ofZa]A o)A
(Functional Area Applications)e Founda-
tionollA AAT 874, A 9 FFol wkEc)
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2) B4l 2 FAFEH bz

7158 A9 ol ZefAloldT} Wt o Fe]A o] e
o) A-g= 241?':2‘ He] @ AF AuAE At
o} AR AL Y% DISN, B AA" Az
A 44l Dﬂﬂ/‘dlﬂ(Defense Megacenters),
DII eS|z}t A~€e #Ajsls= DII EAAE
(Control Centers), ZAl# AFE] AbE A%
Base % Deployed/Aﬂoati TA=l,

(1) k234N Defense Information Sys-

tem Network)

A 2AE 43t AFAS S A
T 7] ARRAl AlERE AR 7)1 S,
aeja oo EapAQl Ao PoAS Ak
DISNE 7PisiAl =gich. 359 B A 7]
Hkel DISN-2 DII} DII Al AHx ;ﬂ“;‘ AJH]

22 A@shs DIIe| ¥ Aoz =
DII®} Ak AR A4S 43 3 ﬂ]E_-‘%-]EJZ‘—_’Sl
78 2l DISNo| &34 St o) ARex}

o) A HelE ol shn o} huel W
7},

(2) DII EA41El(Control Centers)

DISA, Al zla & ARr|dse] d9
Azelz ez Aules ookt olFe A2l
Agsle] A, olzlgt Al DIT &4
AElE DIIY 7144 2| end-to-end =&
AFsla, DI B39 Helo) digt AYS

DISA, Aulx, zaely o AR7|dEA 2=
c}.
o 392l uekIE](GOSC, Global Opera-
tions and Security Center)

DI o3 #ejel 234ke] 24 =3
o #9242 13kAlE (ROSCs, Regional Op-

erations and Security Centers)
=33t MYA|H(AOR. Area OF Responsi-
bility)ell tgt Alxgla) VE =9 P o &
d AE 3rict. HEAA (IW, Informa-
tion Warfare) A, = vlAR] A2H)
(DMS), #F9gaEA A2="(GCCS, Global
Command and Control System)% A|]&3}
£ DISN o] DII] A9 FA84E A&
o X GA|AE)(LCCs, Local Control Cen—
ter)
T AEA ] g vE
2 28 Ao 3,

H=zet Az R

e vl DMCs, COOP(Defense Conti-
nuity of Operations), DCTF(Test

Facility) & #1938k A5 A=A (SMCs,
System Management Centers)$} #3=d
HEANA A AWE (GMC, Global Com-
mand and Control System Management
Center), 221 ‘gA]FofAlofr|d-E&H kAl
B (SWA ROSC. South West Asia)9} &
A ez} et
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(3) Base and Deployed/Afloat Communi~
cations and Computer Infrastructure
DISAZ} ==pRe] DI Al {72 58
o] izl AgJo] gl HbH, C/S/Aste 71X ES] 7]
SEAs} AMALES wlA] = fExdhe AYe] ol
c}.

(4) A®7)3(Intelligence community) 4l
o AFE 7z

AR7|PE L ARE Ae AwRp
Joint Task Force and Combined Task
Force Commanders Commandst C4l
(Command, Control, Communications,
Computers and Intelligence)<lAl 4% Ax
2 Aoy T AYAeN-E 2] 9
g Aol

3) 4nt ol EEAlelAd

oful o Za]Alolde 7|l ofaf AMEE= A
A, Az Aet FE 71eE AT 8 TR
oz el Aot S AFsr] Y& DIl
24 g AFE] hibtzed oj&gi}. AR 719
o gt T3 71%5E AFske DMS, Azl A
#S 9% EC/EDI, 522 AgEe AuaE
E3lsln axedo] Autetr odx|x)71r] $1§ DII
COE(Common Operating Environment), =
b oJR2 yEjshed] "Wogh A Au|ast
functional areas Aleld] dlele] AlZlA 71553
A oZaAleld AE 82 9% SHADE
(Shared Data Environment), NCAe|| g &
B Fgol wgehe ARRFHe](Information
Dissemination Management)® 7%},

(1) =g A2 AL 2= H(DMS)

DMS+ DISNelX S2bsles A% Al A4l
w3le] AMEg  uwpegy MR 7]&
AUTODIN(Automatic Digital Network)<}
e-mail A|&wS tAlskz Qlch & Aokl A
A7 220" AUTODINS AAGe24 vl43) o
He Zol7) 98l =3 MNdE WA, Y Ee
AW =5 FEslr A 25 2o R ¥
o digt x4 syl el

(2) A=A (Electronic Commerce)
ECI(Electronic Commerce Infrastructure)

& AHg3le] BE §15E As] A3 EC Jled
hdste] olggtogs AAFHE 4 R HHE
Adehs 9L Fa HA F7E AL AHRE 3
& 4 sl

(3) DII COE(Common Operation Envir-

onment)

24 srxede] e 2 TR, AA
2 WS AR}

(4) SHADE(Shared Data Environment)

FAb Au) 29} functional area Ale}2) diejy
Azl 7154 Y ofEejAolxdY 45 A
& AFRIe},

(5) AwyRFdel(Information Dissemina-

tion Management)

A AEZg)Aeldel  9sf DBS(Direct
Broadcast Service)?} VSATs(Very Small
Aperture Terminals)9} %2 3 ojy A$=27}
ks Zte] BAlskel DISNOE it AEd
of wel Axge]Ael(information manage-
ment process) S E3He Paie] A7A =k
olof ASD/C3I& ol=idt Fa8ide A3l =
T DISA®Y 28] A v wZste]7} A=lgle)

4) 714 A ojEeAelA

Agite]l  AZeAelde ISk C2e.q.
GCCS)9} AEA] o Z=fAIold(e.q. GCSS)FH
e nE by Z|#3E s, C2(Com-
mand and Contro!, Intelligence)$} ol=iet 2
< Acdell e A=l

{1) DSS(Distribution Standard System)
© Logistics community:

{2) MOCAS(Mechanization of Contract
Administrative Services)
* Procurement community:

(3) DCPDS(Defense Civilian Personnel
Data System)
: Civilian personnel community:

(4) DBSS(Defense Blood Standard
System)
: Health community:
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UserA
Random#

(x,.DSA)

i Hash Value }

Sign the Hash
(DSA)

A 4

cojrands o

UserA  nes)

| |

Originator, UserA:
Plain Text Hash and S|gn
Data
Hash the data
(message) | (SHA-1) ]—»
A 4 . .
Recipient, UserB:
Plain Text Hash and Verify
Data
Hash the data
(message) | (SHA-1) }—-»

Verify sign
Hash Value —b( (DSA) )

OK/Fail

a7 9. sl AAAH

715 Ao oZelAelde At s 2
Ho] glo] wHiEle] $br] o] TR r|TelH F
A 7158 S o4l oEelAeldEe] 9l
o}, ofeldt 2% o}ZalAlo|dEw FulER(AIE,
), AR s Fubre] Al A9e st
2 9l oyt RAe AMAsly] PaA SelA
Egbo] Almsa 9ok

V. MISSI# 28 Fortezza 4

1. Fortezza AMH|A

Az ARe chEbd glol AR qPHAde]
a7%e] wel NSAS Fortezza 21882 9
¥ Aol g Bt AR|AE AFFeEN ol
87 273¢ 9EXA 5 9lv}. Fortezza®] 7HA
] tjulel~¢} ‘Fortezza Crypto Card#h #¢-¢
L PC 7I=% BsA F24, 95 #0847
mAjel webiulAE AlF3H =u, PC 7l=ele
ARgAlel] thgt Ane} otss 7], X3t doElF
o] A =ict

1) Fortezza 7}=r} 8% 4 & 33} 7]
(3]

(1) 3+1(Hash)

glolgld] &4 daelEE #Heslo

160bit

(20byte)s} 34 #he A4, wlolelel did 524
& A, SHA-1(FIPS 180-1) &4l &xe]
Z& AR

(2) A= (Digital Signature)

AR A Ak AR(AF: F FAEH)S
#galA7)7] 918 AlEsld, DSS(Digital Signa-
ture Standard, FIPS-186)¢] DSA(Digital
Signature Algorithm)-& AH83ic},

(3) 7|WA (Confidentiality)

olaslel Bash= A9} FARIA i
dd7le] ols) FREH, oln} 7] kol 23] A
©3lA A}t SKIPJACK algorithm (FIPS
-185)0] AM8Hct.

4) 7] 18 (Key Exchange)

o}5 3} almre]Zel] B3 718 wrapsted st
A AlAtelA ALEEd, old KEA(Key
Exchange Algorithm)7} AR5t}

2E ARE 49 3 29 sissel Axk
Are Hg3tozd deljele] T2 siiztel
gt Auiate) Q1 T3] Alg=el.

17 99} o] UserAZ} wiAIA|oll oidt F-2445
Azl Q1Z webdu|AE 87Y 3¢, UserAs
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Key Exchange

i
ion .
(%]:riﬁ; tt'((:r Plain Text Generate X UserA UserB  ea)
iole " (data) MEK : OCKER)
N ¢
' a Rb
Generate ' Generate a
v MEK : TEK(KEA)
. R
— e/ ;
\ 4 A4 v : y
2
VY —v{ e J WiaD the MEK }«_ TEK
A must
(y.KEA)
R R R E”Cé‘a’?fd - erfepfd -mibe avaiable to - { =
the recipient
UserB
KER
G Y UserA e i
enerate g
v l l |

A 4

Unwrap the
MEK
L 4

Generate a
TEKKEA)

Decryption l
(Recipient_ Decrypt the d;t? v
Userfl) (SKIPJACK) [ MEK  |e TEK
A 4
Plain Text
(data)

A% 10, 33t B33 g 7] 2y

ARl s 715 lsled 2= szt A
A A& sl Hedl, A )
AT UserA®] sh=ell A= e vdy] 9
Fh=oll s AAE Gl gesiA "ok Ane
Az 2709l 20ulelE sjelule] vt 577} &9
Hoy wA2]¢} A 54121, F UserBellAl sl
th. UserBellA| 1R A|R]o] S3dd ez 4303}
o d& AU} UserAd] 37 & v, '
ARgEl wAAe diRE FAAS lEs H]lh)
"o,

23 102 TEK(Token Encryption Key)&
BTN PAFelM BEs}el] 9ds Wy
MEK(Message Encryption Key)E olwlg} u}
HoeR gHsA fAlAleA $AsRrE veE
o}, A TEKE $4lzbe 7)l7] X(KEA)S"} FAl

2k A vikra. ¥ N WG5S ql¥em
KEA® 9Jaiy A=t 44" TEKE MEKE
wrap3le FARMIA $A8A H3, wrap®
MEKE & $Axks 219 BM7] x kg9t
A2 Iy ke s AHE unwrapdhd
MEKE <l ¥ WAz & BEsisiA e}

2. CMP{(Common Message Protocol)
o} Fortezza
Fortezza 7l=+ T3 dojeje] g g
3 Ae|w £ B FFo8 = XA 2
€ ¥ 4 W) Aol iy AFele vESm
FANA AHElE CMP 3 ALgslo]olgh}

1) SMTP(Simple Mail Transport Proto-
col) ‘
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F User terminal J |

User terminal I

Message T T
Handling f { | N
System \ UA UA
— N
MS MS
MTA— MTA—

Message L
Transfer ™| MTA
System L _J

\. J

2| 11. Message Handling System

RFC(Request For Comment) 821¢ %A=
o] 9l email TEEFZ ASCII 4% AME
4= 9]z =3+ 1000 £2F 0|32 body2] Helel A
gol 9l7] wjFel ZHelR|gf(picture, sound
etc.) HlolEle] 4 - 44lo] WR& 7§ ‘base 64

bit encoding T+ ‘uuencoding?l UHbHQl B
we AMsle] #FE ASCI el wzkAyle 2

el Aasic}.
2)  MIME (Multipurpose
Extension)
SMTP RFC 821 Z2efs A3t b
-ASCII(multimedia data)Z A% 4 e =l
AvES AFshd RFC 152190 A= glet,

Internet Mail

3) X.400

Alolgt AFE] A2d AE2re] EAle| gleid o
ot efe] dlolelel] gk TFFeZ X400 A
gAe a8 119 o] MHS(Message
Handling Systerm)ell F3#=leislct, MHSE
AAE Helsle UA (User Agent)9t UA wiAl
g A8 A g AAE 4 9lE MS(Message
Store), ©AXIE AFs=  MTA(Message
Transfer Agent), MTAS Xl MTS
(Message Transfer System)2.2 FA€ct

4) ACP 123(Allied Communications Pro-
tocol 123)
F MHSS} =7ke] X 400 Alele] A% -85

s 3] Sial Bag Alas) Z2EES F
oFshe 7224 DMS e-mails ACP 123& w
2

5) X.500

X 500 dAgels Ay st v 5 9l
o, orlole e (A R E R
e-mail F4&, Fortezza ¥ AH&xie} [E AR
e

1
T

6) SDNS(Secure Data Network System)
7k AkIAkel NSAo| o8 352 /s =
2EIS0 Agew HFele B4 vEYA 2 o
A7 A2"e] mot 7)eg Pl s 38l
7Bsd wt o2l AdpHql wlge] FAHE T
glew olg} FE FAE SDN.701, SDN.702,
18]z SDN.7047} e}
e SDN.701:MSP(Message Security Pro-
tocol)
e SDN.702:SDNS9] vl gg] %
e SDN.704:SMTP/MIME  #AIA &
MSP #A1A] 2R

oI

3. Fortezza Al2H

1) 7] = 74

ot33}l 715 AAdstn Bl &4l ] ¥ A
=31z 712 Hsp) $lsiA A5A9 CRL
(Certificate Revocation List). CKIL(Com-
promised Key List)e] B.838h}  Fortezza <l
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= > PAA ss e

Cross Certiflcation

[_ECA |ses| PCA |
CA | ees [ CA | see[ CA

ORA [4QRA

User User User User ’US& User User

I3 12, AFA AF AA

229 A% ITU-T X.509 Az B QAF4 AxZ o @ AA(multilevel hierarchy)ell
of 7]usle] AbgAte] A3 A7) AR} A 7]ukglc},
o] Qlr} w]t QIEX7E G |EAY dlejele] W3}
7} Q& A, F AR} o|ALE Ble] Fohol Wz} (1) CA(Certificate Authority)
7t w7t Ftert weEgS A9 2ela o o4 - AL8Ae] Fl9t alEAE A H S, #HZA]
AFA7F 98 glo] FRE s ARE A} T 5 9l 3ol gk
3 9J¥ CRLe] itk CKL2 7l=<} PINS 84
A Alxdle] Boke AMEGS S S 2) PCA(Policy Creation authority)
93 A2 CRLe #7 AA4=c) 15-4 ZAHd ¢1xsld CAE A4 ¥ qlE
#Hx) sk Aol Sirt.
2) ol <l AA
Fortezza 7] el 28 129 2¢] X 50944 (3) PAA(Policy Approval Authority)

RING 1 RING 2 RING 1

Becurity Protocal Fortezza
User Agent (MSP) Crypto Card

User Agent/Security Protocol Security Protocol/Crypto Card
Interface(MSP ICD) Interface(CIPG, Fortezza ICD)

1% 13. Fortezza Al&¥ 2E
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Azl PCAS A1l AR PCAS] A4l
Lt Alglo] glem}, w3 CRLelv CKLel ¥t d
o] ¢l o3t AFA = A S ik

(4) User
zsle) A2 = AMALR CAd 93 7=} 3
A A-glct,

(5) ORA(Organizational Registration Au-

thority)

CAS} User® &7+ A2 719} 7l=e] a4+
Falol] gleis CAE wErh

) Al2d] BE

Fortezza 2@ 19 133 2] 3719 ¥
o2 Mdskd $ oz Al Fe Fortezza®
olokdt 258 AP

(1) User Agent(RING 1)

A W5 28l UA(User Agent)E e-mail# 7

& HAA AxEleg dubdor L2eZo o
Holelm ojuigt mok AmjAsl AREAleA] o gA
AEE AXE AAZ}. xg CRLEYE 4F
Ao EAE Helske $3E 7T ok

2) User Agent/Security Protocol Inter-
face(MSP ICD)
UA%} Security Protocol Alelel Qlejsje]~=2
UAZY¥E] Security Protocold F&3hs %]
et

{3) Security Protocol(RING 2)

= wx 2]l Security Protocols B3l Mu]2
9] o glolA] el me Bl APEE AT
gt & UA “ﬂ/‘lz]i} sy ARE Aejsie oA
¥t AHAE sk dEe] Qlch

(4) Security Protocol/Crypto Card In-
terface(CI Library)
ols 3} ylme} <lejwle]l~E 43 2

Fortezza

Application

Layer 1
Application

A

A

Cl Uibrary Interface to Fortezza Crypto Card

Layer 2
Crypto Library

b [

N

1

), 4

Device Driver

Layer 3
Device Driver

A F
, SCSl Y
Device Card
. Manager Services
Oriver (Macin-
(UNIX) tosh)
08 4 v
SCSI Centronix
Socket Socket S;a(;ggtd Layer 4
Services Services Sen Card Interface
(DOS) (D0S) mvices
¥ v v '
PC Card Adaptor
3 h A
A 4 h 4 ‘L y A
Layer 5
The Fortezza Crypto Card The Card

a2 14. Fortezza 7+= e do]x
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83 CI(Cryptographic Interface) Library®
CIPG(Cryptologic Interface Programmers
Guide For The Fortezza Crypto Card)el =}
A3) Ao} et

(5) Crypto Card(RING 3)

Al A =]l Crypto Cardy 2214 &3} %
#Ql Fortezza 71=% vehdit}) slzell= v]d7],
71, LERle] Q1FAM7E AAEe] glw jA™
A, aile darE)E, 7] 2g sl 2 B33 7
5% 3Rl gk o) tiujo|sage] glE{Ho]
2% 149 o] st=ge] meAEs} LodAlAl
(0S)ell we}l #73e Adgrosy sulE 4
& 4 dn®.

fr o

V.d 8

£ el S Al AR g A
2E AR A28E 7EIle] Tyl ARags &
49 A €& Fb) A5l A, =
& 8§ 2o dw 9 BRF 5o 5jAq As
Aibs Z5 she] Aabdeos 15 A o
FoarehE: A=El] Y v NSAZE Fxde
Fafakw Qe MISSIS} olol| o|4=lE= Fortezza,
s "A vEeld FEFel ol DI Aol
el Fetleh. w3t 5 AR oyt 2
upte] Bib el 2 998 & #H vls
DIl 5&& AmESy I e we F
FH A} 7|2 ARRA AEE stz gl
oleigt ARE F3l e A BHkr)s uked
sl BEAQ Y FEE 9% AEAHQ) A7
4 AL o] FelAel & Zo|t},

gugs
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