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if ( (packet-protocol equals UDP) and
(udp-dest-port equlas 520)) then
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P AA F A A DataBase —

OD2Z2EE ZE ¥ Signature 2t & DataBase ——-‘

E 28 24 DataBase }-—

23 8. AT wolefrle]x BEe] A
§ WY wEol o Iy gy A ElHo| 2 g A xze|t)
g FAdxeir}

el a2y Azl M 71A] DataBase
-source address¥H DataBase. protocol

port& signature@& DataBase, Traffic 34
# DataBase - Wlsid 22t fleld A AlA|

Adels FAHRENA B2 el A &4 AL g AvREZ 3kl E 1S source
¥ 2. source address®# DataBase Field
Field Name Field Type Field Length Description
Rule Name String 10 T2 ol F
Source Address String 15 oA 4
Source Port Integer 2 oA ZRES
Dest. Address String 15 ERR] FAi
Dest. Address Integer 2 FAA] xEdE
Action String 1 D(Deny) %+ P(Permit)#4- oi%
ste] MR querysS Al 7H] 718 BF A address¥2 DataBase®] Field7d2& Field
o]

YA oI ng P Hek o a9

% 3. source address @3 DataBased #H®

Rule Src.Addr. Src.Port Dest.Addr Dest Port Action
A 203.237.174.182 8 172.16.16.0 24 Permit
B 203.253.64.1 15 202.34.89.1 16 Deny
C. 203.237.168.1 4 198.34.6.1 119 Deny




o]l E Zjukel AgA] Alxg 7o 91

¥ 4. Protocol port & Signature #¥ DataBase® Field

Field Name Field Type Field Length Description
Rule Name String 10 A ol F
Command String 10 AL} e
Argument#1 String 10 QA 1
Argument#2 String 10 Iz} 2
+ rule named source address, source
port, destination address, destination ®3S protocol port & Signature
port, 28lx &-8¥-E AA = actioneZ T DataBase® Fieldd&elch. 4L rule

Agict ol diR AW olE o sellr] BeiFAL
ek,

name. command, argument#l, argument#2
Z FAEC A A8 42 #4004 RdFa 9l
123

¥ 5. Protocol port & Signature 38 DabaBase ¢ #®

F Rule Name Command Argument] Argument?2 Argumentd | ........
8 Mv passwd Pw.old
9 rlogin Host.com -1 Toor
10 ftp -n
11 Quote User ftp
12 Quote Cwd ~root
13 Quote Pass ftp
14 Tftp

® 6. Traffic 38 Database?] ¥l

( Field Name Field Type Field Length Description
Rule Name String 10 T3¢ olF
Command String 10 AR oo

Argument#l String 10 Az} 1
Argument#2 String 10 {12} 2
¥ 7. Traffic #3 Database® &
Rule Name Command Argumentl Argument2 | ... ...
1 Export passwd Pw.old
2 ./program_name 1124
3 Directory_name ~fg SEGG
4 ./program_name 768
5 ./vulnerable $RET
6 Trail -5 J Program_name
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SEET

Src. Addt Yes

aAFop20B

Rule name
Src. Addr
Src. Port
Dest Addr
Dest Port

Src. Port
=1

A4

Src Addrztay - Action 1

Query

Ftp telnet

=z EgaEbB

No Yes

Dest Port
=3

Ftp,telnet,r* Ou command

Rule name

Argument#1

ECHO Y
e-mail finger
=

ECHO,email ] : ]
fingerst Al i

Argument#2!

EafzpeDs

No

Action Mache
=Deny OK?

Query Rule name

command

Argument#1
Argument#2

A

a3 10, F]led R wA wgwe) A

3. HERIZ =] MM

Ag7A ZURA AbwEe] A 7R AR
2ol ofgt FAwS e ol Abmumglch 13
3-10% Aol w B E] A Aol

= hanterm

olole) el source address, source portZt
FAR=AE &AL EAE AS 2AEA
source address¥# DataBased Querys W
Wl &2 235 Aol oy dAE Wzt
r} o} wAlelAE ftp, telnets 22 protocol
portse] EAE=AE AR, ofHe Wk

:00 /sbin/mingetty tty3 HOME=/ TERM=linux BOOT_IMAGE=linux PATH

379 35 0
380 4 s 0:00 /shin/mingetty tty4 HOME=/ TERM=linux BOOT_IMAGE=linux PATH
381 558 0:00 /sbin/mingetty tty5 HOME=/ TERM=linux BOOT_IMAGE=linux PATH
382 65 0:00 /sbin/mingetty ttyb HOME=/ TERM=linux BOOT_IMAGE=linux PATH
1695 1 s 0:00 /bin/login —— root HOME=/ TERM=linux BOOT_IMAGE=linux PATH=
1696 18 D:00 ‘_ -bash HOME=/root PATH=/sbin:/bin:/usr/sbin:/usr/bin:/us
1710 ts 0:00 \_ sh /usr/R1IR6/bin/startx USERMAME=root ENV=/root/.b
1711 18 0:00 \_ xinit /root/.xinitrc —— USERNAME=root ENV=/root
1714 18 0:03 \_Detector USERNAME=detector ENV=/root/.bashrc HIST
1715 15 0:00 _ xterm USERNAME=root ENV=/root/.bashrc H
1725 p0 S 0:00 \_ bash USERMAME=root ENV=/root/.bashr
7339 po0 s 0:00 \_ hanterm USERNAME=root ENvV=/root
7340 p8 s 0:00 %_ bash USERNAME=root ENV=/roo
7349 p8 R 0:00 \_ ps —ef USERNAME=root EMN
1212 18 0:00 xterm —-geometry 80x24+0+0 USERNAME=root ENV=/root/.bashrc H
1726 pl S 0:00 \_ bash USERNA:E=r00t ENV=/root/.bashrc HISTSIZE=1000 HOST
[Hol11Hd112'8A]]

SRR SR R S S e e
28 11, gAe]AE ez 2l
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2 ZA% 79+ protocol portFEDBE query

£ Hulw glod oheuAls Wzl 3A A
ol trafficd el e-mail, fingersel £
Al = Zolok or|AMe] A= trafficiad
DataBase® query® XA =} oA 2
2l query=e 7z} matchinge] 3] Ak,
37EA)2HE matchinge] 9 282 A=}

=" hanterm

29l A3l 44 HelktelrRe] muejitel] wA]z]
o} HAuS-& E¥H3= perl script program 2

configuration fileo)c}.

# Detector 2713 2] configuration file

/INVALIDIREPEATED|INCOMPLETE/
echo=inverse, bell=3

# login oJv} s = AT 7k Y] A] A3

/LOGIN/ echo=inverse, bell=3

Mar 31 23:44:54 balsom PAM_

ng authentication nodol

pudb[7020]: check pass; user unknown
Moe 3 2344000 halson systog: FATED LOGTH | FROM sadnut soangmgeng. ac ki

FOR Al sza, s not ke

Mar 31 23:45:01 balsam PAM_puwdb[7020]: (login) session opened for user jskwon by jskuon(uid=0)
Mar 31 23:45:20 balson PAM_pudb[7258]: passuword for (jskwon/503) changed by (jskwon/S03}

Mar 31 23:45:22 balsan PAM_pudb{?020]: (login) session closed for user jskwen

Mor 31 23:45:46 bolsam PAM_pwdh[7260]: (login) session opened for user hjkim by hjkim{uid=0)

Mar 31 23:45:55 balsom PAM_pudb[7278]: (su) session opened for user selee by hjkin(uid=505)

Mar 31 23:46:00 balsam PAM_pudbl7278]}: {su) session closed for user selee

Mar 31 23:46:03 balsan PAM_pudb[7260]: (login) session closed for user hjkin

Mar 31 23:46:09 balsam PAM_pwdb[7286]: (login) session opened for user selee by selee{uid=0)

Har 31 23:46:28 balsam PAM_pudb{7302]: password for (selee/505) changed by (selee/505)

Mar 31 23:47:38 balsam PAM_pudb[7312]: 1| authentication failure; selee{uid=505) -> root for su s
Mar 31 23:47:41 balsam PAM_puwdb[7313]: 1| authentication failure; selee(uid=505} —> root for su s
Mar 31 23:47:52 balsan PAM_pudb[?314]: 1 authenticotion failure; selee(uid=505) -> selee for su

31 23:49:22 balsam PAM_pudb{7322]:

check pass; user unknoun

Mar 38 23:19:22 balson syslog: FAILED LOGIN | FROM 203.237.1724.19% FOR hatker . User not knoun to the wder Do,

hent i ation podil

Mar 31 23:45:55 bolsom PAM_pudb[7278]: (su) session opened for user selee by hjkim(uid=505)

Mar 31 23:46:00 balson PAM_pudb{?7278]: (su) session closed for user selee

Mar 31 23:46:03 balsan PAM_pudb[7260]: (login) session closed for user hjkinm

Mar 31 23:46:09 balsam PAM_pudb[7286]: (login) session opened for user selee by selee(uid=0)

Mar 31 23:46:28 balsom PAM_pudb{7302]: password for (selee/505) changed by (selee/505)

Mor 31 23:47:38 balsam PAM_pwdb[7312]: 1 authenticotion failure; selee(uid=505) —> root for su service
Mar 31 23:47:41 balsom PAM_puwdb[7313]: 1 authentication failure; selee{uid=505) -> root for su service
Mar 31 23:47:52 balsan PAM_pudb{?314]: 1 authentication failure; selee(uid=505) -> selee for su service

Mar 31 23:49:22 balsam PAM_pudh{?322]): check pass; user unknoun
TOGIN | EROM 203.237.171.19% FOR hacker |

Hae 31 23:49:22 bualsan
hentication nodule

syslog: FAILED

[Fo1 11284

Uoer not knoun to the under Tying aut

o 12, SRdold =S Aelex]ad

Iv. o783 3 Prototype

Z]leA] oflel e 2 gale- UnixAl2sAbellA]
2 ER2AA(daemon process) i EFatsl A
22dlell gk oA Al 7t sp el o YRTE
Ao A z|et A FHE, b g AREREE
A& oz ZrAsHA Hol ¢le] a7 11 & s
#) el & ol Detector?} vl ZRAAZ Fabgql

t}S perl script FE ¢ob R AlAgle] 7]H

echo=bold, bell=3
echo=bold, bell=3

/passwd/
/ruserok/

Ae Zads D sheldle %ol o 1
o e} 7o) ofe} HRo\M logind AL 94 A}
Sx150] vt ghle] loginAldllell = E4ake) muE
el loginA a7t A 7R eie dohdris
oF 4 loh, s Wi ARl ofgh FEHgRe
2o A=A HarAxlel @Al Feate] 2uE
Aol FH o] WR-ALEale| 23 HAF G485 AR

o 2% 4+ 3leh.

# Ignore this stuff
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/sendmail/,/nntp/./xntp|ntpd/./faxspooler/
ignore

# Report unusual tftp info
/tftpd.*(ned | kfps/normal exit)/ignore
/tftpd/ echo.bell =3

# Kernel @ #&s g9 4 w2 249 2 J2

(e}

T

/(paniclhalt{SunOS Release)/ echo=Dbold,
bell

/file system full/  echo=bold. bell=3
/vmunix.*(at|on)/ignore

/vmunix/ echo, bell

/fingerd.*(root)(Ttliplguest)/
echo,bell=3

/atkins/ echo=inverse,bell=3
/su:/ echo=bold.bell =4
/*/ echo

v. 22 ¥ g% o7 3N

Al Fellde AR gl Ak A7t &
WsHA o] FA T gt B EdollAE Wl EE
A=) Azwle) e weksla 712 Fat A
A F2o] A9l w©x] AlxEle] e 45|
o8 BuEy) Z2AAe) 2T SRl AlaE S
z2] hybrid A A Alxug Agkslde}, e
2 wdgg Ak S8 oolHES A4
2 sl ugkel Aqleir|nge] ANl
= dA whske A d'lEe] A 2 o
oA o} EAAME|AE o]f B2 AJasle AN
35 A1 ok d8 e Axe] wed TS
Zojr} wld o]2DB9 DRel A A==
1= REwl Soloit ¥lE5S DRe}
wlasle] FS1elAE WAshs FHEoR PAIS
o} aejeE drh) 2 Agiavelege] diely
Hlo] el PRy} 23 FAolch
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