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1T Security Objectives, Strategy and Policy

IT Security Objectives and Strategy
Corporats IT Security Policy

Carporate Risk Analysis Strategy Options

Baseline | | Informal | Defalled o i oy
Approach Apprcach‘ | Approach

_Analysis |
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Detailed
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Basseline
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Risk Acceptance
IT_System Security Policy

(T Security Plan

Implementation of the IT Security Plan e}
Safeguards Awareness ‘ Training
Accreditation
Follow-Up
Security N
Compliance | Monitoring
Checking o
e Maintenance b - -
Change - - et Incident
Management Handling
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- IT security management
- Organisation
G . ~ Personnel
eneric Contingency Planning concept
Components :
R - Data Ba_ckup Policy _ o
%Hi{%}ig’ - Data Privacy Protection
wen - Computer virus protection Concept
- Crypto-concept
- Handling of Security Incidents
- Buildings
- Cabling
- Rooms(office, server room, storage
Infrastructure|  media archives, technical infrastructure
(7]uEAlA) room) 8
- Protective Cabinets
- Working Place At Home
(Telecommuting)
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- DOS PC(Single User)
- Unix System
Non-Networ | ~ Laptop PC
ked Systems| - PCs With a Non-Constant User 7
(585 Population
NEL:) - PC Under Windows NT
- PC with Windows 95
- Stand-Alone IT Systems Generally
- Server-Supported Network
- Unix Server
- Peer-to-peer network
Networked | _ Windows NT Network
H]i};?te;}n fe‘g) - Novell Netware 3.x 8
M=) Novell Netware 4.x
- Heterogenous Networks
- Network and system management
Data - Exchange of Data Media
~ . | ~ Modem
Transmission | _ Fi I
irewa
Systems | E-Mail 6
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- Remote Access
- Telecommunications system
(Private Branch Exchange, PBX)
Telecommmuni-| Fax Maphine .
cations - Answering Machme 6
(1) - LAN connection of an IT system
e via ISDN
- Fax Servers
- Mobile Telephones
Other IT | - Standard Software
components | - Databases 3
(71eb2}g}) | - Telecommuting
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S 2.11 Provisions Governing the Use of Password
[nitiation responsibility : Head of IT Section.
IT Security Manager ,
Implementation reponsibility : IT Security
Management, users

[Text of the safeguards ....)

Additional controls:

- Have the users been briefed on the correct

handling of password
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Administer Security Controls
Assess [mpact

Assess Security Risk

7) Assess Threat

Assess Vulnerahility

Build Assurance Argument
Coordinate Security

2 Monitor Security Posture
Provide Security Input
Specify Security Needs
Verify and Validate Security
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Ensure Quality

Manage Configurations

Manage Project Risk

Monitor and Control Technical Effort

Plan Technical Effort

Define Organization’s Systems Engineering
Process

Improve Organization's Systems Engineering
Processes

Manage Product Line Evolution

a | Manage Systems Engineering Support
Environment

Provide Ongoing Skills and Knowledge
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