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<EncryptedData (Id='')? (Type='")?>
<EncryptionMethod/>?
<ds:KeyInfo>
<BEncryptedKey/>?
<ds:*/>7?
</ds:KeyInfo>?
<CipherData>
<CiphervValue>
(encrypted character data)
</CipherValue>?
<CipherReference URI=''/>?
</CipherData>
</EncryptedData>
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<?xml version='1.0'?>
<PaymentInfo xmlns="'http://example.org
/paymentv2'>-
<Name>John Smith<Name/>
<Cred1tCard Limit='5,000' Currency
='USD'>
<Number>
- 4019 2445 0277 5567
© </Number>
<Issuer>
Bank of the Internet
. </Issuer>
<Expiration>04/02</Expiration>
</CreditCard>
</PaymentInfo>
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<?xml version='1.0'?>
<PaymentInfo xmlns="http://example.org/
. paymentvz >
<Name>John Smlth<Name/>
<EncryptedData Type='http://www.w3.
0rg/2001/04/xmlenc#Element’' xmlng=
"http: //www.w3. org/2001/04/xm1enc# >
<CipherData> ‘
<Ciphervalue>
A23B45C56
</CipherValue>
</CipherData>
</EncryptedData>
</PaymentInfo>
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<?xml version='1.0'?>
<PaymentInfo xmlns='http://example.org/
paymentv'>
<Name>John Smith<Name/>
<CreditCard Limit='5,000"' .Currency
='UsD' >
<EncryptedData Type='http://www.w3. &
org/2001/04/xmlenc#Element' xmlns=.
'http://www.w3. org/2001/04/xm1enc# >
<CipherData>
<Ciphervalue>
A23B45C56
</Ciphervalue>
</CipherData>
</EncryptedData>
</CreditCard>
</PaymentInfo>
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<?xml version='1.0'?>

<EncryptedData xmlns='http://www. w3 org
/2001/04/xmlenc#' Type='http://www.isi.
edu/in-notes/lana/assignments/media-
types/text/xml'>
<CipherData>

~ <CipherValue>A23B45C56</CipherValue>
</CipherData>

</EncryptedData>
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[00] <EncryptedData xmlns='http://www.w3.
org/2001/04/xmlenc#’ Type='http://.
www.w3.0rg/2001/04/xmlenc#Element ' />

[01] <EncryptionMethod Algorithm='http:

//www w3 org/2001/04/ xmlenc#3des~
cbe />

[02] <ds:KeyInfo sxmlns :ds="http://www.

w3.0rg/2000/09/xmldsig#'>

[03] <ds:KeyName >

John Smith
</ds :KeyName>
[04] </ds:KeyInfo>
[05] <CipherData>
<CipherValue >DEADBEEF</CipherValue>
</CipherData>
[06] </EncryptedData>
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[t01l] <EncryptedData Id='ED' xmlns:enc=
‘http://www.w3.0rg/2001/04/ xmlenc#'>

[t02] <EncryptionMethod Algorithms="
"http://www.w3.0rg/2001/04/ xnilenc
#aesl28-cbc' />

[t03] <ds:KeyInfo xmlns:ds="http: //www w3
.org/2000/08/ xmldsigh'>

[t04] <dsg:RetrievalMethod URI='#EK'/"
Type="http://www.w3.0xrg/2001/
04 /xmlenc#Encryptedkey ">

[t05] <ds:KeyName>John Doe<ds:KeyName>
[t06] </ ds:KeyInfo> .
[t07] <CipherData>
' <CipherValue>
DEADRBEEF
</Ciphervalue>

</CipherData>
[t08] </BncryptedData>
[t09] <EncryptedKey Id='EK' CarriedKeyName
="John Doe"
[t10] xmlns—'http / /www.w3.0rg/2001/04/
xmlenc# ' >
[t1l] <EncryptlonMethod Algorithm="http
© i/ /www.w3.0rg/2001/04/ xmlenc#rsa- .
1_5"/>
[t12] <ds:KeyInfo xmlns:ds="http://www.w3
.org/2000/09/ xmldsig#'>
[t13] <ds:KeyName>John Smith</ds:KeyName>
[t14] </ds:Keylnfo>
[t15] <CipherData>
<CipherVyalue>
xyzabc
</CiphervValue>
</CipherData>
[tl6] <ReferenceList >
[t17] <DataReference URI='#ED'/>
[t18] </Referencelist>
[£19] </EncrypledKey>
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3DES - REQUIRED
. , AES-128 REQUIRED,
Block Enctyption ™\ pq 56 REQUIRED
' ARS192 ' OPTIONAL ]

Esmfﬂn.“f | ARCFOUR OPTIONAL -
ncryption R
Key Transport BSA-vl:5 REQUIRED
RSA-OAEP REQUIRED
Key Agreement Diffie-Hellman OPTIONAL
3DES REQUIRED
Symmetric Key AES-128 REQUIRED
Wrap AES-256 REQUIRED
AES-196 OPTIONAL
Digest REQUIRED

Message Digest SHA256 RECOMMENDED
SHA512 OPTIONAL
RIPEMD-160 OPTIONAL

Message

Authentication XML Digital Signatur] RECOMMENDED

Canonical XML with

RECOMMENDED
N Comments
Canonicalization Canomical XML ‘
anomea OPTIONAL
(omits comments) :
Encoding base64 REQUIRED
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