B % R & 2
E13HF E5R%

SSL VPNs

LEIE v B2 ALY WEYIE Plntemet Protocol)S 7182 8w g}, zeihl, [PE 7|23

22 uekl Aokshll QAsle] wakel B

FAlell AHgalzule ol#lgo) ok PSec(P Security)e 1P Eef o]

i old HelEAE SHI] s AAwer, Wahes Agd Hel2 sbg de] 2013 9lE VPN(Virual

Private Network) ) &9] slibo|c). z2)u} IPSece] A7)

o) 553, Web-based Service} 39 Wbl 7|29

Yuotz 2 EZ4l SSLe] VPN Al2¢ Aoz vehin glch B FolA]& PSec VPNT} SSL VPN2| zjo]xe] &

Hafe] Aelstant gk,

.M 2

VPN(Virtual Private Network)e Z8WE4
A4 BekMulA A &) s de] el
AFoZ PPTP, L2TP, IPSec 5 vkl 22532
Mg} A1l Yool VPNAIES F2 7|U4 g
BetA, zeln g 7dE 7P IPSec 71HHY
VPNe| 7% o] sisledl, 349 4 ¥
DoS(Denial of Service) 574, A2 (Access
Contro)®] A& FHeA 5 [PSece] A3 o]
HgA o] & 93 RY(IETF IPSec W/G)¢
H3t JZF VPN AlF2] 7ol F51 odphate] =
gt

A2 dekes A= gle SSL 7|uke) VPN-S
Web-basezle #4383 44 slo] o]v] @ Bk
A 71ake] Alzgle] Adsta 9leiA 5 Client
S/We th2= 2 Abgel Fo3h FrpAal A]4le]
EH Q37| wfel [PSec 7|4k VPNe] 7Kz U+
A FAE G4 A2 £ glen Y=ol
EZIEEFS B AHY HIAY J5eR RgAe
¥} £3] Web 7]MHex. Web Service)2l Business
odofo] Fdl=lwA 7|29 Web SecurityE x|
SSL VPN®] AHE- Zdbo] uks 7o g o&sp gl

(r

L=
i

EaelAs VPN 7149l W3} TPSec VPN,
SSL VPNe 4zd% ¥ 2dv4, 45el 53
Al Aol E ARAIE vlaL FAFTE [PSect SSLe
7184 AR AR

. VPN(Virtual Private Network)

VR BE Aol Fhakt 4 W=Dl
VPN elelat Qlejule A-gatols] A (Private
Network)#% A48 4 952 slFe 7lgold.
che-& VPNH) & dlolet,

“A VPN(Virtual Private Network) is a private connection
between two machines that sends private data traffic
over a shared or public network, the intemet. This emerging
technology lets organizations extend its network service
over the Internet to branch offices and remote users
creating a private WAN (Wide Area Network) via the
Intermet. The appeal of a VPN is the Internet and its
global presence. Communication links can be done
quickly, cheaply, and safely across the world.”

ZX : http//archives.vpncon.com/whatarevpns.htm

* AlEdi(Ghyoon@kisa.or kr, tkwon@sejong.ac.kr)
** gFAH 8525 ({dhchoen, seongan} @kisa.or.kr)
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2.1 Private Network

VPNE olsfistedd wix] APdeH(Private Network)
o gk NS WA A= HBer) sl

AR oA 2 79 d84 T AEsm
F2E 98 71945 dEzholal Eelg Wyt
B FAE el AR, oy R 5™
A} ellA 7F ZEAd ¥ e A oF d
8AL FESAAFA Zgc) o)E sAs] A W
Moz 7|95 A2 ® PSTN(Public switc-
hed telephone network)& 143 Dial-up A&
ukalo|ul Al 84 (Private Line) WSS 483
gkt o)2]gl WhAlS Private Networkelg} zsfV)
Private Networka w4 gl AR 2 24&
Wol 9lg e} SdstAl o] &slok 81y wFel ©l
ole] A4S $13 obdsta Eelgl Ade AL o
4312 42 g} gkA|ut oleldt Private Net-
work- d4ke] n|4t w2 A Wile g &
TA}Hex 3|A34E )& FF5A7)d A7 et
ol Tl fsl 7]Eel e 94" T4 e
& o143 7T (VPN) o] AW 7ol

VPNS At 4 Adedae 218307 o &
F7u7E AFsie], alAdnre] etz QW o] §- Ao
FAHE E93cl. w3 3y 7|ES o] 43 o]
el 7|dAds} FARE AFstn A5 HZAAE
T3 ARl Aujre] ALR-S ARl 7139 Akl
ool 3§ R eE A%l wel E-commerce
o= Ha Hgojode] ) & Ho|r},

VPN-& Private Networkell4] 7% ®
g w2l wel'e sdaclebAg ede 4
, 3 gloh ApAde] S 9% Aol
Fopet 3)Adg FAdso s vlagA]l do
dl, VPN ¢ 718 dA=e] Qs 3-8l
B deriE o83 dAA4T FAd RokdulAx
A|F3te] Fot

>

2 o

do

= oL
e

30 to

e et oy

2.2 Tunnel

dutdel WEH2E vEis $FHLS topology
9} architecture® HErT}. topology: Alo)ES)
olu} RElE} ¥ele HFE vEHZ 94 JHS
A3 ZAelx, architectures 7zt W|EH =004
tolele] 2ES FAse ZREFE Y & =
2EF Layergel tigt 2dojt} Tunneld ojwgh

7P¢ topologyE A% =214 topologyl 1l
s e ubEAeg AHLEHEs sh e o
N2 EZF layerEE architectureZfdeolis] %<
g} e dy e o|=id eldS A= AL Uiy,
BE UENA Layerdld 7Fssict spAR, el48g2
Layer 2(link layer)®} Layer 3(network layer)dl
7 dubd o g AgEY o]2 <l HYHE ALS
s df3-2e] VPNe] o] Layerold pgsle] gttt

HaEe ohes e AN e 449
% slet.

O o= M Mujar) s ms o]lA traffic
flowo] H4" o, EdE AMujabo] 24
Aol Ego] e WY trafficsd 25T A)EY
o] Aol AR} R3se} ZL B u|AE
o] kel A-g-Hre},

@ B4 =HdUe Fage] ofE FdAd ozt @
£ o HL4H dF So] AdEglE wE o
oAlM FF AMdF47W (private addressing)$
A3l QAR EAjEe ezt $
e ARNES 38 dedHE 24 dsd
T ek, old el e Tl ulRelld AM-E
AMdF 4 (private address)® A4:(routing)=}
v ot & e adEzhlY AMEFAE
£717) f19) 4%

® F 7B =mQle] Fdd ZREEZS AMESIA|H
AFZIEZL o8 ZREFS AT 49 A4
Fc} A2 £o] dE=E2p7tol I[PX(internet pac-
ket exchange)& AF-3t=dl IPE Al&sie= 2
£ UENTE B Ado] BT AF HYEHS
3 IPX #H7& 7% 4 slck(encapsulate).

. IPSec(Internet Protocol Security)7]4}
VPN

[PSec®] &3+ Host-to-host, subnet-to-subnet,
host-to-subnet®| FHA& RAsl7] 43 7ol
[Psec® RE network traffice <t3s & #n
opg}, AMg-A7t mhA] Internal Networkel] )
ZAH™ LANS9 resourced °)4% ¢ &
ok

IPSece EAlst= MMl W= &4 Client S/W
£ QAxEsof gt} olzlo] T3] HgEo] & Wl

o

e
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ohg}, Webol of-2=xk= of S/Wel Trojan
horse k= AlejAw EA7} Azsfdlct =3, o]
Client S/W+ 2~E" 5% Laptop &2 Des-
ktopell ARk Au]2rt AlFE]7] dffol o]FAde] Hel

-5 IPSeClient= windowsellA] F& =]
2, 24 229 clientwe] Mac, Linux, Soralis

V. SSL(Secure Socket Layer)7|8t VPN
4.1 IPSec} SSLOl FAIM

e s EREE nF oot ks duEEs
o, o] tadTEEE vlolee ¢x3= EE
Aolz W& & deole A% duelEr 27
th. IPSec® SSLellA #|d== Cipher Suites
N7 daefEe e g sha 9len, <l
o]£3F PKI(Public-key Infrastructure)9
sl olet.

)
1 e
—l_"

2y

o

G A
3!
<

>

bt
1

4.2 Tunneling2} SSL VPN

e 7)18 /Md-E& network topologyd T4
&= Ae)7] wliel Application Layerol«<] =&
< WA =g = sl duvksid, Application
Layere #HFEIZS d2ucte F2 249 =)
4% F7] w¥elel. wepd] SSL VPN Eld3e]
AFaiFe 2.189 Al 1] 3z|8le] ofgich 3]
2, ek Aot AgH o2 AAse] A=do] =
o3k dleleld] 7w ¥ FAA4, 28a S FARY
AF AF 715 e d=n 2pEs 7)5ol=t shAlct

4.2 SsSLoigk VPN

SSL7juk VPNe} @42 Client application®]
ol o] AFHCAME shEEichs Aolth &,
web-browsers AHSH= =& T2 alr 7Esic)
ol+= [PSec VPNe| F& AMwo]| wz} Arie] =
ClientZ AH&-slo} dcb= AHst zA diwjgc =
g, SSL& % application 74 A2 BAlsla A
2 dlol8Y traffic?s <tEskint, & e 3
2EoA & 32EXe] BE EQHE ¢h5s

SSL VPN 54& dsusd o-&3 e}

- No client-side software or hardware requi-
rements

- Easy-to-use, easy-to-support Web interface

- End-to-End vs. End-to-Edge Security (2% 1)

Fz

IPSecd] 74 & @& w4 client9t VPN A
w7kofnt b Bl AJAddcl= Aolt). Client
7} resourceel] AL w whx 2--2 YE =] gl
EAshe A" HFH ol& Clientst VPN 7t
9] qkd3t connection % s} oldl, Uzt IPSec
VPN connection®l 4= internal network
Abo] Zolrhe BE ¢53E] 42 datalex. 2~
Y= %9 €k data)E Entity7b 858 4 9ot
Z A3 end-to-end securitys AEsHA] 3ok,
gxlak, SSL& 2429 resourced EHAoZ I
o] BtAdS WEo2A ol2d 75E AFa)
oJm3} internal network data® clearstA s
AR geth((2¥ 1) #x).

A ZdoAd B dA Jed vEYa =
%8 90%+<= Web3} E-maile]|=2 o] A3 oA
&+ AFs= SSL VPNe] IPSec VPNRTh= A A
He 7Hd 4 Jde d&22 & 4 ook

&x| 9tk o]#jdk SSLE A4 FAE 7K 9t
71 2 FAe A5 EAelt dlEEe 1007
Client7} £4lell SSL VPNAHell 443 734 Client
= 149 317 d4HKey transport only-RSA,
Q124 ZE Ao "eF A%, SSL VPN
Al FAle 10089 3747) d4ks dokgid. o=
A28 SEALE A A & slen, FHEA

Vs |

ClontD} YoHWOILI Proxy®

OA B OIEEIDN Back— [ Authorized

M QAN YR B
LI YR R

AN BAT i
(packet sniffer) GRIY N HRAD
soiter) | L B ]

(28 1) EotdZFZt 8W(SSL vs IPSec)
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Intranet

(38 2) SsL 7t57] FHAX

Private Network
(Intranet)

SSLVPN i

(28 3] SSL 7t57|E o288 AZEEel Mo

JHYTE SSLVPNTE MM# 0IBD  yonmes ol
® e i, IR EEE 21 DBOIA

R 3E.
INUTE Bk HoHs ROl Gt ¥ xasg
Lt Application & SSI8ICH <=

L VPN JI X0 S¥S ol
Qe AeHE SOiBtCt

JHIRE 018 JH= et Application0ILt
A+ AC

(3% 4) SSL 7E5718 0]8%t Back-end Authentication
7ro] AjH o2 w2 [PSect VPN divld 4 9l
© o] o ofd FAH uwlFel HT OFHzT
A= Aol Y Qg Ee’*—‘i 22 98 4 9=
SSL7M719] Adeloh (L (24 3)).

SSLAAE7Y A4 V PN *1‘113] ddellA] 7}
7 A 7rol gol el FA7] ditel E&% e
back-end strong authentication& = {3}z 24
SSL VPN9| A& nekdt 4 9lel (23 4]+ SSL
74718 AHSEE back-end strong authentication
& AFshs SSL7JuF VPN 749 & ofe)c)

V. IPSec?|4t VPN vs. SSL7|4t VPN

[PSec7|¥r V
t ohew e 4
1:}_[41

PN=} SSL7J4k El
47119 825S e & 5 9l

- Interoperability :

CALE = vEY 29} AFEY AadE WY
- Layout and Security Features :

- OSI model®4 9] $1x]¢} 3
- Scalability :

- Capacity/load 7} A%l vz <38

- The IPv6 Factor :

- IPv67F SSLe} IPSecell

wAE e

5.1 Interoperability

MS, netscape, apache%9 ™3 Web-server
dA= 5 SSLE A™dEz, Unixst= A &8
Hr}, slx]5k, o} 2 applicatione]* SSLE& AHgst
3 Atk SSLe FAH R ol gt o]
SSLe] t}2 applications &= A ¢derte AE
ofmjghe},

YA IPSece IPv6e] 3oz IETFA W=
A= A 2 PCY kg Wit So] A Y3ty 234
< /M f EFE 2EF A4S AsFolcl [PSec
2 7]E9 SSLe] A Il &84 EAA A

2E 4 ¢J=d ol#+. network layerdlAl zt5s
7l wtell 7H7§9) application¥he FHA L2 AHF
3l7] wjRolt}y. olEH oz o]FR|uE HA A
IPSece IETF ¥A49 2443 miAdoz iz
Hold 23& AlFs T2+ B

5.2 Layout and Security Features

F oY ZREE BE ohse HERAed, &
Entity7re] gt ofsf gtz za2ezs A 4 9lo
®(IPSec JFKr #9l). Al4de] dxlztz wghe] 7}
otk w3, F ZEEgo s & Ao)HL OS]
layerolA} ojtjell $jx3le oot} & SSL&
TCPSlel $1A3l7] wfiol Az dejeds) o2 245
(identity, application and/or service. authent-
ication method, encryption ¥xzlZ Aol A|7h)
o] o3l accessE A& 4= Slrk. o7 R 413 IPSec
Brhe B} & Access control 7]%-g AEgcH,
A, Boh %2 Layerdl $1x3dte ovle o @
2 overhead =& 9u|slr| % F}

A" o2 [PSecd] Access controld %] source
address®} destination address, Z=2|i. portel
ola| ARk Ao}, oL AE4olz AZHE AsL
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A Fd 5 slvhe o] AT, B4 ol & &
2 ekHA 2 access controld {T3Hs Hopoli =

5.3 Scalability

SSL—4 734 A o] folqt Holx|vt, H&d nig}
7o} remote end 7} El'd5E F71HQ A=eH
| &FEE2 o] =8 4 v}, o]& SSL 7}
47] %9 Proxy connector? Eg&Hel $edoz
Bgho] shgsieh

[PSec®] 7% 1P9] za= Q% 1P o] £
Aol o, IPv6olA sjdE A& Bl

o

5.4 IPv6 Factor

IPsec®] ¢4 IPv6e] AHESE o]F 4 31& 7
o2 BQlrh o= IPv6e B BebsoR 7}
Aol Hde] ez glol Hal Protocold 7H1A}
7} AR $ glen [P 3 FAE A e
2 Rl

V. MENY S8

6.1 IPSec?|tt VPNHIE &g

IPSec 7]¥le] VPN 3z 7 d2] o)1 gl
£ AFolr}. HT So] £TEYS A AFE
te st=se] sluke] wpsholu} Ale] Ego] Auls)
WEE2 9ok o] [PSecell4] Fog ke B2
dyelz 9 fddayE, 7] 2§ duelE(IKE)
So] W AuE 2735P) Wil LZESe] FRte
& AL 7l wEelel B4HAE ®¥el 3Com
o|t} Ciscosl #& BN Adalel o8 FE 7]

W] VPN A, w3y qd3el] 93 VPN 7]%59]

2718 wapd AFE xE: VPN 7)150e A3shs
sl AFE 52 5 4 stk AR wkske uis}
Hol| VPN 7]50] F75 1 ]

Ae)Egols} FEig 7)

ol #7H 4AY AFEel AL T gk
6.2 SSL7|t VPNAIE ¥

SSL 7I4ke| VPN AlEE2 diF% 7]1€9 SSL
< 7K1 A stedle] AlFoR FHste] 594
o2 AR, Wehgst g pAE st=de] Al
Foz st A gk SSLE 712l o
EuEo] FEZ IS U T ol F4d)
MR+ dde Aol o o2 SSL VPN A
< Bfste JAEoldt

Aventail(www.aventail.com)

Neoteris Inc,(www.neoteris.com)

Netilla Networks Inc.(www.netilla.com)
NetSilica Inc.(www.netsilica.com)
Rainbow Technologies(www.rainbow.com)
Nortel Networks(www . nortel.com)-Alteon

w.gd 8

dzstel dFe AFelzhe A4 71E9 IPSec
VPN3} divlsE SSL VPNE AgBgich(v]a

#Fzx).
-9 28 Layerd VPN 579 93¢ A=
& ailolet

D Application-aware VPN : &% A}gjzl=r]9]
extranet®}
cation access)el| 244

A=) 8A3 A% (remote appli-

% slek

Application
-aware

SSL VPN
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(B|wE) - IPSec VPNs vs. SSL VPNs

R IPSec VPNs SSL VPNs
Protection IP #A Application
Packet filtering source/destination address, port -
Performance Faster/A 4l connectionel s} handshake hﬁrﬁl?hl:lfgiciéltg/nm(;izn:\?g%r;ﬂd
Platform any system (csromnis Wb eon yatem)
Current Uses AR 522 VPN solution Web-based Security
Scalability Scalablg on server—s.ide, difficult to scale,{ FEasy but, Sessio‘r_l"] SARTE Aol
clients connection ¥ 717] @2 ol
1Pv6 Inclusion -
Authentication mutual/Digital certificate mutual/Digital certificate
ot 53} Strong ?;;gzr;;t;grtlégiﬁends on Strong Encryption/Browser based
Security . Edge to client/ . End-to-end/
Client-VPN gateway encrypted Client-resource encrypted
Cost High/client S/W required Low
Accessibility Limited Anywhere
Installation Client-side S/W or hardware Plug and play
Ul Training required (sometimes) User friendly
A:fizzjrttizgs All IP-based service Web-enabled apr}::l_i;ela;lon, File sharing,
Users Suited for internal company use customers, pj;;?gi:;gﬁ lrzyees, remote

@ CPE-based(Customer Premises Equipment)
VPN : 7t slEepizke] o4 o ¢7]2] WE=
AZ A< (remote network access)d] &H4d
+ et

@ Network-based VPN @ HAE Brole F2
FAAIAHE ARG AD ol ddl Algse Auaz
AR Ve =ZA41% < (remote network ac-
cess)oll 244 4 gk

AellA B ule} o] 7z VPNE 2/ 5AE
AU gles, AH- EAr E2|Ee] gl wlebi
VPNY H4e AQ83 {FxAd w4 FAFo]o}k
shef AA3 VPN 242 v ¥ 7gsd An
71e-t&(Information Infrastructure)s =A%
7 A& Aelr),

FE [Pv6ell &gk 1PSece] VPN# & 2149
HelAdoz os) F¥Asla i SSL VPN A%

A,
]
Aig AAL o= BErssle], A2e Aubgos

sl 4GellA<e] All-IP(IPSec)?} Web-Service(SSL)
Ay Bz 428 sisAE Ral)

= U

‘1) Ruixi Yuan/W.Timothy Strayer, Virtual
Private Networks, Addison-Wesley, 2001.

[2) Manuel Gunter, Virtual Private Networks
over the Internet, 1998 http://iamwww.
unibe.ch/~mguenter/Reports/vpn.ps.gz
http://citeseer.nj.nec.com/480338. html

(3) SSL VPN vs. IPSec VPN White Paper,
Array Networks, 2002 http://www.array
networks.net/

(4) Christian Blaafjell et el., A Comparative
Analysis of IPSec and SSL, http://cite
seer.nj.nec.com/404774 . html
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