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Tong GetProtectedCounter()

{
DWORD protectedCounter = 0;
cstring filename = ::GetSysDir();
filename += _T("system.bin™);
CFile file;

“file.Close();
return protectedCounter;

}

file.open(filename, CFile::modeRead | CFile::modeCreate | CFile::modeNoTruncate);
file.Read(&protectedCounter, sizeof(protectedCounter));

(28] 3) AccuVote-TSQ counter gt g4

71 Aol ol7] Wi Boh ¢ Fo7) Has)
o =3, £27]9 dHwsy AvtEsle 2jdr)s
248 9% COM 2= 5 37y #Ad AHue
Windows®] #A~E=](HKEY_LOCAL_MACHINE
\Software\Global Election Systems\AccuVote-
TS4)ol| Ritx|ed] ofeigt T8 AR gt FHA
A% HAAo) TiFE A ol &z Wzl de
Uz o5 gald £ ol "ol give AL 9l
o, A2 e Ay oYz F33 AHH s
# shiel £ 7€V} 2kl Al o] 3 B2
3 Aol BAE T 9}, o] JREE AR WA
H9E s AA £ 7153 g9 BdAst A
A FE 71 g A=A A7 G 4 9
(¥ 3 #=x)

b AR FAE FE S Ao Y
(Ballot Definition)e] <}&3h} zshy FAA
A% T e R BEFEA ¥3 9oke Aol of
= i A AF9E 20 F e odE S
715 1¥e] AFXH, 7% 2¥e] BExely & o A
2t BE AE oA 59 3 A A 53
vehd ¢ o9itk 53 7iEdle TR A et
Z1BEA @ Aol dUtHelr] did A= o5
Azrsich & ¥ 49 7o) FEAR| o|F& ulFA
v HEE e s EAYE o fARe AR
sHHE ZAZ FES 5 A o)l AW A An
g 2t "ot

3.4 7| B2 &S J|Hol 28

AccuVote-TS Al&HE }Ag FE A2HE
g o8 43 dae|Fe] Fa= e Qlx|uk, THAF
SFE A8 o] A AskEe] glge] FHals
koA FAHE 2 AskA] ¢d e
d3e)Ee A, E 4 2o AR A

BALLOT DEFINITION I ' | BALLOT DEFINITION

Candidate Candidate
No. 1 No. 1
Name A Namels B
Candidate L~ Candidate
No. 2 [~hip. 2
Name B Namels A

A B¥FRS

BALLOT COUNTING ol B

AEH A A5
(22 4) Ballot Definition BXE £% 34

O QIMSIX| 2 i UM ATa|Fo| A
AccuVote-TS A|2H ol ARl £F 23t
ot AlEld W3 s FASIE gdar] 98 b=
HA ge]Ee @ LCG(Linear Congruential
Generator) & AH-sh=tl, ol& d3gxoz A
B P % g DA daE|Eelt) tSo)
seed o2 7+ chiel wel uAH Flo] o=z
gho] G Ay 29 ou)E AAlstm 9o

O 25 28 PEo| HRE AR
vEy] 45 wale] 24 =24 CBCE A3}
A YARE IV e 2 “00000000™% ofg3tw gl



28 AR A2 kA

o} IV g
23 QA=
o mEE 7| B
E gelt % F88 diele g tastslr] sl
/‘}%5]% s 7)= EEA wl Fxs|vic} Helol
8127 AccuVote-TSE A Fx7]d dx 2o
g Aoz setEdn. ¢3 7le &4 =
1644 3t "F2654hD4'2 7450} Qgled, o
= 1998\d5E] WMAe] dld AR gobs g},
O HRE 25 AWNEE HE A
AccuVote-TS Al&®lE FAAF 7|HAY RAS
A ko2 k3ststy] A dleolelel gt CRC
¥ otz ig Baske Z1oE Jehpded, ole

Fd3) 4EE B WA YuFS
4 gholojo} qek.

Az TS Wz YAt oo gt CRCE A4}
£ Auc 9dY wel ohyrh ©ge] CRCE

7% olgakt WAl ohly] mie] FEe| CRC
& Adtehs AS A4 FANS B B
CRCE HMAC-SHA1l &3 o]
dzgdes AP Azl YaelFow A

3.5 REA £5

AccuVote-TS Al2~dl2 ulH Fxo] 43
71 98 FE FgoRHE FERAE —’F’ﬂf’é} aE
Zot Mol £X e A5 o 4 FE F
et dE d3 W3e ety Fo Aue ol
A% W3 sANE sl Qe £A4E A F
FE g} A, o3 A AAHo] AuelA
o] Fo| 2|7} ol AP FEAL AL A= 3
A =l glol, weld 2o FERH R FIx F4E
7] M, FR/A FEE 7I5E o A5
287 wt=F Hiate] " st}

V. IXRE AlAHS) oMY} MEY

AARE Azl B4 ARl 92 A7)
She 7b 2 olfk AARE Aaded AHE &
zegols] Fe 44T & ke 2ol &, 3
ol §ARS AEe woiFuln Az o F

% 7128 FE ok o FAle] 9 Syl gt
°, o) e F1E ZolTE WA vEAE
Aok & M 2 FAlh o F AT 4 ot
& AAFE AxY WEE P 2% FolRE

of
Aol 53 49k o] FAAZL AT ¢ gl £

A A4 E e A FRE AR
Ak 28 o] F /el HME M2 o o]Ae]
ek A AA= ;‘42}-‘?3 Az ir-g s A
o g ARl W A7 7] dEe) A
AZ Q] AAER /‘l/\"’ﬂ«] S ¥ 5 e
o]7e] gl whA ¢35 A Wigk Aok v
A7 AL AN+ Qloke gdE d9 F
AR FE G55E Drle Ao dsis f3249
AFE ¥4 4 dx AR A AAE e 5
de F4T A2 Hekelte A RE 495

o] A4 Bl Ege T AL ohly) B
o ¥Yasiche 7o) glef 181310

o] AolAE ARNFE Azl SleiA N
o] 9 gl o] ¥ 7Hel dhal Awiw ofd
of MARE Axdel iy Bl £go] HEx
Yo LES 27l

T

2 g0

4.1 @E 44 Ji4 MY
dvre] AR Asd A GAdE Axd
¥& Ph1E AT ol AAelch )Y ol

2 Aok w22 A7 A Aske A AR
ANE S e, A B pxegel Aol

A AN Apdelobn R A& 27]of A3ty
RS =Y + dokm AFYPH. o= AccuVote
-TS Azl g oA EAldMe & vehdz
shet.

A, o2 Al AAFEI] A=
ZAL AEel i M 2eel P88 IR A
g Az" okdA AsE ofE AL TR of
g AlRAQl H/W 2 S/WE 3037 A=t
e, ol AFgdAl AlFel whiste] 37 Z2AE
2 AR AzdS AsEs $AYE ded,
“Free e-Democracy "¢} “The Electronic Voting
Machine Project(EVM2003)"“2]7} rﬂﬁx-io]u}.
=2 AR ol dsix= AZex gl
£ Adzlne dfE LE a7k X‘]X}TE ‘

28 z8loll &F 9l glAtelr}, o]3 o]fZ "Free e-
Democracy” ZEAEE 9002348 Zetgl Abefolct,

aA|nt, bAE olzly W1 AW AccuVote-

TS AAFE Al&"E 42 37 F g2 AZs &
ARe] WAHGTe] &F 44 AL P g
AEA e AHA &S g § e Aol stk &
gujete] AAB= A3 A E ofA AAFE AlAH
o] A FAlel thdh 3 ¥Rl uie x|t FAA



BRREEEE

(2005. 10) 29

2.2 FEdfof & Algtolzta 3 4= glc).

4.2 FEX} £X0| 2758 22180 d+F WUgd
XZ}T* Azeedoll F3 Ao g A V)
=)o} @A Fo] 712 A= Faghrlel df }W
—% 7o) oleh. "V 2 gsiohe AlAE ¢
3EA 7Y o83l fAAE 222 AAY 3
7} A wrdEsdcks A £ 5 3, AHAF
2719 A T ARE 83 AAY F gk A
< ol E B3 g uh, WA g8 sl
Ae ol A8 £ ¢ AAFEINE Hdr] ¢
e AFAE A UAoR AT JF¢E = F
gAal gido] wiza] FgsictE AL 3 9lep
3}21‘* ojd HACRE fA Aol FAE T}
A UES 3] s Azl Aoz
na ].r;]-_— 7Zlo] dubxial Hsjel} o]
Ao AMEE e BRI 2F .
w7 ol gale EeHoR g4s A Yzt
AAEA| XVH A WdE &g 5 A AR
T2 A5 Fgashe 7o) Erbesicl oR
2 %ﬂx}ﬂ] T2 Y9 dg AHE M= &
Q) dF wFe] Eried J o2 Az},
3 FHE 7142 David Chaum®)
A2 e o] 43 d4% g wal " Andrew
Neffe] VVPAT #WA "® =2l VoteHere A
scratch ticket B Zeol glc},

o] HelM= VVAT 94%5% 458 AUAY &
ARk d9Ss HFUE o Y 1
AAL 4 deAd 24¢ FFEE ¥ F &

Ql Gl FE AAZHE FIAE AT £ ¢

r{r .1}«1

0

==

A

ez °1N

A2
qp

1

0092

0092

= =
= =
= =
B s
= =
= =
zeoo” T 2600

(28 5) EVM20032| VVAT

=2 @5 A6l FEAE A FE A% 3
T & glolok Do AACR WA AHEFE AR
% 94EE FAAIA BFHT FARES AR
FEx R WEE WIE A 59 olhE B
ST o WA ARE 5L 9 mBslel sk
d55e thest Zol A F iH HF el glek

= 0
o=

O £% &% Hoj=oj 7|2
FrEs At g2 wdgeiR| ¢ga Fol H
ol Fof ™= 7|Estz uhyelrt dwide=
FAAE ARG R3O} 71E5R FED g3 5
ole}. o] wpH-e dAl AR A3 AN HEs
e wgte g AxAql gurlg oj4sle] AR
E wiez s & & ke A3l Qo

O £E X =g o8
Ao Fol R X WhAlolA AMSEhe £R 44 n3
33} o] faRuit UFE FX 95-F5S U4
7F AT & AA 2P Fdget A &
23 A7k Al Fo1 R R WS uissle)

TR 44 HelZE o]4¥ At A wach
o’ﬂ"] AT 5E sMe) /18 4 AL E3)
e HAF £ Qlvks 23e] gidh. AR, &
B2 BAE olfste v Al FolRE
gt fatste] A Foll £28E A7te] d)e} )
ol WA A7} 2 ST TR
ARIAA "}, webd, whEw gakek AR
FE EA] HolZo| 7183} 7|E A9 F
AE A & YPrE s wete Oz 3}
gulofol 3 Zlolo},

N

ki

)
o
o =

ri B o M o;E bt~ rlr
P LT TE

ol WY g

(2 6] Ho|ZE 0|8

"_('Jl_
h:l
02
A
ol
N
J
oz
e



30 AARE Al=d9) kA

v.2 B
E-3olAE AccuVote-TS A& ZEE o]43)

e
o,

24 AE Bd 7@ AREZ Aade]
A el AHEGS AAFE A A
71A olqral & E A4 A of e} of wby
<t °ﬂ “Hﬁﬂ A Btk AccuVote-TSel ik ¢
] ZAis Ax AAE AAsEE felvetl
< AAldlFER 9lod ol F¥3F w3l
dlof & A2 Az} FAARR U=
o g 74x &7 Aol A& AAFE AAA
15 718k A7t dusts 88 kA HEE
2 3ok Wil o) nlEAd AH 28 A
A 2= AAERE A GE FAES 2o dY
3] e 2 debg g o]F AASR £
wrh Ed v AR ALE(FEV)S FX
Az 25295 58 Aoy 22X doly 3¢
$3 IEEEY ¥59'7= gzsjer & Amelr}, o
s} g7 AAEE AzEe] oA A S E0)7)
A7 Wke 2 H/W, S/W AaE F2F 3—7}13}:
SF 22 AL B AAL ARERYE AF
UL A% 2AALE TAdor B A0 B,

o B g2 ox oE, 4 e 2
r-{u:
w2

fo 4 2 o

{1) Tadayoshi Kohno, Adam Stubblefield,
and Aviel D. Rubin. “Analysis of an
Electronic Voting System’, IEEE Sym-
posium on Security and Privacy, IEEE,
May 2004

{2) SAIC, "Risk Assessment Report ~ Diebold
AccuVote-TS Voting System and Pro-
cesses’, http://www.dbm.maryland.gov
/dbm_publishing/public_content/dbm_
search/technology/toc_voting_system_re-
port/votingsystemreportfinal.pdf, 2003

{3) RABA, “Trusted Agent Report ~ Diebold
AccuVote-TS Voting System’. http://
nob.cs.ucdavis.edu/~bishop/notes/2004~
RABA/2004-RABA pdf, 2004

(4) Diebold, Diebold’s Election Systems,
hitp://www.diebold.com/ dieboldes/

(5] FEC, "2002 Voting System Standards/

Guidelines”, http://www.eac.gov/election_

resources/vss.html, 2002

(6} Compuware Corporation, ‘Direct Recor-
ding Electronic(DRE) Technical Security
Assessment Report’, http://www.sos.-
state.oh.us/sos/hava/files/compuware.pdf,
2003 |

(7) David L. Dill, Rebecca Mercuri, Peter
G. Neumann, and Dan S. Wallach, ‘Fre-
quently Asked Questions about DRE
Voting Systems’, http://www.verifiedvo-
ting.org/article.php?id=5018

(8) Rebecca Mercuri, “Electronic Vote Ta-
bulation Checks and Balances’. PhD
thesis, Univ. of Pennsylvania, Philadel-
phia, PA, 2000

(9) IEEE Voting Equipment Standards.
http://grouper.iece.org/groups/scc38/15
83/, Project 1583, IEEE

(10) IEEE Voting Systems - Electronic Data
Interchange, http://grouper.ieee.org/gro-
ups/scc38/1622/, Project 1622, IEEE

(11) Free e-Democracy Project, http://www.j~
dom.org/h/n/BIO/HOME/ALL/26/. 2002

{12} The Electronic Voting Machine Project.
http://evm2003. sourceforge.net/, 2003

(13) CNN News.com, E-voting: Nightmare
or nirvana?, http://news.com.com/E-
voting+Nightmare+or +nirvana/2009-
1028_3-5251471 htmi, 2004

[14) Rebecca Mercuri, “Rebecca Mercuri's
Statement on Electronic Voting', http://
www.notablesoftware.com/RMstatement.
html, 2001

(15) David Chaum, “Secret Ballot Receipts
and Transparent Integrity - Better and
less—costly electronic voting at polling
places”. http://www.vreceipt.com/arti~
cle.pdf

(16]) Dennis Vadura and Frank Wiebe, "What
is A Meaningful Voter Verified Paper
Audit Trail?”, http://www.accupoll.com/
TheAccuPollAdvantage/WhitePapers/VV
PAT.pdf, 2003

(17) Election .Incident Reporting System,



HHREELESH

(2005. 10) 31

https://voteprotect.org/index.php?dis-
play=EIRMapNation

FHA B3], HAARE FAAY 2 2
=9"  http://www.nec.go.kr/dev/multi-
board/board.jsp?id=b04&egroups=0&ke
y=subject&search=&order=&desc=&
code=0&mode=view&idx=701, 2005
FVAP, "Secure Electronic Registration
and Voting Experiment (SERVE)", http://
fvap.gov/services/evoting.html

David Jefferson, Aviel D. Rubin, Bar-
bara Simons, and David Wagner, ‘A
Security Analysis of the SERVE", http://
www.servesecurityreport.org/, 2004
Internet voting in Geneva, Frequently
Asked Questions, http://www.geneve.ch/
evoting/english/fag.asp

(B & 8 M

o] # % (Yunho Lee)
53| 2

1987d~1993d A gt
| ARFEEAL, A2
1993 ~2000 : %
AT AT
2000+ ~200541 KBS<2leHl

SAKT)

(F) 7= 99%
20055~ &) JFRNSFsL AFE) TE} A
(TR gtgol2 ARRF 4 AL e =)

o} 3} % (Kwangwoo Lee)
5|

20054 29 AR A
FAE 2 EHD

20059 3¥~#HA : A
AFEE S Al

HALoE ¢ FIO)E, HHEI,
Ef3 Bet AAFE, A0

A % F (Seungjoo Kim)

199441 2%9~19994 24 @ A+
B AR, AL

wAh)
19984 129€~20044 24 : 3=
AR R IAZA(KISA) 23
20041 39~8A) : ATHNGE ARFALIY 25
20019 19~3A - PEAHRRSHE | U
B3] PRt dEARAeEE =4 o
217 2914
200241 49~
A 523 287}
20054 64~&A) -
% |
(A ROy TR, ARHIFTE AHRRIAE o
2vutEvlE Bk H7h PET

D AEAREA71EYE(TTA) IT

SRR F A Bl 2R

A % % (Dongho Won)
M3

1976 ~19884 At
HAZG(EAL, A4}, w2
19781 ~19804 = AAl
Q74 A7l
1985%1~1986 © A& F43TY

o AYA7Y
198811 ~2003
U AFEHTHE, ALEAE
P, AP
1996%1~1998 :
s4l

D AERdEE wEAd, Ar1dat
2, AREAed

TR ARS8 2w

2002x1~20034 : A H R 553
A TR BTN dg, FHEY

w83 o8y, (A ITROARBEZV|E
JFLAE] ANEJAF
(PAHo}) o}Fo]2 AHoIE Hung



