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7FEV 25 (Gartner group)elA WEE HA 7&

E3F 9 BeN A2z 975 748 A4t

HZ VESz HA’T AR FAe 37,
Contents Security, No Signature IPS, Inter-
nal Network Security ¥obel4] & #3}S vjehy
T 9\1,‘/]‘.[8}

AAZ, Dokt AA(WWW, E-mail, P2P, ol
2RE A2 §) AR f3l ¥ By ARE o=
F33 +4 e (Phishing ¥ Pharming, Spam,
Malicious codes, Social Engineering attacks
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oo, F43H Flshs ¢ EdFel i@ Signa-
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Data-at-Rest
Encryption Appliances

Deep Packet

visibility Inspection Firawalls
: Security Compliance Tools
Vulnerability » o
Management Ry

HIPS on Servers
Instant Messaging Security ~
NAC

Role Planning, Audit—{)
and Compliance //
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&) E-Mail Encryption
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5
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S SSL Pear-o-Poer, Site-to-Site

g

olglct. olell wel wi-FtelA] A
B LAN =gt gl & 8 71ed sdenz,
& 2o EASta dE S ol ko] &It
o]9} 2+ 71&% EAHnternal Network Security
(Incident Response System)@} AAgc}. INS
7)%& tiokdt LAN Z2eE9 xdx g AHA
Y FeloldE A 7|5E EFIEF Hol gl

20059 79 7lEV 2S84 wEd Auws iy
7% SeE 18 33 2o

F o He3 7|&E Awud, el PCe o
AL 93 SSL(Secure Sockets Layer)& o]43}
o P2P A& 3tAY 298 lol= VPN(Virtual
Private Network)& emulate & 4 ¢+ SSL
Peer-to-Peer, Site-to-Site VPN 7|&. e-Hd-&
53 A g FHAelEE sl sl ARE
f=s3he 54 (Phishing) 34 @-537] #4 e-
v gy URL A 22 Au|2g 1PS, el
o) Provider, &%ol| Al33+ Anti-Phishing 71
<o 9rt. aEx Y Z=E TUHFY 3k sig-

=2

Secure Sockets Layer/
Transport Layer Security

Spar Filtering

E-Signatures "
: P Secure Sockets Layer
A Remote Access VPNs
" Web Sarvices Security Stendards

Managed Security Service Providers
Entorprise Fedsrated identity

Public Key Operations
Dtgltal Rights Management (Enterprise)

Virtual Private Networks As of July 2005
Poak of
Technology Trough of . " Piateau of
Trigger &mM Disillusionment Siope of Enlig Productivity
maturity »
Plateau will be reached in: obsolete

Olessthan2years O 2toSyears ® Sio10years A more than 10 years

Acronym key:

HIPS host-basad intrusion prevention systems
NAC network accass control

SEM  security event management

SimM security information management

Source: Gartner (July 2005)
(23 3] Hyper cycle Se

@ before plateau

SSL
VPN
WPA

Securae Sockets Layer
virtuat private network
Wi-Fi Protected Access

curity Information 2005
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nature® AAsle HIPS(Host-based Intrusion
Prevention System) on PCs 7]&e°] 9t} o]
dE JdAEE uwlalx Rk FHH e, NAC
(Network Access Control) 5] A= 3

a2 oo 7ol &9 2, FA 27, %M 2
A, FliE 'x <k 4 2 QA AEE
o] g-3lo] Aggtalol} a1%S k= Biometrics, A
A7y o MlE 2|9} dake] AL $5te] rhefdl
SARHE HeF AWE $AE E?{}E}*‘ SIM/SEM
(Security Information Management & Secu-
rity Event Management) 71&. 7¢le Xzlo]
WA 2l 223 ARE BIFs7| 8 Person-to-
Person "lAAl A%l t5sE AlgstE E-Mail
encryption 71% %o &Agtt AFH JEES
okAg IT Hlolel & w3slr] $igh 27Ae &
Alell Fgalgtolet & 4 9k,

dubd o ezl BeN 73049 AZ (A2
Z Fe|/AAAZE, AGAZ, AEAS, F/ALAZ)

o]/ﬂ

W9 24 dgvlee o 2| AT 4 o
o} A Au|aA S vkt AHAE S ¢
g 2k wol Auls AA AlEskE Secure Open
API(Application Programming Interface) 71
% Service Security?} §laL, #eEl/AloAZdA =
& Aol QoS(Quality of Service) BAT}
VPN 7% #dE ¢% QSS(Quality Security
Service)/VPN % BeN Bab#e] 7|% So] 274
ot} AGAZAE [Pv4/IPv67t EAlste d=Zeh
T4 Bob|&sl [Pve = 54 Rt 7
aslth HEAZNME A4S Ve Bt
spRjwte 2 E/chd AZdA =
59 7lge] a7}

zol &
7lge] dR3k,
Privacy BA 7l&

3.2 HHHS A|z

HERE AL ZA 3717 Hof AHRBVE H/W,
ARYS /W 223 ARRE Aulaz B85 5
olch, & 26 AAHGT] H/WollA= st=go] ol

(E 2) MEHS Al 28
HEF FEf Ay g5
spedo} Q% AAAY
B v Hel AvtEFIE
. Firewall/VPN (3l=4e] 7]4})
AnEE H/W et ojEeto]aln IDS & IPS (72 HEAZ 719 £34)
SCM (Security Contents Monitoring)
UTM (Unified Threats Management)
PKI
ARgAE Q1% 9 AT e SSO (Web & Host 714h)
1AM
SIM/SEM (Rt AX/AF fe])
) o ok A9
Hel 2 FHepA #e ok AA A~
gt A2E (ESM)
Qbe] njelel
. 9 Bt
B S/W el Aux el = A

Malware & Crimeware #%t

A2 23 ($e9 & DRM)

IDS & IPS (32 32E 7ube) &84

A% 3= Firewall/VPN (2ZEs]e] 7]ub)
Secure OS
54 PKI
A /mupe] Hok el Bt
Lol fujelx Bk £ (44 =)
Bk BobghA]l Mn]x
ARRE Au)x 714 Elo] 3] HA A/ A AH~
LR Bk s AHla
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Hol Wg Fof Loz e gt

20034 % AA AHEIAAL 2289 e) FEI
getsiglon F oA 18%H AAste] 20084
dl=521Y 2 o] & Aoz A} Hepiz:
AR HTAH A AL AYF 19.8% HAEE 2008
dolle 2609 222 A9 49 8%F AHestz, &
ZEde Foke 1629 ¥, s=do] Foks 989
dald] o]5 Aubolr} AlA ARRE AAA 2008
drix o] ddFAASe] A Be e daEe
RBEL gludo] HolgA 21%9] AAEo] A}
A 2ZEY ] F5 AFES oy 7A] AZEY]
7H shte] slede] AlFel EiEe] sk
el AZES ] R} Fege] $F
o HAFo] o} & low rAEg©

T AEREARES 20049 6,500 04
200999l 11,4009 2o o5 Hwoln o1y
T 11.9%9 AAEE Y Aoz «&H ARE
o] /H4 ¥ ¥oho ARBIAu|A BolE AP
17.74%°] X3¢ AEste] 20099l AAF=7}
1,970 40 ©o]% Aoz A=y HREI H/W

o}
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ool L

o

715E

(E 3) AAAE 2 EotrE S8 (ehelnieay)

% S/W Hobe 7zt 20099 %6 A& FE7}F 5,040
A9 2 43809 el S Aoz oS dYF
A5 247 11.01% 2 10.72%% Rl 7oz
A}

F 3% E 4eA vhehd nle} o] AT EY ] B
ofoll Al Hol/Hep Helrlge] 7HAE, =ol
Fob AR/ 7]&o] At 67

3.3 Ly sAL &3}

b BeN# fasle] 34 2537t AdsEe o
EAQl zAe] ITU-T9 FG-NGNelt}. FG-NGN
(Next Generation Network)-& 20043 69 A=
% NGN Focus Group224 200537148t §kA
Ao godHe},

FG-NGNelld+= SR(Service Requirement),
FAM(Functional Architecture and Mobility),
QoS, CSC(Control and Signaling). Evolution,
PBN(Future Packet-based Bearer Network)
3} 2 FofZ v} 7T/ Working Groupl & +
A=lel glem  E 5ellAe} Zeo]l "NGN Security
Framework” FF3le WGHolA #ssia gleod,
2005 64 &= wlo]A A7 FG-NGN "|gol|A+=
"Guidelines for NGN Security”¢} "NGN securi-
ty requirements for release 170 A&z gict ¥

| 2003 | 2004 | 2005 | 2006 | 2007 | 2008 | 2003-2008 CAGR(%)

Software
Bat- Hoky e 1,210 1.488 1.808 | 2175 2,592 3.043 20.30
A4 =X /A 365 373 380 391 402 415 2.60
wshs /VPN 911 982 1,041 1,098 1,152 1,203 5.70
Hardware
sl &2/ 222 356 499 624 7117 825 29.90
wrEhs /VPN 1.479 1,667 1,791 1.804 1,623 1,462 -0.20

(& 4) BUAE 52 HOHHE S (19 uaig)

| 2004 | 2005 | 2006 [ 2007 | 2008 | 2009 | 2004-2009 CAGR(%)

Software
Hotte] 63.547 | 77,763 | 89.630 | 98,905 | 105.622 | 110.220 11.71
A= 27,369 | 28,474 | 29,257 | 29,759 | 30,077 | 30,275 2.10
Hardware
R B A 69,534 | 75,032 | 77,996 | 79.366 | 79,990 | 80,271 2.91
A BA /4R 43,238 | 54,125 | 61,515 | 66,345 | 69,502 | 71,565 10.60
VPN 82,201 | 97,500 | 111,977 | 124,968 | 136.627 | 147,089 12.34
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[E 5) FG-NGN Working Groups

WG Area Deliverables

. . NGN Scope, Release 1/ General Requirements, Service and
wal SR(Service Requirement) | o\ 1lity. Mobility Services and Capabilities
WG2 FAM (Functional Req. and Architecture, Functional Req. for NGN Mobility,

Architecture, and Mobility) | Functional Req. for Soft Router
Wwas QoS TR-123.qos. TR-msnniqos, TR-NGN.qos, TR-NGN.NHNperf,
TR-e2eqos.1, TR-enet, TR-atmipa, TR-racs, TR-ipaqos
WG4 CSC(Control & Signaling) | TRQ.IP.QOS.SIG.CS1
WG5H SeC(Security Capability) NGN Security Framework
WG6 Evol (Evolution) Evolution of Networks to NGN, PSTN evolution to NGN
WGT FPBN (Future Packet-based Future Packet Network Requirements
Bearer Network)

ITU-T SG132 NGNel izt Hubzal Alste]
g xF35 A8ss Study Groupeldh. SGI13
& Z 4719 Working Party?} 9z, 2+ WGrlch
"#8 Question”dl tlal EFE3E At 'NGN
Security” ®F3E AFPsl= Q15/139 F2 dF
= NGN Bk =Z#ol¢g= NGN Bek +%, 7e
Hel o]FES =2]¢} NGN #7elA X.805 At
& A43)y] 9 A7 A8, 22z NGN 74
L5+ AAA(Authentication, Authorization,
Accounting) 7l& el ik

ITU-T SG17¢l4E= "Bat o], LzEe]” &
ofe) EF3Pr} A=, E 6t 3Fo] WP2/17
(Telecommunication Security)s] Q5/17904 "Se-
curity Architecture and Framework’e] gt
EE3pL A= 3 9"

ZW BeN #3 ZFESI# F¥o2, TTARH
AREXN7%33])E Security & Lawful Inter-
ception™ #HA PG101(H R z7\E) 2 PG204
(NGN) 25< 7438 #5313 gl 20054

64 AREARLE ZAoe 725 BN #1734
o3 A NGN# #d ) 258 A= F

N. ETRI 3225 J|sL sg

= u-Korea A8 5%+
% JukAls] zl4], 20154

A REARIL SR8 3
20073744 AA ﬂ??ﬂ
72 257 HkALE]
FHOZ o]y M= =
£ BeNolAMe Aust 75 M% T 4 Jde
&7)eEe] AT =elok gt}

ETRIGFAAEAATH) HAREIQFEL 0|9}
Felskel 19 49 5d ARREE WslE AL S
g5 9ltd. u-Korea HA FAAH Fofe] oy
74 ARAEL ZEE F 9 5o A R ESY
2 Heble, fHlFHEL 1ebr)g, nlelL BabrlE,
A Hr A JE MAARNIIE)E FF &

B
g Ao BE Rolold] seed Aol HEFH A7H

'1 %4.[5.12]

A BAIS S Hc}—’a‘-té}gl 3ol wet e ¥
HA vEYaR i 5
‘H%“‘]‘*‘E HESYzZ Rebled
BAS 4% 7124 53
ZlHle 2 ABuHIE AE

$247} gkt
Qzet 4 @ AlFA w
EPERTEE RO

o i1 3= 7)ot
(E 6) ITU-T SG17 Working Party 2
Working Party Questions Title
4/17 Communications Systems Security Project
5/17 Security Architecture and Framework
WP 2/17 6/17 Cyber Security
Telecommunication Security 7/17 Security Management

8/17 Telebiometrics
9/17 Secure Communication Services
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* Dol : Deniat of Information

« SIDD : Smart {Dentity Device

» TPM : Trusted Platform Module {Chip)
* SoC : System-on-a-Chip

(38 4) 50 HEES s{AI|s 7Y

Bk xde] UEY= A8 oS
714k 2 Secure Open API, QSS(Quality Secu-
rity Service)/VPN, IPv6.2H-el& Heb|s,
s dEYd=z 1 71& F BeN HEHZ =z
Autell A3 Bot 71& g AAZE Dasid A
ETRI Axvsadrstess "ae vEHdZ AW
B3 AxE 7)ed” AlgellA] o] 9pake QAR e
st} AR AW Fo)lm, $£4] GbpsEF Rz,
BeN Babste] IPve AdeAl/Ad 2% /i, Dol
(Denial of Information) &4 Au]x 1el7]
% %‘E 2y x]—j_ o] ) A}.cd _:;c_] lx—loi_‘: 20
GH Beelede] dA7|& g1 9 43t $
10GF 2HEl4 Bable e 2 A3 34,
5 AdERA 4 Helgte| A A" AAls)e g8 2 7]%
ol A& Sol glr} ¥

u-Korea 4% S4lolgla & 4 = RFID/
USN(Radio Frequency Identification/Ubiqui-

Az e

tous Sensor Network) AdAE 7]& HHE
AREANR oz} Jfale] AlHel F7H 2 AHHw
Ajare] "ok wfetd RFID/USN #7764

fn ol
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el

AFgel atste] Abgshe AAE /A AR Fu

2 g 9z o0&z sl mzlolw A EAE 3
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Bl WA A Toke Aulag s Akg
T 5 RS = AWE ok AAAA, A

AA), Bio-Networking, A ®dl] A= HMJ—
Bol Fofolr} fHIAHA M= AALFE 5
# AR ns AN 2 da5/EA Fop] A
wj27) Zhsstel. weba slele] AA Are ol F
s3tn bAsA e ool it & dAFdeiMe
u-Koreadl] A4 Fx3 Au|xe] S AlFs}
7] sl “AA A e Y AlGE ZE FolH,
"AA AA 714 2 Bio-Networking 7]& W& A}
o] AEF Folct.
felAE s A - wE 5
ZAolA thekdt tiulelafe] MEYI k=R 74
o2 ARe ¥4 3 T4 244 kAol
Er} o]d Yule] gL dlaa ‘%Ur A5 A5
2 WAty gler, 254 943 §3 #4604
A kel mlolel vt § Fel ‘?FEH%°]L} PDAE &
& gakd ¢ e 7FeAdS A sk weEkA B
g ) oA RS YT 53 el Bg
N\E kel Bad som sl 1Y Ry
B ApgheA&IT vnpels BEE 3 23 %F/AA
2 not £24¢% 93 DMB(Digital Multimedia
Broadcasting), WiBro(Wireless Broadband
Internet), Hagx Mquj2E 918 AR} 717]
7t Q%371 2 AFHA %L Fulidturle #wA
ZA0] 2 AR F2UAE T vle] AR
e nel AXUE 7l Al IT AMulze] A3g
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4 AR [P/SoC 24 71€S g8 "AAA A
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g Felth.
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