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3.1 m&(Phishing)
3.1.1 malo| Hoj
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31.2 mlalo| HAIX] MEH i

dutd e HA wiAAEe HALH(Email), 9
#o]x], IRC % Instant Messaging, 18|71 EZ
o] Eu} 55 o] &3] HIHA ¥},

(1) A3

B ot Tnatt SolbHone 1o m D av L ALK AHTMLY :

£ RS BEE SAW B KD SWD  BEE m&»

LA TN MAN N MEW d 2 AL W IO X L e - w s SR b

M NEE eBoy Inc Ceupoorrel B ebay.com] R 2006-01-10160 R 127
24

identiny Thott Soitiona From aBay

mﬁ“f

Dear eBay Member,

e regret to inform you that your eBay aczount could be suspended i you don' re-update your
account informatior
Toresohe this problem please wisit ink below end re-€ nter your account information:

ebay partnerlg=2&siteid=0

#f your problems could not be resoived your account will be suspended for a period of 24 hours,
atter this penod your account wall be terminated.

For the User Agreement, Section 9. we may immediately issue o woming, femporarly suspend,
indefintely suspend or tenminate your membership and refuse to provide our services to

e belleve that your actions may Cause Tmantial I9s of 1ega) ity (07 Yo, GUf USErS o7 s

We may also take these actions If we are unable to verify or authenticate any information you

Due to the suspension of this account, please be advised you are prohibited from using eBay in
any way This mctuges the registenng of a new account. Please note that this suspension does.
ot retieve you of your agreed-upon obligation to pay any fees you may awe 1o eBay

Saangrsor r Oeparment eBiay. inc
The eBay te:
This is an sutomatic message, please 4o ot reply

Cupysight D 1996.2065 ¢Bay Ins. Al Rights Reseswed

ket ol 5 Zo] ohe, ofn] FAE o
o} ARt WS éx}eﬂ T Ao] it

a8 3% o] a¥mele ©]4% HTMLHAS
Aldde] =aEE A9 ot dul Text AR
49 HTMLEA wdo] =ass A4x olrt.
ol #Wd Wi 54 URLE %ol7] dAgtelct. F,
WA Aol A7 URL] ZAA3 #A=, A4
2 AR Aol B A7} date RoE AA )
A Zolet. o]& A3l dAe £ 13 o] =
o] 9l

(Z 1) URL 28 918t HTML 22 W

(A HREF=https://signin.ebay.com)
http://200.41.5.40:780/rock/e/{/a)

(2) 4 so|A| & o147 A

AASHE ol g Ay slol| A1 de) g

He wpge] dolAE ol 4%t Aguyeltt ol
W02 Y Aol 2] AF o]v)A] shaloli o

85 4319 kA AA Alo]AQl AXY Ro|xE
ZAAE, AAR B4 olv|x] E2 URLES F3ste
735, A ez WEo] EAFHAY, 54 Aato)
EE A& EE A" A7 dy-Eeloh °]E A
3] Cross Site Scr 1pt1ng[4]JJr e 34 e g
2-gt},

(3) IRC ¥ Instant Messaging

# o= IRC ¥ Instant Messaging =21
< 58 A AANE AD3E WAe] olfsrx
gt} o]+ IRC % ¥l Instant Messaging =&
o] Abglolv}, URL, zelw 4t dewrgje] o

B % A ZRAA + & 715L AT 9] o
Foll 7F5se),
(4) ERo] Ev} x2 3

E2o] Buig Atolt AW FL AuEL 44
S REeke AE A, ABAF 54 Bajel

Ed Aasad ¢ W, dAd < 449 wzg
oINS RAFES e PAE B85 ole)

313 sy A2 A ls

A S del AgEE S4 3AL dudew
AgAZL B2 QolelAZ ol Fate] P Yate] =)
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2 sl wAlg dakn otk & Aede ol
F2 45 34 Felel dald Lol P

(1) Man-in-the-Middle ¥4

A& 98 9=l AHsEE F7o] Man-in-the-
Middle Z#e]tt. 713 dHbzal Man-in-the-
Middle ZA2o2%= 319 Z2HA] AnE Asste A
o]}, o]_}_; céu} AVER7E B YAtolEe] A43lar
A & o, e Aso|AE AA AEsA| 92, @
A7} —-—‘”‘5}% ZgA AW E AXAM JEEHES sl
WALE ojuigie}, o]dl A9, dub AMSAP} AMESHE
2 E HTTPulelelE &ald 4= 9l Hc}. o] 9el=
"DNS Cache Poisoning’, “URL %°171(Obfuscation)”
59 ¥4 7lge] &4

ole} & o] FHo] AEEE Zfe= SSL
& AHgsieiEte d
Ao nE fo] Feld = 9lr}.

(2) URL %v°]7](Obfuscation) &4

adrbde g de] A8EE m shiel 34 el
Wl URL 4el7] Whgelth, ok 4799 5¢ §
AR el £¢H o] Sl URLe] AA 2ol
= AdE O Fo® AAHER w=E 34 uow,
CIE=3 _,,]5}] guld o 2 “WzE Lol

=

9 =dal Holdt F 29 ol A wuel

A 2B E o] gate] vk AP Al
o1 she] AFEAE ol wpgelx).

et AOIE ¢
HEE Tl Y
- http://secure.goodbank.com.ch
- http://goodbank.secure.com
- http://secure.goodbanking.com

http://secure.goodbank.com

BaEY W7

Pges URLA 54 All=9 1D} vas
HRE o] W AHESHE A$7h aled, olF ol%
stel A4 URLE &olt whge] 28575 o

o]_‘E

£ 33} e Ao] A gur)

(# 3) URL = a

t’J’i‘ 0l=: http://id:pw@hostname/path
== Tojol o
http //goodbank.com:ebanking @evilsite/phishing/path

{7

I"I e

% 39 wizs Toqlds) o] ALEE A% Al
A2 Hdl 4= goodbank.come]zk= ID$} ebanking
olghiz vUWEE o]4sle] evilsiteo] &3 A

22 AMFHA ot

-URL 7171

M= oefdk AelE AL A g
zg whals 7‘]1!"{‘4 A olelsh =y wHA
g AL 771E &t o)z’ A
‘Escape Encoding”, “Unicode
Encoding”, “Inappropriate UTF-8 Encoding’,
‘Multiple Encoding” $°] 3tk AlAE 27 39
A WA Ao && F=5E URLe 9=l A9
oAz BA FAH Z=E $7]7] $8] “Escape
Encoding™}4]e] o]-4x 1 919}
Aoz

(E 4) Escape Encoding &4l HAE Text

Encoded Text
%66%75%6E%63%74%69%6F%6E%20%69%28
%79%29%71B%76%6 1 . %3D%22%22%7D

Decoded Text

function i(y)lvar f="",z,aq.w,v:for(z=0;z{y.length;
z++) {g=v.charAt(z);w=h.indexOf (q);if (w)-1) {v=
((w+1)%x-1);if (v(=0){v+ =x}f + =h.charAt(v-1)}else{
f+=a}}c+=f}:functionjjjO) {document.write(c).g=""}

(3) Cross-site Scripting 34

Cross-site Scripting 43 % HPHL
WA 3 ol AsolAol AA7 Z2E P EAE 7
9 ol A FAE HAANT= 34 71HE vl
gt olet L AS-, 4 B Ad e A9 =
dlel] A& Ao gz, AXZEs 23 Q)
Ao|x 7} ZAEH o] 53 F& AHEe] AAANA
A4HA Ho}

(¥ B) Cross-site Scripting 32| =i®el URL el

http://goodbank.com/ebanking?URL=http://evilsi
te.com/phishing/fakepage.htm
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AAE Cross-site Scripting #HeFHE 7HAx
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(4) Hidden Attack
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sl7] o)Ael A [P F4E 7] A& HIske 3
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(2) Domain Hijacking
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