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SOAP Request

v

SOAP Response

A

lemonde.fr weather.fr

<newspaper xmlns="http://lemonde.fr">
<title> Le Monde </title>
<date> September 2 </date>
<weather>
<sc> forecast@weather.fr
<city> Paris </city>
<unit> Celsius </unit>
</sc>
</weather>
</newspaper>

l ¢ Mu]& “forecast” & A3

<newspaper xmlns="http://lemonde.fr">
<title> Le Monde </title>
<date> September 2 </date>
..................................................... : <weather>
<temp> 19 </temp>
<condition> no rain, light wind,

no cloudy
</condition>
</weather>
</newspaper>
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push mode .
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<record>
<name>Lee</name>
<ID>123-456-789</ID>
<visit date = 2005, April 11> A 3l
<MD> Chul-Sun Park </MD> » d

<diagnosis> vertebral f. </diagnosis>
<xray> abseqelalsjeiiqlauxa ... </xray>
</visit>
</record>

<EncryptedData xmlns="http://www.w3.0org/2001/04/xmlenc#>
<EncryptionMethod Algorithm="http://www.w3.0org/2000/09/xmlenc#3des—cbc'/>

<ds: KeyInfo xmlns:de = 'http://www.w3.0rg/2000/09/xmldsig#’ >

<EncryptedKey xmlns="http://www.w3.0rg/2001/04/xmlenc#’ >
<EncryptedMethod Algorithm="http://www.w3.0org/2001/04/xmlenc#rsa~1_5"/>

<ds:KeyInfo xmlns:de="http://www.w3.0rg/2000/09/xmldsig#’' >

<ds:KeyName>
Dr. Kim’'s Public Key
</ds:KeyName> F4+3)
</dsKeylnfo> —» d. = {d)x, {klrkon
<CipherData>
<CipherValue>A23B45C67...</CipherValue>
</CipherData>
<CarriedKeyName>
Shared Key with Dr. Kim
</CarriedKeyName>
<EncryptedKey>
<ds:KeyName>Shared Key with Dr. Kim</ds:KeyName>
<ds:/KeyInfo>
<CipherData>
<CihperValue>ERbGASIseiK JOOesqeuSILis.... </CipherValue>
</CipherData>
</EncryptedData>

<Signature xmlns="http://www.w3.0rg/2000/09/xmldsig#’

<SignedInfo>
<SignatureMethod Algorithm="http://www.w3.0org/07/xmldsighrsa-sha'/>
<Reference URL="">
: . : 23]
<DigestMethod Algorithm = ‘http://www.w3.0rg/2000/07/xmldsig#sha’/> T
<DigestValue>6iwwx3rvEPOSSvKMjUR2vsqUQS</DigestValue> — ds = {SHA(Dsignta)
</Reference>
<Signedinfo>

<SignatureValue>MCOFFvalSSJRsrk=....</SignatureValue>

<Keylnfo>
<KeyName>Integrity Key of Hospital C </KeyName>

</Signature>
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