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Privacy, Access, and Data Security Principles
for Health Information Including Electronic
Health Records
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* E1987-98, Standard Guide for Individual Rights
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* E2086-00, Standard Guide for Internet and
Intranet Healthcare Security

* E2147-01 Standard Specification for Audit and
Disclosure Logs for Use in Health Information
Systems

* E2212-02a Standard Practice for Healthcare
Certificate Policy
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- ISO/NP TS 22600-1/2/3 : Privilege management and
access control : part 1/2/3
- ISO/CD TS 21298 : Functional and structural roles

» B¢t B (Security Management)

- ISO/DIS 27799 : Security management in health using
ISO/IEC 17799

- ISO/EC 17799 Code of practice for information security
Management(2005-revised version)

» Hot olglol¥l(Secure Archiving)

- ISO/WD 21547-1/2 : Security requirements for archiving
and backup : part 1/2

» 9|93}l (Pseudonymisation)

- ISO/NP TS 25237 : Pseudonymisation
» B9t ZA(Audit Trail)
- I1SO/27789 Audit tails for electronic health records

» AA) FHrH(Safety Assessment)

- ISO/DTR 27809 : Measures for Ensuring Patient Safety
of Health Software

- ISO/PRFTS 25238 : Classification of safety risks from
health software

» 98 #A2l(Risk Management)

- ISO/NP TS 29321 : Risk Management in manufacture
domain
- ISO/NP TR 29322 : Risk Management in user domain
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BAN Body Area Network

PACS Picture Archiving Communication System
OCS Order Communication System

EHR Electronic Health Record
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EMR
HIPAA

HIT
MCC
IDC
IHE
P3P
W3C
SIG
XDS

XUA
PoC
DSIG
CT
ATNA
RBAC
PMAC

Electronic Medical Record

Health Insurance Portability and Accoun-
tability Act

Health Information Technology

Medical Care Continuity

International Data Corporation

Integration of Healthcare Enterprise
Platform for Privacy Preferences Project
World Wide Web Consortium

Special Interest Group

Cross-Enterprise Domain Sharing
Authentication, Authorization and Accounting
Cross-Enterprise User Authentication
Point of Care

Digital Signature Content Profile
Consistent Time

Audit Trail and Authentication

Role Based Access Control

Privilege Management and Access Control
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