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1. st dng|E 2 EFE codebook), CBC(cipher block chaining), CFB (cipher
feedback), OFB(output feedback) modes°| WA %+

2.1 ISO/IEC 18033 - Encryption algorithms 3} =i ch7) 3rd editione] CTR(counter) mode”} 7}
=95

> Part 1: General (led 2005) - ¢34 ve]=2] o
uk A, o] 2 hsdae|E AATES A 2.3 ISO/IEC 29192 - Lightweight cryptography
> Part 2: Asymmetric ciphers (led 2006) - H|t|A]

o3 e]ZE9l  ECIES-KEM, PSEC-KEM, » Part 1: General (led 2CD ¥% &) - ekt sot
ACE-KEM, RSAES, RSA-KEM, HIME(R)E°] a2l b A, SolE AR e A
EFIE NS o] el tigk =Ao] A sk
> Part 3: Block ciphers (led 2005, 2ed 2010) - > Part 2: Block ciphers (led FCD F3% %) -
£ 64-bit block cipherg<¢! TDEA, MISTY1, 64-bit block cipherd] PRESENT<}128-bit block
CAST-1289} 128-bit block cipherS<l AES, cipher?l CLEFIAS EZ3ehs %,
Camellia, SEED7} %3t=o] 9Jglev}, 2nd > Part 3: Stream ciphers (led 1CD F3% %) -
editionoll &= #<lo] editor7} =¢] 64-bit block Enocoro-128v2, Enocoro-80, Trivium< %53}5}
cipheral HIGHTE %7}513] S o5 % SEEDS} = % 18033-40049} 70| @ NBEoIA eStream
HIGHTE =9 daa|&E9l o] A% stream ciphers2 F7}slela 3
> Part 4: Stream ciphers (led 2005, Amdl 2009, 3= =
2ed FCD %% %) - MUGI, SNOW 2.0°] %A, > Part 4: Mechanisms using asymmetric techniques
Rabbit, DECIMv27} Amendment 19 F7}=[3) (led ICD §% %) - DL(EC)—based?
2, K2& 715171 $13l 2nd edition®] #13) Z. cryptoGPS, encryption-based®] ALIKE, 12|l
a2} BES $42.2 2 NB(national body)El identity-based 7|4 3hE ZESsE F

4] ECRYPT-I1] F74-8 wpgko g 2 olejx]#]
%2 K25 F7}sk#] . xlel] eStreamol| A A 2.4 ISO/IEC 19772 - Authenticated encryption
A% stream cipherg& F718IENY TR
(led 2009) 7243} 71"WAE FAll AlF3shes 7]
2.2 ISO/IEC 10116 - Modes of operation for an W59l OCB2.0(offset codebook version 2), Key
n-bit block cipher algorithm Wrap, CCM(counter with CBC-MAC), EAX, Encrypt-
then-MAC 2 GCM(Galois/counter mode) 7} ZE5-3}5|

(led 1991, 2ed 1997, 3ed 2006) ECB(electronic AL

Encryption, entity
authentication, \
/ digital signatures, Random bit generation
Data secrecy, etc. (18031)
anonymity, entit
authgntici\‘(cy datg \ Key management Prime number generation
integrity, integrity of (11770) (18032)
t. ’ t - 0 . . .
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2.5 ISO/IEC 29150 - Signcryption

(led 2FCD F% %) F-el8-49} 7|UA S FAo A
33= DLSC(discrete logarithm based signcryption
mechanism), ECDLSC(elliptic curve DLSC), IFDC
(integer factorization based signcryption mechanism),
EtS(encrypt-then-sign based mechanism)®| 4711¢] 7]

= O A I [
HES ZEssle =

3.1 ISO/IEC 9798 - Entity authentication

> Part 1: General (led 1991, 2ed 1997, 3ed 2010)
- AAEe] Y L gl A,

» Part 2: Mechanisms using symmetric encipher-
ment algorithms (led 1994, 2ed 1999, 3ed 2008)
- 1-pass 2 2-pass®| unilateral authentication,
2-pass ¥ 3-pass®| mutual authentication ~Z2]3
4-pass @ 5-pass®] mechanism involving a
trusted third party2] & 6712 7| &S £33

o]

o
» Part 3: Mechanisms using digital signature
techniques (led 1993, 2ed 1998, Amdl 2010)
- 1-pass ¥ 2-pass®| unilateral authentication,
2-pass, 3-pass ¥ 4-pass 9] mutual authentication
2] 271A] S-pass®] mechanisms involving a
trusted third party®] & 7719] 7|HES ZF38)

[e)

=

> Part 4: Mechanisms using a cryptographic check
function (led 1995, 2ed 1999) - 1-pass ¥ 2-pass
9] unilateral authentication, 2-pass ¥ 3-pass®]
mutual authentication®] 3 4719] 7|HES AT
=

> Part 5: Mechanisms using zero knowledge tech-
niques (led 1999, 2ed 2004, 3ed 2009) -

Mechanisms based on (m.b.o.) identities

(Fiat-Shamir, GQ1), m.b.o. integer factorization
(GQ2), m.b.o. discrete logarithms with respect to
(w.r.t.) prime numbers (Schnorr), m.b.o. discrete

logarithms w.r.t. composite numbers (GPSI,

GPS2), m.b.o. asymmetric encryption systems
(Brandt, Damgard, Mitchell, Yuen), m.b.o.
discrete logarithms w.r.t. elliptic curves (EC-
GPS)®] & 11709 7IHEL EF3L

Part 6: Mechanisms using manual data transfer
(led 2005, 2ed 2010) - 4 Mechanisms using a
manual transfer of a short digest-value or a short
key (One device with simple input, one device
with simple output / One device with simple
input, one device with simple output / Devices
with simple input capabilities / Devices with
simple input capabilities), ZL2] 12 Mechanisms
using a MAC (Devices with simple output
capabilities / One device with simple input, one
device with simple output) ©]Z 7] & 8712 7|4

=0 M ZEZJFLINOo
=2 E53HElS

3.2 ISO/IEC 20009 - Anonymous entity authenti-

cation

> Part 1: General (led 2WD FHE %) - JHAS

=
nAsHE AAEe] A 2 gl v,

> Part 2: Mechanisms based on anonymous digital

signature schemes (led 2WD ZHE %)
ISO/IEC 20008-2¢l14 7ikd o= TjA|ed Mmd&
ARgate] o AA S-S ke 7S REdst

= Z. Halo] A co-editors: HI S

- HAIX] Q15 B BEES

ISO/IEC 9797 - Message authentication co-
des (MACs)

» Part 1: Mechanisms using a block cipher (led

1989, 2ed 2011) - £33 E 283} MACS
e oo 7SS R2EEEE

Part 2: Mechanisms using a dedicated hash-
function (led 2002, 2ed 2011) - HMAC,
MDx-MAC, MDx-MAC optimized for short

inputs?] & 3709 7|HEL EF3EYS.

> Part 3: Mechanisms using a universal hash-
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function (led FCD F3% %) - UMAC, Badger
Poly1305-AES, GMACY] & 4719 7|H&S &
T3k &

4.2 ISO/IEC 7064 - Check character system

(led 1983, 2ed 2003) H|$}Z &

u
AQFe FE AR PAe BES0L.
V. CIRENY 2 XS

5.1 ISO/IEC 9796 - Digital signature schemes
giving message recovery

> Part 1: Mechanisms using redundancy (led 1983,
Withdrawn 2000) - 7}g ] ZF3b= 9, <
o5 AL B8 A 2L P =) HA7E
we] 20001 ol 3= 95

> Part 2: Integer factorization based mechanisms
(led 1983, 2ed 2002, 3ed 2010) - EH3] o]&
= oA w2 F 3 (D) ELH tAEA
HoMES E2EElE. 2§ 2dAe A2
PSS-Rol2l1 % B8] 7122 IEEE P1363acl4]
+ EMSRZ}AE .

> Part 3: Discrete logarithm based mechanisms
(led 2000, 2ed 2006) - Nyberg-Rueppel (NR),
ECNR, EC Miyaji (ECMR), EC Abe-Okamoto
(ECAO), EC Pintsov-Vanstone (ECPV), ECK-
CDSA/NR(ECKNR)?| % 6719 7|HES 25
3Hg. mAE 22 ECKCDSAE vl8}2 2 NR
7IRE W#ste] =] A

5.2 ISO/IEC 14888 - Digital signatures with ap-
pendix

> Part 1: General (led 1998, 2ed 2008) - 7}
AR i A, felE A,

> Part 2: Integer factorization based mechanisms
(led 1999, 2ed 2008) - RSA, RW (Rabin-Wil-
liams), GQ1, GQ2, GPS1, GPS2, ESIGN®] % 6

el 7IMES FESeRAL o+

» Part 3: Discrete logarithm based mechanisms
(led 1998, 2ed 2006, Amdl 2010) - DSA, K-
CDSA, Pointcheval/Vaudenay algorithm, ECDSA,
EC-KCDSA, EC-GDSA, IBS-1, IBS-2, EC-RDSA,
Schnorr DSA (SDSA), EC-SDSA % % 1171¢] 7]
HES B58kelw gl Balo] 2ed9] co-editor
o]9la, 1 w| ¥=Fe] KCDSA, ECKCDSA, ¥
IBS-25 E3A% 2

5.3 ISO/IEC 20008 - Anonymous digital sig-
natures

> Part 1: General (led 2WD A E %) - JHAS
wAsRE YA A W gol g A,
> Part 2: Mechanisms using a group public key
(led 2WD AE %) - 2% tAg A4S w=
o8 HES 2EEshe T Il

@ 7ME st 2@ oe,
VI 89l W AIZ I B EES

6.1 ISO/IEC 13888 - Non-repudiation

> Part 1: General (1ed1997, 2ed 2004, 3ed 2009)
- Belgae] Ak A 2 goid v,

> Part 2: Mechanisms using symmetric techniques
(led 1998, 2ed 2010) - thA7|¢EZ AFE-slo]
origin 4 deliveryol]l Wizt F-<lB47 =3,
time-stamping tokens 9= 7S ETSHES

> Part 3: Mechanisms using asymmetric techniques
(led 1997, 2ed 2009) - H|HAI|}ZE AMS-3}
], origin, delivery, submission, transportel] t&F

B ES BF3L

6.2 ISO/IEC 18014 - Time stamping services
and protocol

> Part 1. Framework (led 2002, 2ed 2008) -
Time stamping service2] AA & £o]5 A,
> Part 2: Mechanisms producing independent
tokens (led 2002, 2ed 2009) - A& o]}
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MAC& AHE-3te] 7] §l tokens A1ZH4l

FHo = WS A F1Ee EERAL.

> Part 3: Mechanisms producing linked tokens

(led 2004, 2ed 2009) - TSA(time stamping

authority) & 42 125 tokensd A4 QIE40 2
esta Agshs 71WE 28l

VI BEX 7|H
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7.1 ISO/IEC 11770 - Key management

» Part 1: Framework (led 1996, 2ed 2010) - 7| 3
2le] AA 2 golE AT,

> Part 2: Mechanisms using symmetric techniques
(led 1996, 2ed 2008) - WiA7|¢EHFAS o] &
3}d Point-to-point key establishment 7]* 671,
Mechanisms using a Key Distribution Centre 4
7N, Mechanisms using a Key Translation Centre
e 2E3HEE

> Part 3: Mechanisms using asymmetric techniques
(led 1999, 2ed 2008) - B|TA7|gF5HFA]S- o] &
3lod secret key agreement 7|® 117, secret key
transport 7% 67}, L8] 1 public key transportS
TTP(trusted third party)& °]-83t] = 7|H=}
TTPE °]43h4] i = 7IHE EF3hls.

> Part 4: Mechanisms based on weak secret (led
2006) - Password-authenticated key agreement
management 37 2 Password-authenticated key
retrieval management 1715 %3135 IEEE
P1363.2914 & °]5= 7Z}7] BPKAS-SPEKE,
DLAPKAS-SRP6, APKAS-AMP, PKRS-18} &
2lu, AMP 7% =] 219

> Part 5: Group key management (led FCD F3k
%) - T awe] FRdke 7S e IR
Tree based Key Establishment Mechanisms for
Multiple Entities, Key Chain based Group Key
Management(KCbKM), KCbKM with Unlimited
Forward Key Chain, KCbKM with Limited
Forward Key Chain, Key Chains with Tree

based Key Distribution 2] 57}A] 7|H-& %3

sl 9l

7.2 ISO/IEC 10118 - Hash-functions

> Part 1: General (led 1994, 2ed 2000) - &g+
A_4 olu} /\].zﬂ-—‘:— =] 49_01 = Hnﬂ

» Part 2: Hash-functions using an n-bit block
cipher algorithm (led 1994, 2ed 2000, 3ed
2010) - =EFEFIRTE o3t 4744 3
HYSE UEt Ne BRI,

> Part 3: Dedicated hash-functions (led 1998, 2ed
2003, 3ed 2004, Amdl 2006) - RIPEMD-160,
RIPEMD-128, SHA-1, SHA-256, SHA-512,
SHA-384, WHIRLPOOL, SHA-224%] % 87]|¢
4TS TESE S

> Part 4: Hash-functions using modular arithmetic
(led 1998) - °|% HW=Z modularidi7| & &
01 =2 o]E o]ﬁ.a}oq 5]]_,461—/\2 u]——_o1 /\].
$3pal iﬁ‘ﬂw 174l 2714 P19 B2,

7.3 ISO/IEC 18031 - Random bit generation

(led 2005, 2ed 2FCD F3 %) RBG (random bit
generator)2] model¥} types, 22|32 NRBG (non-de-
terministic RBG) @ DRBG (deterministic RBG)<] £
TAES 95, 223 Hash DRBG
(hash-function DRBG), CTR _DRBG, OFB DRBG,
Dual EC_ DRBG (dual elliptic curve DRBG), MS
DRBG (Micali Schnorr DRBG)®] 7|¥&3 %33}3}

r =

- 5

7.4 ISO/IEC 18032 - Prime number generation

(led 2005) Miller-Rabin, Frobenius-Grantham,
Lehmann®] 37}%] probabilistic primality test, 2] 3.
Elliptic Curve Primality Certificate®} Primality Certi-
ficate Based on Maurer's Algorithm ©]-8-3F 27]—7<]
Deterministic Primality Verification Methods 2 |5

©]-8-8}F Prime Number Generation 7|3 &% _u_—i—i}f}]i—%

7.5 ISO/IEC 15946 - Cryptographic techniques

> Part 1: General (led 2002, 2ed 2008) - E}=F
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A AA L AR Este] i ARE
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> Part 2: Digital Signatures (led 2002, Withdrawn
2007) - 7]¢l 130" (EC-KCDSAE %38
&) el=AdsE AR ES ISOMEC
14888-3<] 7|A Al ISO/IEC 14888-30l E3A|7
3L, ISO/IEC 14888-39] 2ed7} &% ¥ With-
drawn.

> Part 3: Key establishment (led 2002, Withdrawn
2008) - of7]el ekd=AlzINE 7] A VI ES
ISO/IEC 11770-3 74 A] ISO/IEC 11770-3] %
3173, ISO/IEC 11770-39] 2ed7} 9% F
Withdrawn.

» Part 4: Digital Signatures with Message Re-
covery (led 2004, Withdrawn 2007) - ¢17]e]

Eo19lwl (ECKNRE £33} efd=Al7ut 59
A %7154 ISO/IEC 9796-39] 7§14 4] 1SO/

IEC 9796-3 ZFAIF L,
2edo] %% ¥ Withdrawn.
> Part 5:
o]% A

ISO/IEC 9796-3¢]

Elliptic curve generation (led 2009) -
SHdal A sfeele S Ags
S ASsE el

VL. Study Period0fl 7L} &% EESHE 154
0l A= AIZE

o}x] AA A7} H A= oot 18 7sAde] gl
£ topicE©| study periodol] 17t} roadmapel| list=
> o3 2

> Blind signature

> Identity-based cryptosystem

> Certificateless (or token-based) cryptosystem
> Cryptosystem allowing flexible access

> Secret sharing schemes

> Threshold cryptography

> Protection against side channel attacks

> Evaluation of lightweight algorithms

» Hyper-elliptic curve cryptography

> Lattice-based public-key cryptography

» Cryptographic techniques for digital right mana-
gement

> Broadcast Encryption

> Achieving long-term security with unconditional
schemes

> Quantum cryptography
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At 20104 109 w1 E=lolx d3 WG2 3] 9]l A
83 AAe] 9lsich ¥el& ECRYPT IIel|A] 7k
stream cipher®] H-t7} 100097 o]A} uoq Aoy}
HES}I Aekste] 7719] stream ciphers ==
dl L 3 18033-49F 29192-39% 6}‘%1“& E o
U, eStreamell4 I# =kt &EE Decim_v2y
stream cipher?] H7}EolA & LA A = oo} F
B3 AEE 9] gk Ko7 23 A de] HA
% *‘Edrm] ol& il zHAl stream cipher5-%

%53} 3l dele 34 LS(liaison statement)S K
Wst7] wismelglet. o LS A& f13] 23l Afe]ellA
18033-19] Annex Ac°| %l selection criteria 7}
informativeq! 7ol Eutoloddl AFHEe] H4z|7} 7
A 253 AEel Fd A AA" Aok
Al8h= AbgEEoe] Wstth At A edRE 7|
L‘%kﬁb- °1W i"zri Xﬂﬁﬂﬂr“ﬂ 2 3ot

o]v]_

)

th= 3 2ol 7L515]° %)
Z RhEoAof FAA| AL, %Xﬂﬁ 1
= EolEh wE kA v oA R Qg
3 "holSoll Reyy|glth, AEAH R “Criteria for
the standardization of encryption algorithms”o]2} A
9] study periodS Z7| 2 3, ?—iﬂ;‘*{] s W
s 7 NB(natlonal body)EolA &< = 8 Ao
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Fol|= hash, MAC, 7|23t 74, A9 7|HER
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olx, A CRE Bel Al wEE w2 A
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o] & % (Pil Joong Lee)

e
1974 29: Al star Aakgstst
29
1977 3 = star Aalgstst
A}
19821 6%: U.C.L.A System Science.
Engineer
198511 6%4: U.C.L.A Electrical
Engineering. Ph.D
1980 39 ~19853 84: Jet Pro-
pulsion Laboratory. Senior Engineer
19851 89~1990d 29Y: Bell
Communication Research. M.T.S
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AR g
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