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Disable Unsolicited FAAE 7 He} o oWl EE whallEly] Sl& A | EHA, | WY Client 913
Response(V1) Ao A=) 2] unsoI|C|ted response 715 AAAA 9L w3 9] Client
2o} HAF A=) A}o s 4L o .
Non-Dnp3 Communication on ‘J ° ZL;g l}é ;jli"; LH7}] ];]%H ;}'O]Zﬁ 25 71‘1 =454, | W Client #14
a DNP3 Port(V2) Z%vg 5,° ps %OL o= ° 1}3) 9]+ Client
Unsolicited Response A A 2’ = Alo] A A Helsr] 95 A | YA, N o
o ) . = ul . WH Server 93
Storm(V3) 9] vjgke] AHLE unsolicited responses B4 3
Cold Restart from FAAE Ao A 2B H 2] AA A = AR S e e V43 Client
Authorized(V4) or AL AAA A 2 Aoz AA o] A= S 4] 1}3) B
Unauthorized Client(V5) | Bl 2% A2 95 4 9l V5:9] % Client
Unauthorized Read Request to | B]17HE AloJ A~ v FApA|l X 2HE] HRE . .
N = 7V=2A 7 K
a PLC(VG) %_}7]_?12‘71_ /K]E 7]__0_ ]' ZH ] 9‘] T Client
Unauthorized Write Request | B]QI7FEl Aloj Al avlM = dAbAlogxo] Aug »7] | BHSPA, 12 Client
to a PLC(V7) slg A= 7bs H}3l v
) ) y : 21 I B
Unauthorized Miscellaneous | HQ17FE Ao A ~slA M & dRAA Aol $17] e 22 . .
Q= 2 o x0 ul 7F2A7], 2]5- Client
Request to a PLC(V8) 7] 849 o2 23S B o1 ]
EHT 6
B i =143
Stop Application(V9) AAA| A A= Aol ol Ze] A o] S AR A7) e iy HCIlen_t 1%
9/]—r Client
FAARE A AR A4S 27]8staL oI EE A vl Client $17
ial ] = FRO P bS]
Warm Restart(V10) A 2 gle =\ TA 9% Client
Broadcast Request from an | 544 o} dAa|o4=]2] Y| ES =0l Broadcast & | 7F=A7], | V11l W% Client
Authorized(V11) or A AL AL, AR 4 FE G Mu)a | BuleA, BE
Unauthorized Client(V12) AR AL F s ula] V12 ¢3¢ Client
) ) R3] Al TR 7143 DNP3 o] 24l .
Points List Scan(V13) £ oAwE e o ;1% 7}2A7] | W Server 1%
ARA o} A A= s |
Function Code Scan(V14) - E‘;iﬂ A j! 1 2A7k= 7183 function code ¥ 7427 | W Server A

' Function code 213} object type 5022 TAZE A7k | 4 Ly W¥ Client 1%
Time Change Attempt(V15) AR oz & 9o A 92 Client
! A=ZAE AR A3 Aol 2] = A2 FAR | L, . W Client $14+
2]
Failed Checksum Error(V16) 2} AL o|ZaAeS of 4 g)s 244 )2 Client

145 from 4 to
140 from 4 to

DNP
DNP
DNP
DNP
DNP
DNP

3, unsolicited Response
3, unsolicited Response
145 from 4 to 3, unsolicited Response
140 from 4 to 3, unsolicited Response
145 from 4 to 3, unsolicited Response

3

3

3

S - 40 2256.60317 10.0.010.
20134 1291 20 DNP3 dloJ&ldl] &k 13 gtel et 43 2253, 06341.10.0.010.
- 49 2261.0940010.0.010.

TIA] L AR 5]_7 ols} /\]—gﬂ U/qi 3Lz -]_
T . 52 2262.2164310.0.010.
¢ o= W } ] ‘r] = ° == o ] 93‘1:} 55 2264.01052 10.0.010. 115 from 4 to 3, unsolicited Response
58 2264.8211610.0.010. DNP 145 from 4 to 3, unsolicited Response
61 2266.1599810.0.010.0.0.8 DNP 133 from 4 to 3, unsolicited Response

3 Frame 40: 145 bytes on wire (1160 bits), 145 bytes captured (1160 bits)

coooo000
ocoooooo
000 ® 0w
W W W W W W

= - s Ethernet 1, Src: Inte]_ce:70:51 (00:02:b3:ce:70:51), DSt: 3com_93:70:67 (00:50:04:93:70:67)
V. $l gltle-II EH 'I |:<|D|‘°|_|- 5 Tnternet Protocol version 4, src: 10.0.0.3 (10,0.0.3), Dst: 10.0.0.8 (10.0.0.8)
 Transwission Contro] Protocol, Src Port: dnp (20000), Dst Port: ita-In (2828), Seq: 52, Ack: 65, Len: 91
= pistributed Network Protocol 3.0
 Oata Link Layer, Len: 76, From: 4, To: 3, PR, Unconfirned User Data
@ Transport Layer: Oxce (FIR, FIN, Sequence 12)
— - - Application Layer: (FIR, FIN, CON, UNS, Sequence 3, unsolicited Response)
[E 179 FF2 7F FAFde] 5422 Snort Rule € e G S Sk e Re
- - - @ Internal Indications: (0x0000)
% %’GH %a %"2] 7}‘ 7}/%‘6]—9‘:}\\4— [‘2% 3]% V3 2,‘—] Q_}:  RESPONSE Data obiects
00 50 04 93 70 67 00 02 b3 ce 70 51 08 00 45 00
X‘] 00 83 93 d3 40 00 80 06 52 97 Oa 00 00 03 Oa 00
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