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|15 62351 Part 5: IEC 60870-5 & Derivatives | 3
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|EC 60870-5-104 & DNP3 it

[15c 62351 Part 6: IEC 61850 [1E

IEC 60870-5-101 & Serial DNP

| IEC 62351 Part 8: Role-Based Access Control (RBAC) |

| IEC 62351 Part 9: Key Management |

| IEC 62351 Part 10: Security Architecture |
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Module Validation Program) 1%

OSI Reference
Secure Profile for ICCP-TASE.2
Model
Aoalicad ACSE (ISO/IEC 8650) + ACSE Authentication Definitions
pplication MMS (ISO/IEC 9506)
P tati ISO Presentation (ISO 9576)
e ASN.1 (ISO/IEC 8824/8825)
Session 1SO Session (ISO 8327)
ISO Transport (ISO/IEC 8073) ISO Transport (ISO/IEC 8073)
Transport Class 0 Transport Class 4
Transport
REC 1006 SSL/TLS
ISO Transport Layer Security
SSL/TLS (ISO/IEC 10736)
TCP (REC 793)
§ 1SO Network (ISO 8473)
Network 1P (REC 791) ES/IS (ISO 9542)
ARP (REC 826)
; Logical Link Control (ISO 8802)
Data Link Media Access Control (ISO §803)
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| TCP / IP |

(&l 7) SNAPZ} MMS O}7|Elx]
4.3. KCMVP &0 E
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+ 3w shde|rh
3pd Altoll& TLS v1.2 WA 2 client hello Y=
o)z 22 eF AL HojEr) I slwkd Hr) A
Agk A W8-S FE 5 olrh 5, 4ol ==
EZ2|Cipher Suite® TLSel4] ARIA 128 CBCRE
SHA256 2% RSA 5dve|E AH-S & 4 9lch
a3 9% MYl SCADAZF MMS  A{H 24
SSL/TLS Het £41& she dhddo|ch vprix =z 2}

g
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File Edt View Go Capture Analyze Statistics Telephony Tools Interals Help
coams BEOXR Aer»aT2|EE aaam @®mte
Filter | tcp.port == 3782 | expression..  Clear App

No. Time Source Destination protocol Length _Info

306 13.0446880 192.168.0.52 192.168.0.34 TLSv1.z 153 Client Hello
397 13.0449340192.168.0.34 192.168.0. 52 TCP 54 3782-53822 [AC

398 13.0511290192.168.0.34 192.168.0. 52 TLSv1.Z 1514 server Hello,
399 13.0513350192.168.0.34 192.168.0. 52 TLSV1.Z 75 Certificate Re
400 13.0520260 192.168. 0. 52 192.168.0.34 TP 60 53822-3782 [AC
401 13.0597860 192.168. 0. 52 192.168.0.34 TLSV1.Z 1514 certificate
402 13.0605930 192.168. 0. 52 192.168.0.34 TLSV1.Z 588 Client Key EXc
403 13.0636930192.168.0. 34 192.168.0.52 TCP 54 3782-53822 [AC
404 13.0940100192.168.0.34 192.168.0. 52 TLSV1.Z 1056 New Session Ti
405 13.1624990 192.168. 0. 52 192.168.0.34 TP 60 53822-3782 [AC

418 13.5532220192.168.0.52 192.168.0.34 TLSV1.Z 139 Application pa

@ Frame 396: 153 bytes on wire (1224 bits), 153 bytes captured (1224 bits) on inter
® Ethernet II, Src: 00:22:64:94:2b:ad (00:22:64:94:2b:ad), Dst: 00:0c:29:87:a2:26 (
Internet Protocol version 4, src: 192.168.0.52 (192.168.0.52), Dst: 192.168.0.34
@ Transmission control protocol, src Port: 53822 (53822), Dst Port: 3782 (3782), se

= TLSV1.2 Record Layer: Handshake protocol: client Hello
content Type: Handshake (22)
version: TLS 1.0 (0x0301)
Length: 94
© Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)

Length: 90
version: TLS 1.2 (0x0303)
@ Random

session ID Length: 0
Cipher suites Length: 4
© Cipher suites (2 suites)
Cipher Suite: TLS_RSA_WITH_ARIA_128_CBC_SHA256 (0xc03c)
Cipher Suite: TLS_EMPTY_RENEGOTIATION_INFO_SCSV (OXOOFf)
compression Methods Length: 1

(32 8) XM EMS EA=2EZF

A *O|C{Y  [Wireshark 1.12.0 (v1.12.0-0-g4fab41a from master-1.1;
Fle Edt View Go Capture Analyze Statstics Telephony Took Internals Help
codmaBEXRZ|IAcsaTEI/EF aaabD $FBB% B
Filer | tep port == 3782 | Expression.. Clear App Save

No. Time Source Destination Protocol_Length Info

396 13.0446880 192.168. 0. 52
397 13.0449340192.168.0. 34
398 13.0511290 192.168.0. 34
399 13.0513350192.168.0. 34
400 13.0520260 192.168. 0. 52
401 13.0597860 192.168. 0. 52
402 13.0605930 192.168. 0. 52
403 13.0636930192.168.0. 34
404 13.0940100192.168.0. 34
405 13.1624990 192.168.0. 52
418 13.5532220192.168.0. 52

TLsvi.z 153 Client Hello
Tcp 54 3782-53822 [ACK] Seq=1 Ack=!
.168.0. TLSVI.Z 1514 Server Hello, Certificate

192.168.0. 52 TLsvi.: 75 Certificate Request, Server
192.168.0.34 Tcp 60 53822-3782 [ACK] Seq=100 Acl
192.168.0.34 TLsV1.Z 1514 certificate

TLsvi.z 588 Client Key Exchange

TcP 54 3782-53822 [ACK] Seq=1482 Ac
TLSV1.Z 1056 New Session Ticket, change ¢
60 53822-3782 [ACK] 5eq=2094 A(

192.168.0.52
192.168.0.34 TP
192.168.0.34 TLSvi.Z 139 Application pata

rame 398: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) on interface 0

thernet IT, Src: 00:0c:29:87:a2:26 (00:0c:29:87:a2:26), Dst: 00:22:64:94:2b:ad (00:22:64:94:2t
nternet Protocol Version 4, Src: 192.168.0.34 (192.168.0.34), Dst: 192.168.0.52 (192.168.0.52)
@ Transmission Control Protocol, Src Port: 3782 (3782), Dst Port: 53822 (53822), Seq: 1, Ack: 10(

M‘Hﬁ —
= TLSV1.2 Record Layer: Handshake Protocol: Server Hello
content Type: Handshake (22)
version: TLS 1.2 (0x0303)
Length: 58
& Handshake Protocol: server Hello
Handshake Type: server Hello (2)

Length: 54
version: TLS 1.2 (0x0303)
% Random

session ID Length: 0
Cipher suite: TLS_RSA_WITH_ARIA_128_CBC_SHA256 (OXcO3c)
compression Method: null (0)
Extensions Length: 14
@ Extension: renegotiation_info
GuExtension: seccionTicker 1

(I% 9) XA SCADA Et==2EZ

At SCADAXE Server Hello SlE4o]a T2 EF9]
Cipher Suite® TLSel4] ARIA 128 CBC%} SHA256
22 RSA ¢mdueE AH-S o 5 otk
A EMS$} 2] SCADAS] Cipher Suit: ©l
olg] ¢t - B33} g]ZE 0o F ARIA 128 CBC 2
2 Abg-8lar, AL RSA 2048 A3t} alj4] et
2]ZL SHA256< A&t
a3 102 24 EMSel4] SNAPS] £41 2131
S AAZEe R AAG Aolek AHAY] EMSe}F AHA| ol
SCADA 7} A ¥l 53 27F Bk AA S 5
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