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2.2. NIST SP 800-82

NIST Special Publication 800-82 ‘Guide to
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DCS(Distributed Control System), PLC(Programmable
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2.3. NIST CPS Framework
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NIST CPS PWG Framework Release 1.0
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WA 3 A Aol Az =2 AF
(1 Emulab DoD‘sHizl}ln—llilg\lfle}i/ASlrziﬂiife]ftﬁ}e(HLA) N/A
(2) N/A PowerWorld VPST-R-local
EMS(Siemens), RTU(Siemens
(3) AA A=A L A2 SiCAM), IED(Siemens SIPROTEC), RTDS
7 RTU(DIgSILENT)
(4) HMI(GE/Fanuc iFix) SCADAPack LP PLC. B2AEA], RTDS
(5) Emulation(Emulab NS) N/A RT simulator(Simulink)
(6] Windows based SCADA S/W N/A IED simulator
(7] ks Zhde=a N/A N/A
(8) SCADA, HMI S/W based RTU, IED % DIgSILENT, RTDS
(9 HMI(ABB) ABB PLC Simulink
(10) COOJA(Netwrok) N/A Simulink
(11] N/A N/A RTDS
(12) Emulab DCS, PLC, RTU Simulink
(13) MATLAB/RSCAD N/A RTDS
(14) OPNET N/A RTDS, RSCAD
(15) N/A PLC(Siemens S7-1200) 5 Simulink
(17 N/A Orbit}gri};?csepiiegk;trosgig;lator, Beaglebone Black Boards
(18] AGC Algorithm S/W N/A RTDS
(20] OPNET N/A RTDS
r22) AR AT, B TR RTL) il Semeen. bamp)
(23) A A 2 A A A 8 A2 STMB2 based 1/0
(24) LabView N/A AA A=
(25) N/A Arduino Simulink, Simscape
(26) N/A PLC(AB) A AR
(27 AA AA g A 2H AA gA g A E AA ARG
(28) S/W(AGC Algorithm) N/A RTDS
(29] HMIGFIX5) PLC(Schneider Modicon M340) AA A=
(30] IED(SEL 351S) N/A OPAL-RT
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2 Modbus/RTU, Modbus/ASCII,
Modbus/TCP
(3) [EC-61850 GOOSE, DNP3
4] Modbus/ASCII, Modbus/RTU, DNP3
(5] Modbus/TCP, RPC/TCP
(6] IEC-60870-5-103
(7 [EEE 802.11, IEEE 802.15.4
(8) DNP3, IEC-61850 GOOSE/MMS
9 Modbus, DNP3, RPC
IEEE 802.15.4, RPL(IETF, Routing
(10) Protocol for low poyver
networks), CTP(Collection Tree
Protocol)
(13) IEEE 9 C37.118, Modbus
(14] IEC-61850(GSE, SV, DNP)
(15) Modbus/TCP
(18) DNP3, IEEE 9
(19 Modbus, OPC
(20] Modbus/TCP
(21) Modbus, DNP3, IEC-61850,IEEE
C37.118
(22) Modbus/TCP
(23] IEC-61850 GOOSE
(26) EtherNet/IP(CIP)
(27) DNP3, Modbus/TCP, Profibus, Prfinet,
WirelessHART, OPC
(28] DNP3, IEEE 9
(29] Modbus/TCP
(30] SEL-C662, DNP3
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(% 4) =2 CPS HAEHEES &% A

o= ALtz

P _:_ gl Héo
P17 _OPS <A WAl 27 Avele
=4 AZ | A A | BY AF
(1) (] [ ) DoS on sensors, Integrity attack, Phishing attack
Large scale DoS, Routing path failure/redundancies,
(3] [ ] () [ ] Man-in-the-middle attack, Distributed/Coordinated
attack, Malware propagation/infection
(5) () () Min/Max value in short time period
(6] ([ ] Vulnerability scan, Man-in-the-middle attack
(8) ° PY Malicious breaker trip, SCADA observability DoS,
Remedial action scheme DoS
Packet forging attack, Control code rewriting attack,
9] o [ ] DDoS on the operation of the electrical grid and
railway transportation
Shunt faults, Load variation, Load loss and recovery,
Generator loss and recovery, Transmission line loss or
(13] [ ) ([ [ ) recovery, Command injection attack, HMI/UI attack,
Man-in-the-middle attack, Physical attack, Denial of
service
(14) () ( Man-in-the-middle attack
(15) ° Packet sequence & Packet cycle time gap
changing the status of the circuit breakers
(18] ([ [ ) Measurement attack, Control attack
(20) ([ ([ Man-in-the-middle attack, TCP SYN Flood DoS attack
1) ° PY ° Command injection attack, HMI/UI attack,
Man-in-the-middle attack, Physical attack, DoS
(22) [ ) [ ] DDoS, False data injection attack
(23] [ ) ( } False data injection, Spoofing GOOSE attack
(25]) [ ) Guidance control, Arm positioning control
(28] [ ] Scaling attack, Ramp attack
Ping flooding, Modbus flooding, Actuators state
(29) [ ([ [ ] modification, Sensor measurements modification, Fake
exception response
(30] ) () () Coordinated attack
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