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Abstract—Ensuring security in the metaverse is crucial, espe-
cially when considering its association with the military or defense
system, where an exceptionally high level of security is imperative.
This paper presents quantum superdense coding-based secure
authentication (QSCSA) as a high-level security solution for
the extremely sensitive military metaverse. By harnessing the
principles of quantum mechanics, the system achieves a higher
level of security, ensuring confidentiality and integrity within the
military metaverse.

Index Terms—Metaverse, metaverse authentication, superdense
coding, quantum network.

I. INTRODUCTION

The Metaverse signifies a fundamental change in how in-
dividuals engage with digital material, transitioning from pas-
sive consumption to active participation, transforming human
connection, entertainment, and communication [1], [2]. The
metaverse, originally used for civilian applications, is now
undergoing special purposes for example, military-oriented
development, referred to as the ”battle-verse” or ”military
metaverse”. It investigates the advantages and strategies for
focusing on metaverses, with a particular emphasis on the
importance of comprehending the possible repercussions of
compromising this virtual world [3].

In the real world, military purposes require a particularly
high level of security compared to other areas. This is the
same for the virtual world as well. The military metaverse
is associated with sensitive activities that pose challenges in
the real world. For instance, convening meetings with high-
level decision-makers can be conducted within the military
metaverse, offering a secure alternative of real-world meeting.
In contrast, arranging meetings in the physical world between
two parties from different parts of the world carries a high risk
of information leakage to adversaries. Additionally, traditional
communication methods, such as conversations over a hotline
phone or through the conventional internet, lack adequate
security and cannot guarantee the prevention of information
dissemination into unauthorized hands. Additional activities
within the military metaverse may include joint military drills
in the metaverse, the sharing of defense technology, transac-
tions related to weapons, and various other engagements.

Quantum computing emerges as a prominent and promis-
ing technology with applications in various sectors, including

healthcare, medicine, drug development, chemical reaction
simulation, artificial intelligence, security systems, supercom-
puting, and more. Leveraging principles from quantum physics,
quantum computers exhibit unique features such as the impossi-
bility of qubit cloning, entanglement, and superposition, which
give quantum computers superiority over classical computers
[4]. Even classical information security systems are vulnerable
to powerful quantum computers. Despite excellent features,
quantum computers have certain limitations. One major limita-
tion is related to quantum hardware, which involves challenges
in installation and maintenance due to the requirement of
extremely low temperatures. Additionally, qubits have a limited
lifespan, and long-distance transfer of qubits poses difficulties
[5].

Given the limitations outlined in existing quantum comput-
ers, we propose the quantum superdense coding-based secure
authentication (QSCSA) scheme, which has the potential for
implementation although it has limitations in the current quan-
tum computing system. Superdense coding shares similarities
with teleportation, but it differs in that teleportation requires
the transmission of qubits, while superdense coding enables
the transmission of classical bits. Superdense coding facilitates
the transmission of two classical bits using one qubit from each
node at the cost of one entangled bit (e-bit) of entanglement.

II. PROPOSED SYSTEM

Figure 1 presents the foundational model of the QSCSA
concept. If User A wants to join the metaverse, send an
authentication request to User B in a quantum channel via
quantum satellite using superdense coding. Upon both parties’
agreement, users can join the metaverse. Let, User A possess
qubit A, and User B holds qubit B. The combination of
these two qubits, denoted as (A,B), establishes the qubit
state |ϕ+ >. When User A intends to enter the metaverse
for a meeting with User B, an authentication request using
superdense coding is initiated by User A, transmitting a two-
classic-bit (b1, b2) message through the quantum satellite.

The rationale behind incorporating a quantum satellite lies in
the fact that quantum systems necessitate operating at tempera-
tures near absolute zero (-459 degrees Fahrenheit), a condition
achievable in space. This makes the implementation of quantum



User A User B

Metaverse

Classical
Internet

Secure High Level
Meeting

Weapon Dealing
Joint Military Drills

Quantum Satellite

Classical
Internet

Classical InformationClassical Information

Fig. 1: Propose system model for QSCSA in the military
metaverse.

systems in space feasible, consequently enabling millimeter-
wave (mmWave) terahertz intra-satellite communication. The
successful transfer of qubits from a satellite to the ground
by China further demonstrates the potential for implementing
quantum technology in communication [6]. However, after
receiving an authentication request from User A to User B,
User B measures the state of the qubit and gets the information
that was sent by User A. User B can provide acceptance
or denial feedback through the same process. It is essential
to highlight that the authentication process may involve any
classical biometric authentication or blockchain-based method.
As the information traverses the quantum channel, it remains
secure against both classical and quantum attacks, as well as
man-in-the-middle attacks.

Fig. 2: Circuit Diagram of superdense coding. Here, b1 and b2
are classical bit produced by randomizer. A an B are quantum
register. User A transmits two bits b1 and b2 to User B.

III. IMPLEMENTATION DESCRIPTION

The simulation of superdense coding is conducted on the
IBM Quantum Computing platform, called Qiskit. Qiskit is
well-documented and can be integrated with metaverse creation
platforms such as Unity3D and Unreal Engine, facilitating

Fig. 3: Measurement of qubit.

the convenient execution and testing of metaverse simulations
using quantum computers. In Figure 2, the circuit diagram of
superdense coding is depicted. It illustrates the process where
User A transmits any two random bits to User B. User A can
send information as it is or shift it to one of the Bell states by
using 1, X, ZorXZ. Fig. 3 displays the measurement of qubit
values, affirming the accurate reception of information by User
B.

IV. CONCLUSION

This paper proposes the superdense coding-based scheme
QSCSA for secure authentication in the military metaverse.
By leveraging principles from quantum superdense coding, the
QSCSA framework enhances security in traditional authentica-
tion techniques for the metaverse. In future work, there is scope
to implement sending multiple classical pieces of information
using superdense code, which can allow the transmission of
sensitive information over superdense code.
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