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Abstract—Blockchain technology has shown promise in ad-
dressing transparency, traceability, and accountability issues in
the agrifood supply chain. However, the pursuit of transparency
raises privacy concerns, and the integration of IoT devices
brings about challenges in terms of performance, mobility, and
data volume. We introduce a two-layer architecture for access
control, specifically tailored to the attributes of IoT devices. The
proposed architecture consists of individual blockchain channels
for each Edge Cluster, along with a centralized superior channel
responsible for storing contracts. Within each Edge Cluster, a
master-slave relationship is established between the edge server
and IoT devices.

Index Terms—Internet of Things (IoT), blockchain, privacy,
access control, smart contract.

I. INTRODUCTION

The application of blockchain technology in managing the
agrifood supply chain has gained attention for its inherent
features of decentralization, transparency, and immutability
[1]. This technology offers solutions to critical issues in
traceability, data tampering, liability concerns, and visibility
gaps within the supply chain [2], [3]. Despite its merits, the
decentralized and transparent nature of blockchain introduces
challenges related to data misuse and privacy, particularly
when transactions are not validated by a single entity and are
accessible to all participants.

In the agrifood supply chain, the integration of IoT devices
and sensors has become integral, providing essential infor-
mation during various stages such as production, harvesting,
storage, and transport. This data, often commercially sensitive,
is disseminated to consumers and data buyers [4]. However,
two primary challenges emerge in this context:

1) Ensuring Trust in Data: Data buyers must verify the
legitimacy of the data, ensuring it remains untampered,
issued by legitimate devices, accurately reflects the state
of the object in the specified timeframe, and was emitted
from the designated location.

2) Preserving Confidentiality: Safeguarding the owner’s
information while provisioning data poses a significant
hurdle.

Despite existing proposals for decentralized IoT systems,
the majority remain centrally managed, allowing potential
tampering and unauthorized disclosure. This undermines cred-
ibility in environments where multiple parties exchange in-
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formation. Blockchain technology, with its decentralized, im-
mutable, and transparent attributes, offers a solution. How-
ever, the computational and communication overhead for IoT
devices [5] poses implementation challenges.

To address this, our study proposes a two-layer architecture
for access control based on IoT device attributes. Each edge
cluster will have a hyperledger channel, and a superior channel
will store access control contracts. The edge server and IoT
device will establish a master-slave relationship in each cluster.
When a device requests access, the edge server retrieves a
contract from the superior channel and executes it on the local
channel.

Our contribution to the current state of the art includes:

o A distributed private data storage and access control
framework ensuring the confidentiality, integrity, and
availability of IoT data, with transactions recorded in the
common ledger for transparency.

¢ A model for sharing loT-generated data through an autho-
rization contract, allowing access without compromising
sensitive information or requiring trusted third-party in-
tervention.

o A mechanism for defining granular access control poli-
cies, facilitating device- and use-case-specific rules.

II. RELATED WORK

We conducted an exploration of the current landscape
concerning the integration of Blockchain and IoT in agrifood
supply chain management. Our emphasis was on scrutinizing
existing work related to the preservation of data privacy and
the implementation of access control mechanisms. Table I
provides an overview of our analysis, organized into the
following categories:

e Privacy: this critical aspect is closely linked to the
sharing of IoT data and user personal information within
a network. It is imperative to ensure that such information
is disclosed only to authorized parties and at appropriate
times. The access control mechanism assumes a pivotal
role in establishing user trust while safeguarding their
privacy. Data owners retain complete control over gran-
ular access to the data they share, empowering them to
maintain full control over their information.
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TABLE I
ANALYSIS OF THE STATE-OF-THE-ART

Projects Privacy | Confidentiality | Access Control Contract Lightweight Storage trusty data
and Integrity automation | devices demand | overhead storage

relief and sharing
Lin et al (2019) [6] v v X v X v X
Shahid et al (2020) [7] X X X v X v X
Feng et al (2020) [8] v v X v X v X
Shakhbulatov et al (2019) [9] v X X X v v X
Tran et al (2021) [10] v X X v v v X
Yang et al (2021) [11] v v v v X v X
Our proposal v v v v v v v

« Confidentiality and integrity: ensuring that no resources
are disclosed without proper authorization and taking
all precautions to prevent improper modification of re-
sources are essential considerations. The grammar used
to formulate control and access rules must be precise and
expressive, facilitating the revocation of access rights for
users when necessary.

o Access control: serves as support to authentication and
authorization mechanisms in an open environment where
interconnected devices are prevalent. This prevents access
to sensitive data, unauthorized changes, denial of service,
etc. Here, we focus on the innovations introduced by the
project in terms of access control, distinct from basic
blockchain access control.

o Contract automation: involves the electronic represen-
tation of terms and conditions governing transactions
between multiple parties.

o Lightweight devices demand: addressing the need for
effective access control strategies to minimize overhead
on IoT devices, which are typically characterized by
limited memory, computing resources, and energy supply
[12] [13].

« storage overhead relief: refers to the reduction in storage
required by each node in the blockchain network, as
well as blockchain traffic. Handling off-chain data using
smart contracts when interacting with a blockchain is
crucial, considering the potential negative impact of rapid
data growth on query performance and the cost of data
management [12], [5].

o Trusty data storage and Sharing: Encompasses the
belief of a commercial participant in the agri-food supply
chain that data is stored and shared honestly. Effective
IoT data-writing access control mechanisms are necessary
to ensure data integrity, especially when predicting food
production or waste, providing valuable information for
the food safety sector.

The works analyzed present various approaches to integrat-
ing blockchain and IoT in agrifood supply chain management.
The following summaries provide insights into each entry in
Table I.

Lin et al. (2019) [6] utilizes blockchain to store evidence
information, with most data stored outside the blockchain. As
a limitation, the proposal lacks emphasis on access control,
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lightweight device demand, and data-sharing considerations.

Shahid et al. (2020) [7] uses blockchain for recording
transaction hashes, while true data are stored in IPFS. Limita-
tions: IPFS content is publicly accessible, and the study does
not explore encryption for sensitive data protection or direct
integration of IoT devices.

Feng et al. (2020) [8] utilizes two cloud-based databases
for private and public data, mapped using blockchain-stored
hashes. Limitations: Ignores lightweight device demand, lacks
evaluation of information credibility, and presents no innova-
tion in access control mechanisms.

Shakhbulatov et al. (2019) [9] proposes a blockchain solu-
tion for tracking carbon footprints, using cluster-based record-
keeping for privacy. Nonetheless, it lacks an access control
mechanism for data read/write permissions, and does not
address smart contracts or processes for sharing network data.

Tran et al. (2021) [10] proposes a privacy-preserving frame-
work for smart agriculture using private channels for each
farmer’s IoT data. However, the proposal does not define an
access control mechanism.

Yang et al. (2021) [11] implements a dual storage strategy
with public information in a local database and private data
encrypted on the blockchain. The proposal does not address
challenges with lightweight devices and data sharing; private
data access is non-transferable.

These analyses highlight the diversity of strategies in the
literature but also reveal common limitations, such as insuffi-
cient consideration for access control mechanisms, lightweight
device demands, and comprehensive data-sharing solutions.
Our proposed two-layer architecture aims to address these gaps
by providing a robust framework that enhances privacy, access
control, and overall efficiency in managing [oT data within the
agrifood supply chain.

A. Challenges and Opportunities

Upon conducting the analysis of the existing literature, it is
evident that previous research has recognized the imperative
need for a robust agrifood traceability system. Such a system
must efficiently detect and prevent food safety issues, track re-
sponsibilities, and overcome the shortcomings associated with
centralized approaches. Centralized models have been deemed
unsuitable due to their lack of transparency, accountability,
and audibility, as well as their dependence on third-party data
storage and management.



In response to these challenges, researchers have advocated
for the integration of blockchain technology in the agrifood
supply chain, aiming to eliminate third-party intermediaries
and ensure data immutability, transparency, traceability, and
process automation. While these approaches have successfully
addressed some challenges related to blockchain implementa-
tion, they also exhibit certain limitations.

o Data-Write Access Control: existing studies have over-
looked the critical issue of data-write access control.
Despite the immutability of blockchain data, uncertainty
remains regarding the accuracy and honesty of recorded
information. Dishonest users may generate false data for
personal gain, and equipment malfunctions may transmit
invalid data, risking the erosion of trust among chain
members.

o Privacy and Confidentiality: current privacy and con-
fidentiality approaches focus on concealing private data
from unauthorized users but lack comprehensive access
control mechanisms. The absence of mechanisms allow-
ing subjects to grant or revoke access rights poses a
limitation.

o Storage and Dissemination of IoT Data: limited re-
search exists on the storage and dissemination of IoT data
related to crop production and food status. These data are
pivotal for advancing agriculture, ensuring food security,
and predicting phenomena in the agrifood chain, such as
crop diseases, yields, food conditions, and waste.

e Demand for Lightweight Devices: the issue of
lightweight device demand has not been adequately ad-
dressed in existing proposals, hindering the seamless
integration of these devices into the agri-food supply
chain.

o Utilization of Smart Contracts: while the utilization
of smart contracts shows promise, it is still in its early
stages. Various activities within the agri-food supply
chain demand automation, necessitating further explo-
ration and development.

Given the identified challenges, there exist significant op-
portunities to contribute to the state-of-the-art by offering so-
lutions that specifically address these issues. A comprehensive
solution would focus on:

1) Developing robust data-write access control mecha-
nisms to ensure the integrity of information within the
blockchain.

2) Enhancing privacy and confidentiality measures by in-
corporating sophisticated access control mechanisms for
granting, revoking, and managing access rights.

3) Conducting research on the storage and dissemination
of IoT data, particularly in areas crucial for advancing
agriculture and ensuring food security.

4) Addressing the demand for lightweight devices in the
context of the agri-food supply chain.

5) Advancing the utilization of smart contracts for au-
tomated processes within the agri-food supply chain,
fostering efficiency and information exchange.

By addressing these opportunities, future research can sig-
nificantly contribute to the advancement and effectiveness of
blockchain-integrated solutions in the agri-food supply chain.

III. PROPOSAL

a
B
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By Device
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Fig. 1. Proposed Architecture

This study introduces a two-layer architecture illustrated
in Figure 1 in response to the challenges identified in pre-
ceding sections, encompassing privacy invasion, data leakage,
storage and network overhead, lightweight device demand,
and data sharing issues. In this architecture, sensors and
microcontrollers employing a lightweight messaging library
for communication with small mobile devices. The Member-
ship Service Provider (MSP) grants identity to sensors and
gateways. When a sensor emits data, it signs and encrypts
it using light encryption before forwarding it to the gateway.
Subsequently, the gateway signs and encrypts the data using
the device owner’s identity and submits it to the blockchain.
External users may access private data through a reading-
access contract signed with the data owner.

In this design, critical information ensuring network trace-
ability and transparency, along with data descriptions and
hashes representing each edge channel, is housed in the
upper channel. The device owner must be an enrolled user
in the upper channel for an IoT device to record data in
the cloud/local data store, managed through the edge channel,
and to ensure data validity at the upper channel level. While
participants of the common channel do not have direct access
to the content of IoT data registered in the private channel,
they place trust in this data due to adherence to contract terms
defined and approved by upper channel participants. The data-
writing process involves a two-tier authorization mechanism:
a first-level check ensuring the device belongs to a valid
participant in the local channel and a subsequent second-level
verification based on attribute-based access control (ABAC)
policies. Once device data registration is approved, a token
with a defined validity period is generated, encrypted with
the device’s public key, and stored on the local channel.
Verification of token validity and the transmitted value ensures
compliance with allowed ranges.
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A. Use Case: IoT Devices in the Agrifood Supply Chain

In the context of the agrifood supply chain, this study delves
into the use case of 10T devices, focusing on the intricacies of
data-writing access contracts and reading-access authorization
contracts (depicted in Figure 2). The primary players in this
scenario include the device owner, the devices responsible
for recording collected data, and the authorized users granted
access to retrieve this data.

This use case entails the following actors:

o Device Owner: representing entities such as farmers,
government bodies, logistics companies, retailers, or
wholesalers, possess a fleet of devices collecting data
on various facets of the agrifood supply chain. This
encompasses elements like soil conditions, plant health,
food status, and environmental conditions within food
storage facilities.

o Devices: each device within the ownership of the device

owner is endowed with a unique identification and MAC
address. These identifiers enable devices to seamlessly
transmit data concerning the entities involved in the
supply chain.
Users: Users, granted explicit authorization by the device
owner, are bestowed with the privilege to access and
retrieve data based on the terms stipulated in the contract
signed by the device owner.

For a sensor to successfully transmit data, it must fulfill
specific criteria:

o Belonging to a participant registered as a local channel
member.

o Possessing the requisite permissions to measure the phys-
ical quantity corresponding to the type of entity being
measured.

o Emitting data within the predefined and allowed range,
ensuring the accuracy and reliability of the transmitted
information.

This use case outlines a structured framework wherein

device owners orchestrate the flow of data from IoT devices,
ensuring that authorized users can access pertinent information

while maintaining the integrity and reliability of the data
transmitted within the agrifood supply chain.

B. Advanced Attributes

Moreover, we proposed the utilization of the ABAC model,
Natural Language Processing (NLP), and the object creation
model for the administration of data transmitted by devices
within the agri-food supply chain led to the formulation of
the policy and attributes for the control of private data-writing
access, which is outlined as follows:

P={ SA; OA; PA; EA } (1)

SA={deviceld, MacAdress, ownerld, participantType,

roles{physicalQuantity, unit, range(min,max)} (2)
OA={ bodyld, bodyType, description } (3)

PA={ 1 grant, 0 deny } (4)

EA={ startTime, endTime, refCoordenates, distLimit } (5)

o Policy (P) is an attribute-based write access control policy
that comprises the attributes SA, OA, PA, and EA.

o Subject Attribute (SA): The device, when attempting to
write private data, is characterized by various attributes,
including its unique Deviceld, MAC address, and the
unique identification of its owner, the participantType,
roles, physicalQuantity, unit, range, and other relevant
attributes.

o Object attributes (OA): serve to identify the resource
to be accessed, and consist of the following variables:
”bodyld”, which identifies the target object of measure-
ment. “bodyType”, which specifies the type of body, such
as plant, food, or atmosphere, and “description”, which
provides detailed information about the object.

o Environment Attributes (EA) : handle the temporal and
dynamic aspects of the access control scenario.

o Permission Attribute (PA) specifies whether the device
is authorized to write the data, with a binary value of 17
indicating allowance and ’0” denying access. The default
value for PA is true.

To create the access control chain code, device ABAC
attributes will be defined in the X509 certificates issued
to identities on the blockchain network, and these identity
attributes will be accessed within the chain code.

To record IoT data, an ABAC policy that complements an
identity-based access control mechanism is configured at the
network level in the hyperledger fabric. ABAC Contract Policy
allows authentication of the device using a blockchain system,
thereby proving its identity. Business-oriented verifications are
performed to allow only the registration of data that really
interest the owner and chain participants of the agri-food
supply, thus giving more credibility to the registered data.

Figure 3 depicts the manner in which device attributes,
edge, and top channels collaborate to perform ABAC policy
contracts for device write access control.

A user can read the data emitted by a device or a certain
body. Authorization for reading data is assigned to a user, and
the contract for reading data is valid for only one user and is
non-transferable.
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IV. EVALUATION

This study proposes the use of a local channel to compute
IoT device data within a private communication subnet, ensur-
ing confidential transactions among specific members of the
agrifood supply chain. Authentication and authorization within
the local channel are facilitated by a Membership Service
Provider (MSP), guaranteeing the legitimacy of each device,
user, or identity joining the channel.

To register data on the channel or in a local database,
devices must undergo authentication and authorization pro-
cesses, mitigating the risk of invalid data registration through a
smart contract invoked in the globally shared channel. Trusted
entities at the upper channel level may participate in the local
channel, enhancing transparency and data trustworthiness.

A. Lightweight Authentication Mechanism and Edge Comput-
ing

The implementation of a token-based authentication mech-
anism offers a lightweight approach, relying on the de-
vice’s identity and Attribute-Based Access Control (ABAC)
attributes during the initial access attempt. The token sub-
sequently grants access to a specific resource for a defined
time period, reducing computational expenses and conserving
energy in IoT devices. Edge computing, executed within the
local channel, ensures efficient handling of limited memory,
computing resources, and energy, thereby minimizing system
overhead.

B. Smart Contracts for Granular Access Control

The utilization of smart contracts, implementing ABAC
access control policies, enables granular access control and
permission management. This ensures that predefined access
rights and permissions are automatically applied to IoT de-
vices, restricting data access to authorized users only.

C. Data-Sharing Agreements and Identity Protection

For a user to access [oT data belonging to a chain member, a
smart contract signed by both parties is required. This contract

precisely defines the data accessible by the user, based on the
identity of the owner, device, or the targeted entity for reading.
The use of hash functions conceals the identities of the owner,
user, and device within smart contracts, safeguarding sensitive
information from potential leakage.

D. Performance Evaluation

The proposed methodology’s performance was evaluated
using metrics outlined in [14] and [15]. Specifically, latency
and throughput of data writing to the ledger were assessed
under the majority endorsement policy, utilizing both solo- and
raft-ordering services. Solo exhibited a throughput of 342.58
transactions per second (TPS) with an average latency of 0.14
seconds, while raft achieved a throughput of 333.3 TPS, an
average latency of 2.625 seconds, and a maximum latency of
3.671 seconds. These results demonstrate the efficiency of the
proposed method in handling data transactions.

Additionally, a data recovery evaluation for varying sizes
(8k to 512k) indicated times of 0.861 seconds for 8k and 1.076
seconds for 512k. Comparable results to those presented in
[15] were achieved, with the added benefit of incorporating
identity verification and contract reading for access control
during data writing and reading operations.

Overall, the proposed methodology showcases robustness
in authentication, access control, and transaction efficiency
within the agrifood supply chain’s IoT ecosystem.

V. CONCLUSIONS

Blockchain technology effectively addresses the issues of
insufficient transparency, data manipulation, lack of account-
ability, and inadequate visibility that are prevalent in the
agrifood supply chain through its attributes of decentralization,
immutability, and traceability, However, the implementation of
blockchain technology may also result in privacy concerns,
particularly with the integration of Internet of Things (IoT)
devices for monitoring agricultural production, harvesting,
storage, and transport of food. These devices are limited
in terms of computational resources, storage capacity, and
energy consumption, making it challenging to manage and
secure large-scale [oT environments using the current security,
authentication, and access control solutions.

To address these challenges, this study introduces a two-
layer access control architecture that utilizes IoT device at-
tributes, including individual blockchain channels for Edge
Clusters and a shared channel for contract storage. Within each
cluster, the edge server and IoT device maintain a master-slave
relationship. When access requests are triggered, contracts
are retrieved from the upper channel for execution on the
local channel, thereby addressing challenges associated with
IoT data management and private data storage. The ABAC
policy defined in this paper aims to explore the benefits
of using ABAC, which allows devices to be authorized to
write data about bodies without prior relatedness, and allows
multiple devices to issue measurements of bodies without the
knowledge of the rule creator. Users can acquire the right to
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read IoT data by entering an ABAC policy agreement with the
data owner.

Finally, the performance of the proposed method in data
writing and retrieval using smart contracts was evaluated.
Two distinct networks were established: one utilizing a solo
network and the other using a raft as an ordering service.
The registration of a transaction in the solo network had
a maximum latency of 0.22 seconds and a throughput of
342.58 transactions per second, while the raft network had a
maximum latency of 3.671 seconds and a throughput of 333.33
transactions per second. Furthermore, the proposed method
was tested for recording different data sizes in the range 8K
to 512K using Solo and CauchDB. The maximum latencies for
these extremes were 0.861 s and 1.076 s for 8K and 512K,
respectively. These results are comparable to those of previous
studies despite the need to invoke contracts for reading and
writing data.
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